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Abstract ning Windows in a major research university were infected

with one or more malware programs [19]. Another recent

Malware, software with malicious intent, has emerged study showed that one in three computers has malicious
as a widely-spread threat to system security. It fBalilt to code on it [15]. A major reason for the malware problem
detect malware reliably because new and polymorphic mal- is the proliferation of software applications and the diver

ware programs appear frequently. It is alsgfitiult to re- sity of their vendors. Many cutting-edge applications come
move malware and repair its damage to the system becausdrom vendors with questionable reputations. For example,
it can extensively modify a system. many P2P applications carry code that will install adware

We propose a novel framework for automatically remov- or spyware that is very flicult to remove [8].
ing malware from and repairing its damage to a system.  The most common defense against malware is detection.
The primary goal of our framework is to preserve system However, since most detectors search for malicious code
integrity. Our framework monitors and logs untrusted pro- patterns (static signatures) of known malware, they cannot
grams’ operations. Using the logs, it can completely remove reliably detect new malware or variants of known malware
malware programs and theirfects on the system. Our (also known as polymorphic malware). Naive users ignore
framework does not require signatures or other prior knowl- or disable working detection programs to install and run
edge of malware behavior. We implemented this frameworkmalware programs when trying to use applications bundled
on Windows and evaluated it with seven spyware, trojan with malware. As these malware programs accumulate,
horses, and email worms. Comparing our tool with two the computer often becomes unusable due to slow response
popular commercial anti-malware tools, we found that our time, exhausted storage, and frequent application crashes
tool detected all the malware’s modifications to the systemIn short, even good malware detectors cannot protect the
detected by the commercial tools, but the commercial toolsuser from running malware programs.
overlooked up to 97% of the modifications detected by our  Inthe case that the user cannot avoid running malware on
tool. The runtime and space overhead of our prototype tool his system, the next defense is to remove it once the user no-
is acceptable. Our experience suggests that this frameworktices its adverseffect on his computer. Typically, removing
offers an gective new defense against malware. a malware program involves removing all the components
installed by this program and restoring all the data modified
or deleted by this program. Common approaches include:

1. Introduction e Running an anti-malware program to remove all the
components of the malware. However, because it re-
lies on known malware signatures, this approach can-
not reliably remove new or polymorphic malware, nor

can it restore infected data.

Malware has become an epidemic problem. A recent
study showed that a significant number of computers run-

*This research is supported in part by Intel IT Research, griléI3P

and the G¥ice of Science and Technology at the Department of Homeland * Takmg per|od|c snapshots of the system, and restoring

Security. Points of view in this document are those of the @nish and the infected system to the last clean snapshot. This ap-
do not necessarily represent thi@al position of the U.S. Department of proach will destroy all the new data created after the
HOT:'?;]‘d Security Otrl thetﬂaC? of S_‘t?ie”fcec a?_]f’ Te_Ch”;'Ogé-_ Emal snapshot, even if they are clean. Although the user
tristen“p @‘)’és'sug:érgguy at Lniverstty of tafifornia, san Liegd-mat. may avoid this problem by saving the clean data, man-
{Author is currently at Microsoft Corporation. Email: ually determining which data are clean is laborious and

jasonli@microsoft.com unreliable.



e Formatting the disk and reinstalling the operating sys- trusted, such as all pre-installed applications on a newcom
tem. This drastic approach will destroy all the user data puter from a reputable vendor. There is no harm in mis-
and configurations. Unfortunately, since most other classifying a non-malware program as untrusted, except for
approaches fail to remove all the components of the incurring some performance penalty. (We will discuss per-
malware program, this approach is often advised andformance issues in Section 4.)

followed. We summarize the major contributions of our paper:

These problems call for a better approach, one that can
remove all the components of both known and unknown
malware, that can restore data infected by malware while
preserving clean data, and that requires minimal userinter
vention. We introduc8ack to the Futurea framework for
achieving these goals. The framework monitors and logs
operations of untrusted programs designated by the user,
and can remove all the components of the untrusted pro-
grams and restore the infected data at the user’s request.
In other words, this framework allows the user to run un-
trusted programs without compromising the integrity of the ~ ® Our framework provides a transparent environment for
system. If an untrusted program turns out to be spyware, the ~ funning both trusted and untrusted programs. The user
framework can remove all the components of the malware ~ does not need to modify any existing programs. No
automatically and reliably; if the untrusted program turns program should notice that it is running in our frame-
out to be a virus, the framework can also restore all the in- work.
fected files automatically. We name this framewBdck to
the Futurebecause conceptually we have first rolled back e We have implemented a prototype of our framework
the system to a prior good state. From there, we then bring on Windows, where the threat of malware is greatest,
only the trusted processes back to their pre-recovery state  and evaluated it with seven spyware, trojan horses, and

e \We propose a new framework for preserving system
integrity while allowing the user to run untrusted pro-
grams. The framework monitors and logs the operation
of untrusted programs, and uses these logs for remov-
ing the untrusted programs and theffieets completely
and automatically. Since this framework does not need
any prior knowledge about the untrusted program, it
can defend against both known and unknown malware.

(for the prior good state this is the future). email worms. Comparing our tool with two popular

The primary security goal of our frameworkirgegrity: commercial anti-malware tools, we found that our tool
we want to preserve the integrity of the system while the detected all the malware’s modifications to the system
user is running malware programs. In some cases, our detected by the commercial tools, but the commercial
framework can also provide availability: by completely re- tools overlooked up to 97% of the modifications de-
moving malware from the system, it will free the resources tected by our tool.

usurped by the malware. Our framework does not aim

to provide confidentiality. However, if the user can indi-

cate confidential information on his system, our framework 2. Framework

can incorporate this information and provide confidertiali

Furthermore, in the process of preser_vin.g system intggrity2_1. Overview

we may stop running malware before it discloses confiden-

tial information. Our framework may seem similar to sand-

boxing environments; however, unlike a typical sandboxing ~ Figure 1 illustrates the three components of Back to the
environment, our framework does not require system or ap-Future: a monitor, a logger, and a recovery agent. The mon-

plication specific rules about what operations are allowed itor intercepts each monitored process’s read and write op-
(see Section 6 for further discussion). erations. The logger records some write operations of the

Our framework monitors untrusted processes, and re-untrusted processes. When the monitor determines that an
moves them and theirfiects on the system automatically untrusted process may harm a trusted process, it invokes the
at the user’s request. However, our framework needs therecovery agent to restore system integrity.
user to decide which programs are trusted and which are Our framework needs to solve two challenges. First, how
untrusted. On the surface, this requirement seemstis di  does it determine when an untrusted program may violate
cult as malware detection, but in fact, our framework only the integrity of the system? Second, how does it remove
expects the user to evaluate the trustworthiness of a pro-all the dfects of an untrusted program? Intuitively, after re-
gram conservatively: when in doubt, the user should con- covery, the system should look as if only the trusted appli-
sider the program as untrusted. In practice, there are oftercations have run, and the untrusted applications have never
sound heuristics for deciding if a program is trusted. It is been installed or run. The next two sections describe our
reasonable to consider programs from reliable sources asolutions to these two challenges.



2.2.2. Preserving System Integrity

Trusted Untrusted
Process Process

A

To preserve system integrity, the framework must inter-
vene when a trusted process is about to read untrusted data.
We argue that a good intervening approach should satisfy
the following properties:

A J

[ Monitor

A

A 4

Recovery
Agent

e Preserving the consistency of processEse approach
should preserve the consistency of both trusted and un-
trusted processes. This means that if the approach al-
lows a process to continue, it should not change the
process’s behavior. For example, the approach should
not selectively deny certain operations of the process.

, : /
[ Operating System ) e Allowing processes to run as long as possifilae ap-

proach should allow a process to run as long as pos-
sible until it cannot preserve system integrity or the
consistency of some processes.

A

Figure 1. Framework for monitoring, logging

and recovery. . . .
4 We propose the following options for preserving system

integrity:

e Deny the operationThis option preserves system in-
tegrity by denying this read operation. To preserve
the consistency of the trusted process that issued the
read operation, the framework must also terminate the
trusted process.

2.2. System Integrity

This section defines the notion of system integrity, de-
scribes a criterion for checking when an untrusted program
may violate system integrity, and discusses how to preserve
system integrity. e Allow the operationWe can allow this read operation

but still preserve system integrity with the following

2.2.1. Integrity Model approaches:

— Terminate the untrusted procesgVe terminate
the untrusted process that has written the un-

We start with Biba's integrity model [3], which says
that no subject can read objects of lower integrity levels,

and no subject can write objects of higher integrity levels.
Our framework defines two integrity levelsustedandun-
trusted Applying Biba’s model, our framework would re-
quire that trusted processes should not read untrusted data
and untrusted processes should not write trusted data.

Strictly following Biba’s model, however, considerably
limits the user’s ability to run untrusted programs. For ex-
ample, the framework would have to stop an untrusted pro-
cess immediately when the process tries to overwrite tiduste
data. If no trusted process will ever read this data again
(e.g., temporary scratch data), stopping the untrusted pro
cess is unnecessary. Even if some trusted process will read
this data, the framework does not have to intervene until jus
before the read operation happens.

Hence, we adopt a relaxed integrity model. Our model
only requires that no trusted process should read untrusted
data, but untrusted processes can freely write (or ovejwrit
any data they desire. This model can be viewed &Eza

trusted data, and restore the old data at the same
location. If the restored data is still untrusted, we
terminate the process that had written it, restore
the old data, and repeat this procedure until the
data that we have restored is trusted. This solu-
tion preserves system integrity by replacing un-
trusted data with trusted data.

Mark the trusted process as untrusted/e be-

gin to treat the trusted process as untrusted. No-
tice, however, that we do not need to remove the
data written by this process in the past. Since this
process is now untrusted, we allow the read oper-
ation to continue, as untrusted processes can read
any data. This solution preserves system integrity
by reducing the set of trusted processes.

Sometimes we may want to preserve gofié@s of un-
trusted applications. Under such cases, we can mark the

Biba's model: it does not enforce integrity until the point untrusted data as trusted and let the read operation con-
where untrusted data could flow into trusted processes. Thdinue. As an example, consider media files downloaded by
laziness in our model allows the user to run more untrustedmalware-laden P2P applications. If the user is confident

applications without interference from the integrity jogli

that the media files will notféect trusted applications, we



can allow a trusted application, say a media player, to play
these media files.

e Example 2 U writes beforeT writes. During recov-
ery, the framework does not need to undo eitbés
write or T's write, becausd'’s trusted data has over-

2.3. System Recovery written U’s untrusted data.

These two examples suggest that we can detect unnec-
essary recovery operations by tracking the order in which
trusted and untrusted processes write to the same data lo-
cation. In fact, it stfices to track whether each location
contains trusted or untrusted data. In this refined approach

We first describe a basic approach for system recoveryduring monitoring:
that is conceptually simple and serves as a reference for
reasoning about the correctness of a mdiieient but com-
plex approach. During monitoring, the framework logs all
the operations of both trusted and untrusted processes; dur
ing recovery, the framework first reverses all the logged
operations of both trusted and untrusted processes reverse
chronologically, and then reapplies all the logged openrsti
of only the trusted processes chronologically.

We next elaborate on this approach. Given a definition
of the state of a system (e.g., the state consists of the file
system and the registry), we can divide the operations of all
the processes into two categories: read operations (which
do not change the system state) and write operations (which
do change the system state). Since our goal is to remove
all the efects of the untrusted processes on the system, the . .
framework needs to log only the write operations. This ap- .Durmg recovery, the framework. examines each logged
proach requires the framework to log the write operations write operation reverse—.chronolog_malIy. Recall that the
of both trusted and untrusted processes. Moreover, Sinceframework only logs wnte.operatlor}s by untrusted pro-
the framework needs to undo the write operations during cesses. For each logged write operat|0nz the recovgryagent
the recovery phase, it needs to log the old data overwritten/©Stores the_ old data from the log only if the location cur-
by each write operation during the monitoring phase. rently contains untrusted data.

One can argue that after recovery this basic approach
brings the system to a state that looks as if the untrusted pro Proof of Correctness We prove that this refined approach
cesses have never run. However, this approach fisdient, achieves the same result as the basic approach. Given a data
because during recovery it first undoes each write operationlocation, let the entire sequence of write operations at thi
by the trusted processes and later redoes the same operéecation before system recovery 0g, ..., On. We consider
tion. For most write operations, undoing them followed by two cases, depending on whether the last operafipiis
redoing them will have no neffect. We could save time by  from a trusted or an untrusted process:
avoiding undoing and redoing these write operations, and
save space by not logging these write operations.

This section describes how the framework removes all
the dfects of untrusted programs on the system.

2.3.1. Basic Approach for System Recovery

e When a trusted process writes to a data location, mark
the new data in the location as trusted.

e When an untrusted process writes to a location:

— Ifthe location contains trusted data, log this write
operation, save the old data, and mark the new
data in this location as untrusted.

— If the location contains untrusted data, do noth-
ing.

— If the location contains no data, log this write op-
eration, and mark the new data in this location as
untrusted.

e Case 1 The last write operatio®, is from a trusted
process. Using the basic approach, the framework will
first undoQ,,..., 0O, and then redo only the opera-

2.3.2. Refined Approach for System Recovery tions inOy,..., O, that are from trusted processes, in

We refine the basic approach by avoiding the recovery
operations with no netfiect. We motivate the refined ap-
proach by two examples, where a trusted prodessd an
untrusted procedd write to the same data location:

e Example I T writes beforeU writes. During recov-
ery, the framework only needs to undis write op-
eration; it does not need to undo and then to ré&o
write operation, and it does not need to log this opera-
tion during monitoring.

that order. Sinc&®, is from a trusted process and is
the last operation performed during recovery, this lo-
cation will contain the data written b9, after recov-
ery. Using the refined approach, the framework will
notice that the location already contains trusted data,
so it will do nothing on this location. Since before re-
covery this location already contains data written by
Oy, after recovery using the refined approach, this lo-
cation will contain the same data as when using the
basic approach.



e Case 2 The last write operatio®, is from an un-
trusted process. Lé&D; be the last write operation by

that access the file system and registry, and those thaécreat
new processes.

a trusted process in this sequence. Now the sequence

is O1,...,0 01, ...,0, where allOy,1,...,0, are

3.1.2. Tracking Untrusted Data

from untrusted processes. Using the basic approach,

the framework will first undoQO,, ..., 01, and then
redo only the operations i@;,..., O, that are from
trusted processes. Sin€g is from a trusted process,
it will be the last operation that the framework re-

A significant component of the monitor tracks which
data are untrusted as both trusted and untrusted processes
execute, because our integrity model requires that ncelust
process should read untrusted data. In the implementation

of this component, two key issues are granularity and meta-
data: to what granularity does this component track un-
trusted data, and how is the trustworthiness recorded?

To determine the best granularity, we need to strike a
balance between precision and overhead. For the registry,
we chose a granularity of one value, because most registry
values are small. On the other hand, files can become very
large, so using a file-level granularity would be too coarse-
grained. Thus, we track the ranges of untrusted data in each

does on this location, so this location will contain the
data written byO; after recovery. Using the refined
approach, during monitoring the framework will log
Ot 1, but will not log any operation afted,,;, because
Ot,1 writes untrusted data into this location. During
recovery, the framework will first und®y, ; by replac-
ing the data in this location with the data that was in
this location befored,,;, which was exactly the data
written by O;. After that, this location contains trusted

data becaus@ is from a trusted process, so the frame- file. ] ] o ]
work will not change the data in this location any more. Our implementation maintains a table of all files and reg-

Therefore, both the basic and the refined approach redstry entries that contain untrusted values. For each file, a
store the same data into this location. associated data structure describes which ranges in this fil

contain untrusted data. The monitor uses this table to-deter

mine if a trusted process will read untrusted data. The log-

ger (Section 3.2) and the recovery agent (Section 3.3) will

also use this table. Table 1 summarizes the actions taken by
To evaluate our framework, we have developed a proto- the monitor for various operations.

type implementation for the Windows XP operating system.  In addition to tracking untrusted data, the monitor also

The implementation consists of the three essential compo-tracks and monitors processes spawned by untrusted pro-

nents of the framework: a monitor, logger, and recovery cesses, which are also considered as untrusted.

agent. Our monitor is a Windows kernel driver that hooks

relevant system services and can therefore capture most 08.2. Logging

the interactions between user processes and the operating

system. The logger and recovery agent are user applications The second component of the implementation is logging.

that interact with the driver. During recovery, the framework uses logged information to

remove malware programs and to restore infected data on

the system. As discussed in Section 2.3, the framework only

needs to log write operations from untrusted processes. The

monitor makes appropriate backups and forwards informa-

tion to the logger.

3. Implementation

3.1. Monitoring

3.1.1. System Service Hooking

In Windows NT 4, 2000, and XP, user applications rely
on the interface exposed from a set of libraries, such as3.3 Recovery
kernel32.dllanduser32.dl] to access operating system ser-
vices. This interface is known as th&n32 API Applica- The final portion of the implementation is recovery.
tions may also call function intdll.dll known as the Native ~ Given the data created by the logging mechanism, the re-

API [14]. The Native API functions perform system calls in covery tool will roll back the ects of each entry until the
order to have the kernel provide the requested service. desired system state is reached. The tool also uses trustwor

When the kernel traps system service interruptsy it usesthineSS information about data from the monitor to deter-

a unique identifier found in the call to look up a function Mine what portions of data it should restore.

pointer in the service dispatch table. Kernel drivers can

modify this table to wrap system services with arbitrary 4. Experiments

code. This technique, known as API hooking, allows us

to intercept all the system service calls made by any pro- We evaluated our tool'sfiectiveness in detecting mal-
cess [13, 21]. Our framework hooks the system servicesware, removing malware, and restoring infected data, and



Process | Process’s Operation| Old Status of Target Data | Monitor's Action \

Delete file Trusted Allow .
Untrusted Remove file from watch list
Write data Trusted Allow
Trusted Untrusted Mark new data as trusted
Trusted Allow
Read data Untrusted Warn integrity violation
Create process Any Allow
Delete file Trusted Mark f!le as deleted
Untrusted Mark file as deleted
Write data Trusted Mark new data as untrusted
Untrusted Untrusted Allow
Trusted Allow
Read data Untrusted Allow
Create process Any Monitor new process as untrusted

Table 1. Tracking untrusted data and new processes.

its performance during monitoring and recovery. We tested e First experiment: after running a malware program, we

our tool on a suite of malware programs consisting of:

4.1. Recovery

and registry entries installed by the malware, and restore
the original data in the infected files and registry entries.

first invoke the recovery function of our tool, and then
we run a commercial tool to detect any residual traces

e Adware and spywareeZula Gator, andBonziBuddy of this malware.

They are normally bundled with other benign pro-

grams, such as a P2P application. When the user in- ¢ Second experiment: after running a malware program,

stalls the benign programs, the installers furtively in- we first run a commercial tool to detect and remove the

stall these malware programs. program, and then we examine whether the commer-
cial tool has removed all the files and registry entries

Trojan horse NetBus Trojan horses are normally created by the malware program as logged by our tool.

packaged with innocuous decoy programs. When the
decoy programs are executed, they install and run the
bundled Trojan horses. NetBus configures the system
to allow remote access and control.

In the first experiment, for each malware program, we
found that neither commercial tool could detect the malware
after we ran our tool to remove it. Since both commercial
tools could detect the malware before we removed it using
Email worms NetskyandBeagle Email worms de-  our tool, we conclude that our tool has removed the mal-
pend on deceived users to execute email attachmentgvare to the satisfaction of the commercial tools. In the sec-
to install and propagate the wornidetskyandBeagle ond experiment, we found that the commercial tools failed
caused two major email worm outbreaks in 2004. to remove all the files and registry entries that the malware

programs had created. Table 2 compares the number of files
Hybrid malware Happy99 Happy99acts both as a  an( registry entries modified by the malware programs that
trojan horse and a worm, since it purports to be an \yere detected by our tool with those that were detected by
entertaining screen saver, and it propagates via emaikhe commercial tools. The table shows that, for some mal-
behind the scenes. ware, our tool can identify more files and registry entries
modified by the malware than commercial tools can. These
include:

e Original files and registry keys that malware has
deleted from the system. E.g., W32.Netsky deleted a
registry key associated with a component of Microsoft

During recovery, our tool should remove all the files

We evaluated theffectiveness of our tools’s recovery func-
tion by comparing it with two popular commercial tools:

Spybot[2] and Symantec Norton AntiVirus[1]. Spybot han-

dleseZula Gator, andBonziBuddyand Symantec Norton

Anti-Virus handles the rest of the malware programs used in

our experiments. We compared them in two experiments:

Internet Explorer.

Temporary files created by malware during its installa-

tion. E.g., eZula created temporary files while it was

retrieving data from the network. These files were not
deleted even after the commercial tool claimed to have
removed eZula.



¢ Modifications made by other system components on desktop with 256 MB RAM and a 7200rpm IDE hard disk
behalf of the malware. E.g., Bonzi Buddy asked Mi- running Windows XP Workstation SP1.
crosoft Agent Services to modify the file system, but
the commercial tool failed to detect the modified files. 5. Discussion

4.2. Usability 5.1. Security of the Framework

Our tool monitors read and write operations of both gecyrity Goals  Security has three main goals: confiden-
trusted and untrusted processes. When a trusted ProceSgyjity, integrity, and availability [3]. Our framework fo
reads data that were written by an untrusted process, OUf,ses on maintaining integrity: it allows the user to run

tool will stop the process _and alert the user. If this alert | sted programs without compromising system integrity

never happens, our tool will allow an untrusted process 10 4« it can remove the untrusted programs and all their ef-
run to completion (the user can still use our tool to remove fects on the system completely and automatically. Our
the program and itsfiects at any later time). However, if - famework does not ensure availability directly, because
this alert happens often, the usability of our tool willfs, it goes not control resource usage by untrusted programs;
because each alert requires user intervention. however, since our framework can remove untrusted pro-

We never saw an alert when we used our tool to run the 5.5 g and theirféects on the system, it provides availabil-
seven malware programs mentioned earlier. Examining ofjyy indirectly. Our framework does not provide confiden-

the logs carefully, we found that NetBus, W32.Beagle.AC, i3|ity, since it does not prevent untrusted programs from
and W32.Netsky should have triggered alerts. They all \o54ing confidential information, nor does it monitor out-
write to the registry keyiKEY_LOCAL MACHINE\SOF TWARE\ going network tréic. As we discussed in Section 1, once
Microsoft\Windows\CurrentVersion\Run, which is  the yser starts to run untrusted programs, it is vefiyodit

read by Windows during its boot. This modified key al- 4 maintain confidentiality in a usable way. However, we
lows the malware to survive a system reboot, because the.an enhance our framework to provide confidentiality. If
system will automatically restart all the programs listed i e yser can indicate what information is confidential on his
this registry key. These malware programs violate our in- qystem we can incorporate this information by disallowing

tegrity model, because they write untrusted data into this nyrysted applications from reading confidential informa-
registry key, and the system will read these untrusted datation. We leave this for future work.

during the next reboot. Our framework would detect this vi-
olation, if our monitor driver were loaded early in the boot
sequence. However, due to limitations in Windows, no user
visible notification could be given at this point of deteatjo
and so the only allowable option would be to restore the
previous registry key value.

Security of the Logging Mechanism Our framework
logs write operations by untrusted processes so that it can
reverse these operations in the future. An adversarial pro-
cess may try to DOS attack our logging system by mak-
ing numerous write operations. However, our system does
not log each write operation by untrusted processes; it only
logs those write operations that replace trusted data. More

. ] specifically, we divide the write operations by untrusted
Our tool monitors the execution of all the processes on yrgcesses into three categories:

the system. It intercepts and optionally logs all the sys-

tem services from untrusted processes, and it also monitors e The operation replaces trusted data. Our system logs
trusted processes to prevent them from reading untrusted  this operation and the old data.

data. However, most system service calls pass through our
monitor very quickly, and only the calls that modify the sys-
tem state (such as the file system and the registry) may no-
tice delays.

The timings in Table 3 reveal that while the overhead
of our implementation does increase execution time for the
tasks, the ffect is reasonable when compared with the re-
source usage of a commercial anti-spyware of anti-virus The log size in the first case may be large because of poten-
program. Moreover, the performance numbers for the in- tially large old data, the log size in the third case is small,
stallers and unzip should be interpreted as a stress test oénd the log size for the second case is zero. Therefore, an
our system since they mainly consist of file operations. All adversarial untrusted process canrtgaively DOS attack
measurements were conducted on an Intel Pentium 4 2GHour logging system by writing a large amount of new data,

4.3. Performance

e The operation replaces untrusted data (i.e., data writ-
ten earlier by an untrusted process). Our system logs
nothing.

e The operation writes new data. Our system only logs
that this operation took place.



Our Tool Commercial Tool
Malware Detected Modifications Detected Modification False Negative
File | Registry Key [ File | Registry Key [ File [ Registry Key

eZula 242 195 42 61 83% 69%
Gator 385 129 151 4 61% 97%
BonziBuddy | 112 2135 24 59 79% 97%
NetBus 2 1 2 1 0% 0%
Happy99.Worm| 2 0 2 0 0% 0%
W32.Beagle.AC| 44 1 44 1 0% 0%
W32.Netsky | 336 8 330 1 2% 88%

Table 2. Comparison of our tool and commercial tools’ abilit y to detect files and registry keys modi-

fied by malware.

Program . . CPU Time . Log Size
Not monitored| Monitored as trusted Monitored as untrusted
eZula installer 3.953s 4.516s 6.338s 4959 KB
Kazaa installer 48.965s 59.824s 101.466s 12552 KB
Happy99.Worm 4.858s 4.963s 4.937s 6 KB
unzip (5MB file) 0.535s 0.666s 1.013s 336 KB

Table 3. CPU time and disk space overhead of our tool while run ning benign and malware programs.

by untrusted programs, we consider their installation
as violating the integrity property. We also assume,
optimistically, that after an untrusted program writes
data to the network, the data will not be read by some
trusted programs from the network later; therefore, we
do not monitor read or write operation on the network.

or repeatedly overwriting the same location. The only ef-
fective attack is to overwrite a large amount of trusted data
which we can deal with by limiting the maximum amount
of data that an untrusted process may overwrite.

Security of the Dichotomy of Trustworthiness We as-

sume that once the user considers a process trusted, it re-
mains trusted until the user explicitly reclassifies itas un
trusted. This ignores the possibility that a trusted but vul
nerable process may become untrusted because malicious
code has been injected into it.

Security of the monitoring mechanisnThe princi-

ple of complete mediation requires that untrusted pro-
grams should be unable to attack or circumvent the
monitoring mechanism [18]. We install our monitor
as a kernel driver before we run untrusted programs.
Therefore, our monitor can intercept and control all the
API calls made by untrusted programs from the user
space. Our prototype treats all the processes spawned
by untrusted processes as untrusted and transitively
monitors the spawned processes. Therefore, we be-

5.2. Security of the Implementation

We discuss the security of our prototype implemented on
Windows:

e Read and write operation®©ur current prototype only

considers read and write operations on the Windows
registry and on the file system. It considers some IPCs
mechanisms, such as communication through named
pipes as combined read and write operations. There-
fore, when an untrusted program sends a message to
a trusted program, this message passing violates the
integrity model. However, in our current implemen-
tation we do not monitor all IPC mechanisms includ-
ing shared memory and Windows message passing.
Since we cannot easily monitor device drivers installed

lieve that our monitor is secure from tampering or cir-
cumvention by user-level processes. While our pro-
totype can prohibit untrusted programs from installing
kernel drivers by standard means, we do not prevent at-
tacks on trusted processes that may install rootkits on
the system.

Security of the logging mechanisiVe have discussed
the security of the logging mechanism of the frame-
work in Section 5.1. In the implementation, we need
to ensure that no untrusted process can tamper with the



logs. Since our framework hooks into all the API calls ever, using virtual machines to execute untrusted programs
that access the file system, it protects the logs by deny-has its shortcomings. First, untrusted programs running in
ing access to it from all except the logging process.  side a virtual machine cannot access resources created by
programs running outside the virtual machine, which may
e Security of the recovery mechanisBince our frame-  preak many programs. Second, virtual machines are expen-
work maintains system integrity, recovery can always sjve. Configuring each untrusted program to run in its own
succeed. In particular, before the monitor begins re- virtual machine with a complete operating system requires
covery, it aborts the untrusted process (and any procesgonsiderable amounts of system resources and human time.
spawned by it). Therefore, the process cannotinterfere 5, framework is inspired by recovery-oriented com-

directly with the recovery mechanism. puting (ROC), which is a framework for recovering from
system component failure and operator errors [16, 4]. It
6. Related Work contains three stages: rewind, repair, and replay. Itathre

model is that any component in the system may fail, and

that the operator may make a mistake at any time. Since
g our goal is to run untrusted programs safely, we need a dif-
ferent threat model: we assume that most applications on
the system are trustworthy, so we can focus on monitoring
and logging a few untrusted applications. Therefore, our
framework has a much smaller overhead for logging and

SEE [20, 12], proposed the idea of usioge-way iso-
lation to create a safe execution environment. Untruste
programs modify a separate temporary copy of the file sys-
tem rather than the original. SEE allows the user the option
to commit these changes to the original file system once
the untrusted program finishes. We view SEE as a dual to : ; )
our approach: SEE allows the untrusted programs to run"€covery. Our fram_ework also avoids possibly expensive
to completion, but may not be able to commit some data snapshots required in ROC.
back to the original file system. Our framework allows un- ~ L0gging has been used for replaying system events. Re-
trusted programs to write to the file system immediately, but Virt uses logging for intrusion detection. It runs applica-
our framework may prohibit some untrusted programs from tions inside a virtual machine and logs their events. Then, i
running to completion. analyzes intrusions by replaying the logged events [6]gKin

Goel et al. designed a system to recover a file system af-6t @l. uses logging for debugging operating systems [10].
ter an intrusion is detected. The Taser [7] intrusion regpve 1 N€Y run an operating system inside a virtual machine, log
system logs all process, file and network operations. It can@ll its évents, and use the logs to debug the operating system
then use this audit log to determine the resultant file sys- Ve use logging for a dierent purpose: we want to recover
tem modifications after an intrusion. Once a compromised the System to a safe state, rather than replay the events. Thi
process is flagged by IDS network activity logs or filesys- difference requires that we design our logging systetardi
tem changes, all changes to the file system depending orfently. We do not need to take a snapshot of the system; we
that process can be reversed. The dependency is derivet'St 10g all the events. During recovery, we start from the
from information flow between processes and files by sys- current state of the system and undo eagéraling eventin
tem calls. While Taser has similar logging and recovery the reverse .chronolog|cal order. In th|s. approach, we have
components compared with our approach, the maiieri avoujed taklng'a system snapshot, which may be very ex-
ence is the timeliness of response. Our approach can acPensive. Logging has also been used for system recovery.
immediately when an untrusted process taints a trusted oné* 10g-structured file system [17] takes this idea even fur-
since we monitor the actual kernel objects in the operat- ther: the entire f[le system is in a log-like structure, which
ing system. Taser identifies malicious behavior by an IDS, speeds.up bot_h file writing and cra_sh recovery. Itinfluenced
and only acts after the IDS signals an intrusion. Since anthe design of file system recovery in our framework.

IDS may have false negatives, Taser may never respond to Reparable file service (RFS) [22] uses a similar idea of
the tainting of trusted processes. Moreover, if an IDS doeslogging and recovery to repair compromised network file
not respond immediately after an intrusion happens, Taserservers, such as NFS servers. It interposes a RFS server
would need to reverse all the operations of legitimate pro- between the NFS server and clients for logging file update
cesses from the time of intrusion to the time of intrusion operations, and these logs can be used later for rolling back
detection, resulting in the loss of any work done by the le- these operations. Itis used for dfdrent purpose from that

gitimate processes. of our approach, and as such, it is more complicated: it
Our work is also related to the general isolation strat- requires modifying all the NFS clients as well as interpgsin
egy with virtual machines, which provide affective, reli- the RFS server between the NFS server and its clients.

able mechanism for isolating untrusted applications. King  Our logging mechanism employs a simple tainting anal-
et al. added support for virtual machines monitors into the ysis to track trustworthiness of data. Similar ideas have
Linux kernel for achieving high performance [11]. How- been used for many other purposes. Chow et al. proposed to



use whole-system simulation with tainting analysis to ana-
lyze how sensitive data are handled in large programs [5].
Newsome et al. used dynamic taint analysis for automatic
detection of overwrite attacks in processes. BackTra&er [

identified automatically potential sequences of steps that
occurred in an intrusion. Starting with a single detection

point, it identified files and processes that could have af-
fected that detection point. In comparison, our framework

tracks the propagation of untrusted data for preserving sys [10]

tem integrity and removing malware.

7. Conclusion

(7]

(8]
9]

A. Goel, K. Po, K. Farhadi, Z. Li, and E. de Lara. The taser
intrusion recovery system. IBOSP '05: Proceedings of the
twentieth ACM symposium on Operating systems principles
pages 163-176, New York, NY, USA, 2005. ACM Press.

E. L. Howes. Anti-spyware testing. http://www.
spywarewarrior.com/, 2004.

S. King and P. Chen. Backtracking intrusions.Rroceed-
ings of the 2003 Symposium on Operating Systems Princi-
ples (SOSR)2003.

S. King, G. Dunlap, and P. Chen. Debugging operating sys-
tems with time-traveling virtual machines. Rroceedings

of the 2005 Annual USENIX Technical Conferer2@05.

[11] S.T.King, G. W. Dunlap, and P. M. Chen. Operating system

We have described Back to the Future, a novel frame- [12]
work for automatically removing malware and repairing its
damage to the system. The framework preserves system in-
tegrity while the user is running untrusted programs, and
allows untrusted programs to run as long as possible until
they may harm trusted programs. The framework achieves
these goals by monitoring untrusted programs, logging thei [14]
operations, and using the logs to remove malware and to
restore infected data. We implemented this framework on [15]
Windows and tested our prototype on real spyware, adware,
Trojan horses, and email worms. With acceptable runtime

and storage overhead, we detected all the malware’s modi-

fications found by commercial tools, while the commercial
tools overlooked up to 97% of the modifications found by
our tool.

Acknowledgments

We thank Hong Li at Intel IT Research for helpful dis-
cussions.

References

(1]

(2]
(3]
(4]

(5]

(6]

Norton AntiVirus.
avcenter.
Spybot.http://www.safer-networking.org/en.

M. Bishop. Computer Security: Art and SciencAddison-
Wesley, 2003.

A.B.Brown and D. A. Patterson. Undo for operators: Build-
ing an undoable e-mail store. RProceedings of the 2003
Annual USENIX Technical Conferen@903.

J. Chow, B. Pf#f, T. Garfinkel, K. Christopher, and

M. Rosenblum. Understanding data lifetime via whole sys-
tem simulation. InProceedings of the USENIX Security
SymposiumAug. 2004.

G. W. Dunlap, S. T. King, S. Cinar, M. Basrai, and P. M.
Chen. Revirt: Enabling intrusion analysis through virtual-
machine logging and replay. IRroceedings of the 2002
Symposium on Operating Systems Design and Implementa-
tion (OSDI) 2002.

http://www.symantec.com/

(13]

16]

(17]

(18]

(19]

(20]

(21]

(22]

support for virtual machines. IRroceedings of the 2003
Annual USENIX Technical Conferendeine 2003.

Z. Liang, V. Venkatakrishnan, and R. Sekar. lIsolated pro-
gram execution: An application transparent approach for ex-
ecuting untrusted programs. Annual Computer Security
Applications Conferen¢c003.

Mark Russinovich and Bryce Cogswell. Description of
regmon tool. http://www.sysinternals.com/ntw2k/
source/regmon.shtml.

G. Nebbett.Windows N2000 Native API Referenc®ue,
2000.

One in Three Computers Has Malicious
http://www.marketingvox.com/archives/2004/
10/06/one_in_three_computers_has malicious_code,
2004.

D. A. Patterson, A. Brown, P. Broadwell, G. Candea,
M. Chen, J. Cutler, P. Enriquez, A. Fox, E. Kiciman,
M. Merzbacher, D. Oppenheimer, N. Sastry, W. Tdizla

J. Traupman, and N. Treuhaft. Recovery-oriented comput-
ing (roc): Motivation, definition, techniques, and case stud-
ies. Technical Report UGRCSD-02-1175,, UC Berkeley
Computer Science, 2002.

M. Rosenblum and J. K. Ousterhout. The design and imple-
mentation of a log-structured file systeACM Transactions

on Computer System$0(1):26-52, 1992.

J. Saltzer and M. Schroeder. The protection of information
in computer systemsCommunications of the ACM.7(7),
1974.

S. Saroiu, S. D. Gribble, and H. M. Levy. Measurement and
analysis of spyware in a university environmentPhoceed-
ings of the First Symposium on Networked Systems Design
and Implementation - NDSI'QMar. 2004.

W. Sun, Z. Liang, V. Venkatakrishnan, and R. Sekar. One-
way isolation: An éective approach for realizing safe ex-
ecution environments. IRroceedings of Network and Dis-
tributed Systems Symposium (NDS28D5.

Sven B. ShcreibetJndocumented Windows 2000 Secrets: A
Programmer’s Cookbogkolume 1. Addison-Wesley, Up-
per Saddle River, NJ, 1st edition, 2001.

N. Zhu and T.-C. Chiueh. Design, implementation, and eval-
uation of repairable file service. Proceedings of the 2003
International Conference on Dependable Systems and Net-
works (DSN '03)2003.

Code.



