Making Forensic Attack
Event/forensic Analysis as Simple
as Possible and No Simpler
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Electronic Voting Machines

Tuesday, July 22, 2008

Need to be able to count ballots
Need to be able to determine if and how a machine failed.

Cannot allow a voter to indicate to an auditor who they are
(vote selling)
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Existing Technical Solutions and
the Insider Problem

® Access Control

® [ntrusion Detection
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Optimistic Access Control

Security and usability are in conflict.

|deally, a system should block all forbidden actions and permit all
allowed actions. (This is not feasible.)

Policies can be binary (block access) or flexible (perform this
countermeasure).

Policies can be static (always do this) or dynamic (uh oh—an intruder)
Many possible countermeasures exist
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So we need to focus on

non-binary (e.g., post
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What is forensic Analysis?

® forensic analysis is the process of answering the questions:
® How did an event take place!
® \What was the nature of the event!
® What were the effects of the event?
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Transparent Society

(abbreviated from David Brin’s ideas)

® Anyone can know anything.

® There is no privacy.

® |t's better if everyone knows everything
than if a few people know everythlng
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e ,._.We re wastln tlme,, drawm bad conclqslo gl m: '_ B

Tuesday, July 22, 2008

Audit trails are...

s it is not well understood what forensic data is necessary,
and there is no general solution to find that data.

Data is often redundant, missing, vague, or misleading.

Forensic analysis is worthless with bad data.
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Current State

® Decent tools, but what problem do they solve!?

® file & filesystem analysis (Coroner’s Toolkit,
Sleuth Kit, EnCase, FTK)

® syslog, tcpwrappers,VWindows event logs
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Forensics

® What do we need?
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What are the assumptions for
using current forensic tools!?

® Often that there’s only one person who
had access to the machine.

® Often that the owner of the machine was
in complete control (as opposed to
malware).

® Probably a lot of other assumptions that
we have no clue about.




For forensics, we need to...

® g0 back to the beginning.

® understand what the purpose of the analysis is

® understand what data can answer that purpose,
with X% accuracy, and under a set of Y
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Art & Science

® But computer science can only answer part of it.

® Forensic analysis is an art, but there are scientific components.
What are they?

® Determining what to log

® Determining relevance of logged data
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Logging

® Two options:

® | og everything (e.g., all non-deterministic
events), and capture upon replay
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A Systematic Approach
is Better

® Given system §, that records data D, what
intrusions Ip can we understand with the data
we have!

® Given intrusions I’, what additional data Dy do
we need to record to analyze those intrusions!?

® Given an arbitrary system defined by certain
specifications, what information must be logged
to detect violations of those specifications!?
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Laocoon

® [aocoon:A Model of Forensic Logging
® Attack graphs of goals.

® Goals can be attacker goals or defender goals (i.e.,“security
policies”)
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Goals

Premise: compute resources are cheap, human time is
expensive.

Understand the scope of the possible data, analyses,
and conclusions.

Be able to define (or place bounds on) what
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Attack Graphs

intermediate steps
start of attack (too many!) end goals of intruder

® |ntruder goals can be
enumerated.

® Vulnerabilities, attacks,
and exploits cannot (or
in many cases, we would
patch them, or they
would inhibit usability).

® Defender goals can also
be enumerated. They are
called security polices.
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Security Policies

® | egal policies (HIPAA, Sarbanes-Oxley)
® Formal policies (Bell-LaPadula, Chinese Wall)

® Actual metrics
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Security Policies

® Security policies can be reverse-engineered or
enforced, automatically.

® j.e,determine the current policy,and modify.

° PoI|C|es can be blnary (block access) or erX|bIe (log
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Applying Security Policies

® Applying Laocoon to security policies guides
where to place instrumentation and what to log.

® The logged data needs to be correlated with a
unique path identifier.

® Branches of a graph unrelated to the attack can
be automatically pruned.

® Avoid recording data where events can be
recreated because they are deterministic.
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Pruning Paths

start of attack intermediate steps end goals of intruder start of attack intermediate steps end goals of intruder
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Pruning Paths

: 800 = 285 syszlogd|fo zlog.con’0:{nul) 0) RUID/ESS: Q00, RGID/S: A0, FIUID: 00, PPID: 1, UPI0,00,0)

100 = 295 zyslogd| doviconzale 3 nul) ) RUID/ES: Q00, RGID/S: A0, RIUIR: 00, PPID: 1, UPN0,000)

110 = 285 5y afog'messages 9:(ndl) 0) RUID/ES: 00, RGID/S: A0, FIUID: 00, PPID: 1, UPN0,000)
120 = 285 zy=logd| var flog'channad Jog9:{null) 0) RUID/ES: 000, RGIDIS: A0, FIUID: 00, PRID: 1, UPK0,0,0,0)
139 - soourity 9:nudl) 0) RUID/ES: 0090, RGIDIS: A0, FIUID: 00, PRID: 1, UPK0,0,00)

1490 « 285 sy=logd g'authlogd:{nul) 0) RUID/ES: 00, RGID/S: A0, FIUID: 00, PPID: 1, UPK0,0,0,0)

159 » 285 sysloy g'mallogd:{ndl) 0) RUID/ES: 00, RGID/S: A0, FIUID: 00, PPID: 1, UP0,0,0,0)

189 » 295 syzlogd| varfogipd-arrs 9 null) 0) RUIDVESS: 00, RGID!S: 0, FIUID: 00, PRID: 1, UPH0,0,0,0)

1700 = 285 zy=loy gixiariogd:{nul) 0) RUID/ES: 000, RGID/S: A0, FIUID: 00, PPID: 1, UPK0,0,00)

1890 = 295 zy=logd| varflog'oron9:{null) 0) RUIDV/E'S: A0, RGID/S: A0, RIUID: 00, PRID: 1, UPK0,0,0,0)

1890 ~ 285 syzlogy fog'dobug log9:{null) 0) RUIDVESS: 000, RGIDIS: Q90, FIUID: 00, PRID: 1, UPK0,000)
200 = £85 zyzlogd| varfog'slip Jog9:{ndl) 0) RUID/ES: 000, RGID/S: A9, FIUID: 00, PPID: 1, UPN0,000)

Aug 131685144 domas 2100 » 295 syzlogd)| o ndl) 0) RUID/ESS: 0090, RGID/S: 0, FIUIR: 00, PPID: 1, UPH0,000)

Aug 13 16:51:48 doimos kornad: C : 00 = 832 pzl {null) 0:{nudl) 0) RUIDVESS: 000, RGIDIS: A9, FIUID: -1:0, PPID: 923, UPK0,000)

Aug 13 16:51:45 domos Call 65: 93290 - 92 {redl) 0:{ ) 0) RUID/ESS: Q0W0, RGIDIS: A0, FIUID: 10, PPID: 922, UPI0,000)

Aug 13 16:51:45 domos : 5: Q2 = 932 pz| fencfiomap.cont 0 null) 0) RUID/ES: 00, RGID/S: A0, FIUID: 16397502932, PPID: 923, UPH0.0

Aug 13165148 doimos : 390 = 932 pa|Narfrunfid- o 2o fimes 0o nudl) 0) RUID/ESS: Q00, RGIDIS: Q0, FIUID: 00, PPID: 923, UPI0,0,0,0)

Aug 13165148 doimos :39 Siafiom z0.40:{ndl) 0) RUID/ES: GO0, RGID/S: A0, FIUID: 00, PPID: 923, UPNO0,

Aug 13 16:51:45 domos ke :39- Safiovm 20.3:0:nul) 0) RUID/ESS: Q00, RGID/S: 090, FIUID: 00, PPID: 923, UPY ‘

Aug 13 16:51:48 doimaos ker :39 - Siafibe 20.6:0:{ndl) 0) RUIDVESS: 000, RGID!S: A9, FIUID: 00, PRID: 923, UPI0,0,00)

Aug 13 16:51:48 doimn :Call 55:00 - 933 gre : RGID/S: A0, FIUID: - 10, PPID: 423, UPI00

Aug 13 16:51:45 domos : 65: 9330 - 92 { 0, RGID/S: A0, FIUID: - 10, PRID: 422, UPKO

Aug 13165148 doimos 5:30 - 932 ps D:{redl) 0) RUID/ES: Q00, RGID/S: A0, RIUID: 010, PPID: 923, UPK0,00,

Aug 13 16:51:45 domos 490 -~ 932 pz i) 0) RUID/ES: 0090, RGIDIS: 0, FIUID: 00, PRID: 923, UPN0,0,0,0)

Aug 13 16:51:45 domos kernal: 50 ~ 932 pz| & cord 0:{mdl) 0) RUID/ESS: 000, RGID/S: A9, FIUID: 00, PPID: 423, UPN0,0,00)

Aug 13 16:51:48 doimas kernal: 59 ~ 932 pallovclzpwd do0:{null) 0) RUIDVESS: 000, RGIDIS: O, FIUID: 00, PRID: 923, UPI0,0,0,0)

Aug 13 16:51:45 doimaos ker 60 - 832 ps calimeD:{ndl) 0) RUID/ES: QQ0, RGID/S: A0, FIUID: 00, PPID: 923, UPH0,0,00)

Aug 13 16:51:45 domos 02-933g omap.cont 0 null) 0) RUIDVESS: A0, RGID/S: A0, FIUID: 5727792912, PPID: 923, UPH0,0,00)
Aug 13 16:51:48 doimas kernal: 30-933g arfrunfd-off o s 0o nudl) 0) RUID/ESS: Q00, RGID/S: A0, FIUID: 00, PPID: 923, UP0,0,0,0)
Aug 13 16:51:48 doimas kornad: 30-933g aflibgnurogox.20.3:0:(nul) 0) RUIDVESS: 00, RGID/S: A0, FIUID: 00, PRID: 923, UPN0,000)
Aug 13 16:51:45 domos kernal: 390 ~ 933 grop| fuze Sinflibhz2 20 2:0:{nudl) 0) RUID/ESS: 000, RGID/S: A0, FIUIR: 00, PPID: 923, UPK0,0,0,0)

Aug 13 16:51:48 doimas kernal: 39 ~ 933 grop|fibfinz 20.3:0:{nul) 0) RUID/ESS: 000, RGIDIS: A9, FIUID: 00, PRID: 923, UPI0,0,0,0)

Aug 13 16:51:45 doimos 390 ~ 933 grop| fiafibe 20 6:0:null) 0) RUID/ESS: Q00, RGID/S: A0, FIUID: 00, PPID: 923, UPI0,000)

Aug 13 16:51:47 doimaos kornal: G: 93490 » 923 czh|{nul) 0:{nudl) 0) RUID/ESS: 00, RGID/S: 090, FIUIR: -1:0, PRID: 922, UPN0,0,0,0)

Aug 13 16:51:47 doimas kernal: Q0 = 934 Iz {null) 0:{nudl) 0) RUIDVESS: Q00, RGID!S: A9, FIUID: -1:0, PPID: 923, UPK0,000)

Aug 13 16:51:47 domaos kernal: 102 - 934 Siomap.cont 0:{null) 0) RUIDVESS: QQ0, RGID/S: A0, FIUID: 12127161802, PPID: 923, UPI0,000)
Aug 13 16:51:47 doimaos kornal: 30 - 834 za fims 0 nudl) 0) RUID/ESS: 00, RGID/S: 00, FIUIR: 00, PPID: 923, UPK0,0,00)

Aug 13 16:51:47 doimas kernal: 390 - 832 Iz| Sinfiowsl 20 50 nul) 0) RUID/ES: Q00, RGID/S: 0, FIUIR: 00, PPID: 923, UPK0,000)

Aug 13 16:51:47 doimas kernal: 390 - 934 Iz| finfibnowr zes 20 6:0: ndl) 0) RUID/ESS: 00, RGID!S: A9, FIUID: 00, PRID: 923, UPN0,0,00)

Aug 13 16:51:47 doimaos kornal: 30 ~ 934 Iz| fibfibo 20.6:0:{ nul) 0) RUID/ES: 000, RGID!S: A0, FIUID: 00, PRID: 923, UPN0,0,0,0)

Aug 13 16:51:47 domas kornal: 390 = 934 15(.0:{nl) 0) RUID/ES: G0N0, RGID/S: A0, FIUID: 10010, PPID: 923, UPN0,0,00)

Aug 13 16:51:47 domaos kernal: 490 - 934 {mdl) 0) RUID/ESS: 000, RGIDIS: A0, FIUID: 10010, PPID: 923, UPI0,0,0,0)

Aug 13 16:51:47 domaos kernal: 50~ 8324 {mdl) 0) RUID/ESS: 000, RGID!S: 0, FIUIC: 10010, PPID: 923, UPK0,0,0,0)

Aug 13 16:51:50 doimas kernal: Q0 ~ 923 oz &:{ndl) 0) RUID/ES: Q00, RGID/S: A0, FIUIR: 00, PPID: 922, UPK0,000)

Aug 13165151 doimaos kornal: Call 59: Q0 « 835 s {null) 0:{null) 0) RUID/ES: Q00, RGID/S: A0, FIUID: -10, PPID: 923, UPK0,0,0,0)

Aug 13165151 doimaos kornal: 65: 93590 ~ 923 czh|{ndl) O:{nul) 0) RUID/E'S: A0, RGID/S: A0, FIUID: -10, PPID: 922, UPK0,0,0,0)

Aug 13165151 doimas kernal: 102 - 835
Aug 13165151 doimas kernal: 390 - 835
Aug 13185151 doimas kernal: 390 - 935
Aug 13165151 doimas kernal: 390 - 835
Aug 13 16:51:51 doimas kornad: 390 - 435

Aug 13 16:51:424 doimas kernad:
Aug 13 16:51:424 doimas kernal:
Aug 13 16:51:424 doimas kernal:
Aug 13 18:51:424 doimas kernad:
Aug 13 16:51:424 doimas kernal:
Aug 13 16:51:424 doimas kernal:
Aug 13 18:51:424 doimas kernad:
Aug 13 16:51:424 doimas kernal:
Aug 13 16:51:424 doimas kernal:
Aug 13 18:51:424 doimas kernad:
Aug 13 16:51:424 doimas kernal:
Aug 13 16:51:424 doimas kernal:
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A zo hims:0:{nudl) 0) RUID/ESS: 000, RGIDIS: A0, FIUID: 00, PPID: 423, UPK0,0,00)
| fiafiowl 20.5:0:null) 0) RUID/ES: 00, RGID/S: A0, FIUID: 00, PPID: 923, UPK0,0,0.0)
[ialibnowrzes 20 80: ndl) 0) RUID/ES: 000, RGID!S: A9, FIUID: 00, PPID: 923, UPN0000)
{fiafibe 20.6:0:(nul) ) RUID/ESS: 000, RGIDIS: A0, FIUID: 00, PRID: 423, UPN0,0,00)

Aug 13165151 demaos kernal: 30 - 435 () 0) RUID/ESS: 0090, RGIDIS: A0, FIUID: 10010, PPID: 823, UPI0,0,0,0)
Aug 13165151 doimas kernal: 290 = 935 Iz varfog'4:{nudl) 0) RUID/ESS: 000, RGID/S: Q0, FIUID: 00, PPID: 923, UPI0,0,00)
Aug 13 16:51:54 doimaos ker : Q2 = 935 czh|{ndl) 0:{null) 0) RUID/ES: 000, RGIDIS: A0, FIUID: -1:0, PPID: 823, UPY0,0,00)
Aug 131865154 domas : 59: Q0 = 938 dul{null) 0:{nuil) 0) RUID/ESS: Q0N0, RGID/S: A0, FIUID: -1:0, PPID: 823, UPK0,0,0,0)
Aug 13165154 domas 102 - 835 d mdl) 0) RUID/ESS: 009, RGIDIS: A9, FIUID: -12, PPID: 923, UPI0,0,00)
Aug 13165154 domos : 30 = 936 dul varfrunfid- o 20 ims 0:(null) 0) RUIDVESS: G0N0, RGID/S: A0, FIUID: 020, PPID: 923, UPI0,0,0,0)
Aug 13 16:51:54 domas kornal: : 30 » 935 du{fiafibuwsl 20 50:(nul) 0) RUID/ESS: G0, RGID/S: A9, FIUID: 00, PPID: 923, UPI0,000)
Aug 13165154 doimas kernal: : 390 = 935 du{fiofibe 20.6:0:{nul) 0) RUIDVESS: 000, RGIDIS: A0, FIUID: 00, PRID: 923, UPN0,0,0,0)
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Pruning Paths

A0 ~ 295 syslogd| ! og.cont0:{nudl) 0) RUID/ES: Q00, RGID/S: A0, FIUIR: 00, PPID: 1, UPN0,000)

1090 - 8:nul) 0) RUID/ES: 00, RGIDS: A9, FIUID: 00, PPID: 1, UPN0,00,0)

10 g'messages 3 ndl) ) RUID/ES: A00, RGID/S: A0, RIUID: 00, PPID: 1, UPN0,0,0,0)
120 - & .-:-:;- nannad Jog 3 nudl) 10) RUID/ESS: 009, "‘CU‘ S: 090, FIUID: 00, PPID: 1, UPN00,00)
139 - . 1) 0) RUID/ES: QQ90, RGID/S: A0, RIUID: 00, PRID: 1, UPK0,000)
149 og'auhlogd:ndl) 0) RUID/ES: Q00 "3\.4,.3.-30. FIUID: 00, PPID: 1, UPK0,000)
159 - g'mallogd:{nul) 0) RUID/ES: A00, RGID/S: A0, FIUID: 00, PPID: 1, UPY0,000)
189 - olpd-orrs 9:{nudl) 0) RUID/ES: 000, RGIDIS: A0, FIUID: 00, PPID: 1, UPN0,0,00)
1790 0g8:{ndl) 0) RUID/ES: 000, RGID/S: A0, FIUID: 010, PPID: 1, UPN0,0,0,0)
1890 - N9 nd I‘3| «L,I"‘ C"nﬁlﬂ*ﬁ ’”‘\C '11‘3 e L,\" 00, PPID: 1, UPY| -JOOOI

189 -

200 yoiogd! var fogislip .'x.dm ) 0) RUID/ESS: aao_“Su S: 00, FAUID: 00, PPID: 1. UPKA0.00)
2110 - £95 zyzloy a'pnlogd:{nul) 0) RUID/E/S: 000, RGID/S: 00, FIUID: 0:0, PPID: 1, UPK0,0,0,0) ra
00 - 832 pa{ ) 0:{rif 0) RUID/E'S: 000, RGID/S: 00, FAUID: -1.0, PPID: 823, UPK0.0.00)

wl

423 czh|{nul) 0:{nul) ) RUIDVESS: A0, RGID/S: A0, FIUID: - 10, PRID: 22, UPN00,00)
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Pruning Paths
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Summary

® [orensics, attack analysis, logging, and auditing are broken.

® We have developed methods to correlate and constrain
data that needs to be analyzed.

@V Ve have developed methds for Ioggln based on known
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Thank you

® Questions!

® Sean Peisert
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