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Vulnerable Server

Protected Server

Infected Server

Unalerted Firewall

Firewall alerted within threshold

Firewall alerted beyond threshold

Firewall Instructed to Filter

Threshold at each level = 2
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Hierarchical Model of worm defense

# of levels = 4

# of children = (4, 4, 4, 4)

Threshold = (2, 2, 2, 2, 1)

Infection Rate = 0.5

TTL = 1000

protected
infected
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Hierarchical Model of worm defense

# of levels = 4

# of children = (4, 4, 4, 4)

Threshold = (2, 2, 2, 2, 1)

Infection Rate = 5

TTL = 1000

protected
infected
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Response Analysis to Worms.

Threshold All 2’s
Threshold All 3’s
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Timing Analysis of response to Worms.

Threshold All 2’s
Threshold All 3’s
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Hierarchical Model of worm defense

# of levels = 4

# of children = (4, 4, 4, 4)

Threshold = (3, 3, 3, 3, 1)

False Alarm Rate = 2

TTL = 200

protected
infected
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Hierarchical Model of worm defense

# of levels = 4

# of children = (4, 4, 4, 4)

Threshold = (2, 2, 2, 2, 1)

Infection Rate = 0.05

TTL = 60
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Hierarchical Model of worm defense

# of levels = 4

# of children = (4, 4, 4, 4)

Threshold = (3, 3, 3, 3, 1)

Infection Rate = 0.05

TTL = 60
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