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ABSTRACT extensively, no solution seems to have addressed it ad-

Every communications medium can be abused for unwantegeduately. Symantec [40] reported that as much as 75%
messages, e.g. email is dominated by spam messages, a Internet email was spam in 2007. Whlltehsts are one
Peer-to-Peer (P2P) file sharing systems have high prOpOf-Of the most e.ffe.ctlve spam filtering techniques, but the}j
tions of invalid files. At the same time, the interestin Oalin 1€ t00 restrictive-only people who are on each others
Social Networks (OSNs) has grown. OSNs attempt to re- whitelists may communicate, so any-to-any communi-
duce unwanted messages by restricting communication to¢ation 1s impossible. ,AnOther proposed solution is to
approved individuals. OSNs require centralized manage- 'S¢ fixed global identities [38].

ment, and are too restrictive, disallowing any-to-any com-  Centralized OSNs, e.g. Facebook, MySpace and Orkut,
munication. This paper introduces a novel, anonymous, eco-2ttempt to address the spam problem by restricting
nomical approach to providing any-to-any communication, communication. For example, in Facebook users are
utilizing an underlying social network in both distributead only able to talk to their immediate friends or those in
centralized settings that reduces spam. Another issuesin di the same community. In MySpace and Orkut, users can
tributed systems is users who do not contribute to the net- choose to restrict communication to immediate friends
work (freeloaders). Messag@aper provides strong incen- only, to everyone Wlth.IIl a certain .top.ologlcal distance,
tives for nodes not to send spam and not to freeload. Mess-°F choose not to restrict communication at all. These
ageReaper requires only local knowledge and no automatic Mechanisms are overly restrictive, yet have not man-
content analysis (and thus can be combined with existing 2&¢d to avoid spam: e.g. MySpace and Orkut have
spam blocking algorithms). It uses a simple greedy rout- Peen used extensively for spammers [10, 20]. Further-
ing algorithm, trust structures, and an outcome propagatio ore; if the social network is attacked by a worm then
phase to drastically reduce the amount of spam and penalthese restrictions become ineffective [36, 27].

ize freeloading nodes—suppressing these at the source. The i distributed networks another problem emerges, that
outcome of each interaction is identified by the end-users, ©f /reeloaders. Freeloaders do not provide any resources
and only the majority of these need to be correct. Message-t© the system, but only consume. In many Peer-to-
Reaper achieves fast stabilization, incentives to neitbeds 1 c€r (P2P) file sharing applications, freeloaders are a
spam nor freeload, and achieves low false negati2%) big problem, e.g. in Gnutella it was estnn.ated that as
and neglible false positives<(1%) even with a large frac-  uch as 70% of the network was freeloading [1]. Bit-
tion of the network misbehaving(%). This architecture is ~ Lorrent [7] attempts to curb freéloadmg by using a tit-
applicable to a variety of applications, from email to Imgta  [or-tat mechanism wherein users” download throughput

Messaging (IM) to P2P file sharing to OSNSs. is proportional to their upload throughput.
MessageReaper’s main objectives are twofold: (1)

provide any-to-any communication whilst reducing spam,
and (2) provide strong incentives to discourage freeload-

1. INTRODUCTION

Every communications medium can be abused for un-
wanted messages. These messages can take on many
forms: connection requests on Online Social Networks
(OSNs) may be unwanted by users, email spam is un-
wanted by the recipients, and invalid file content is un-
wanted by its downloader, just to name a few exam-
ples. In this paper, we concentrate on messages that
are unwanted by their recipients, and we classify all
such messages as spam. Examples of this broad defini-
tion of spam include email spam [40], blog spam [31],
and invalid content downloaded online [25].

Though the problem of email spam has been studied

ing. We also seek to have a negligible impact on well-
behaved nodes. These goals are accomplished without
the need of global identifiers. This algorithm can be
utilized either in a centralized environment, e.g. Face-
book or MySpace, or in a distributed system, e.g. P2P
file sharing.

MessageReaper achieves the above objectives by ap-
plying trust structures to the forwarding layer, and can
be applied in either anonymous networks (those pro-
viding both sender and receiver anonymity) or non-
anonymous networks. Our key insight is that by al-



lowing communication only along existing friendship
links, nodes may influence each other to behave well.
This collaboration suppresses misbehaving nodes at the
source. In addition, MessageReaper achieves fast sta-
bilization, incentives to neither send spam nor freeload,
and achieves low false negatives (22%) and negligible
false positives (< 1%) even with a large fraction of the
network is misbehaving (30%). This architecture is ap-
plicable to a variety of applications, from email to In-
stant Messaging (IM) to P2P file sharing to OSNs.
The remainder of this paper is organized as follows:
Section 2 discusses the threat model. Section 3 de-
scribes our system. Section 4 provides an analysis of
the system’s false positive and false negative behavior.
Section 5 presents simulation results. Section 6 dis-
cusses some future work. Section 7 describes related
work. Finally, we conclude this paper in Section 8.

2. THREAT MODEL

The first main threat we are considering is spam. One
important question is the distribution of spammers in
the network. For this, we first consider the distribution
of spammers in different domains.

Ramachandran and Feamster [33] showed that email
spammers are not isolated to any single region of the
Internet, rather, their distribution appears to be uni-
form. Determining the distribution on social networks
is more difficult. One strategy for spam in social net-
works is to make as many friends as possible in order
to spam them [21, 35]. This strategy may have arisen
because social networking sites typically allow users to
restrict messages to direct friends. On a system in which
messages are often not restricted—e.g. Orkut—spammers
might use a different strategy, in which case their distri-
bution in the network would be different. Since we allow
any-to-any communications, it’s difficult to say a priori
what the distribution of spammers will be. We suspect
that botnets and compromised accounts will continue to
be a large source of spam, so we assume that spammers
are uniformly distributed throughout the network, in a
manner similar to email spammers.

Another question is the level of power of the spam-
mers. Our system does not rely on content analysis or
up-to-date signatures, but on the recipient of the mes-
sage to judge its outcome. While the recipient may em-
ploy tools to help her decide whether a message is good
or bad, the ultimate judge is a human being. Thus
we do not expect spammers to be able to defeat de-
tection. We also assume that each spammer is acting
independently—that groups of spammers do not collude
in order to mount an attack.

The second main threat we are considering is freeload-
ers. In the context of our system, a freeloading node is
node that wants its messages to be forwarded, but does
not forward anyone else’s messages. We also assume
freeloading nodes are uniformly distributed throughout
the network, and that they do not collude. Please note
that, in a typical social network, it is practically not

very easy to perform large-scale collusion attacks that
will significantly weaken the defense mechanisms pro-
posed by MessageReaper. We will make an informal
argument later in Section 6.

3. Messag®&eaper

For each high-level interaction—e.g. email message
sent, file downloaded, or blog comment posted—Mess-
ageReaper allows the recipient to decide an outcome,
good or bad. This outcome is sent by the recipient to
the sender, and noted by every node on the path. A
path is a series of nodes connected by friendship rela-
tionships. Every node also tracks whether the message
reaches its destination (it can infer that it did when it
receives the good/bad outcome.)

3.1 Assumptions
MessageReaper makes the following assumptions:

1. The network is a small-world network. That
is, the path length between nodes using only social
links is short. Email networks have been shown to
have small-world behavior [14], as has the Inter-
net [2].

2. Nodes maintain a list of neighbors and com-
municate directly only with their neighbors. Di-
rect neighbors may always communicate.

3. Nodes can identify a node with which they
wish to communicate. This can either be using
a global identifier, e.g. an IP address, or using an
anonymous identification system, e.g. DSL [3] or
hidden services in Tor [11].

4. Nodes can estimate the distance via a neigh-
bor to any node in the network. This distance
could be calculated directly on a social networking
site, or could be provided by a routing protocol, or
could be estimated using response times via each
neighbor.

5. The outcome of each interaction is correct
with high probability. Email and instant mes-
saging clients have the ability to mark a message
as spam, which is a way to mark an outcome as
bad. A similar capability exists on social network-
ing sites—deleting a blog entry is a form of giving
it negative feedback.

6. Outcomes can’t be modified, forged, or re-
played. In a centralized setting (e.g. Facebook)
the outcome would be recorded directly and as
such this is guaranteed. In a P2P environment
a protocol would be used whereby every node on
the path could verify the outcome but could not
forge it. We leave for future work the actual design
of an efficient, anonymous, unforgeable authenti-
cation protocol!.

'A Public Key Infrastructure (PKI) can also be used,
though doing so removes anonymity.




7. The graph is static. Modeling the dynamics of
adding and removing edges in a social graph with
attackers is beyond the scope of this paper.

3.2 Notation

MessageReaper uses a local definition of trust, i.e.,
each node makes independent decisions based only on
local knowledge. Throughout this paper we use the sub-
script to indicate that a value is from a particular node’s
point of view. For example, the node u’s opinion of the
routing value (to be defined shortly) via neighbor v to
destination ¢ is written as Ry (v,t).

3.3 Trust definition

As we described above, each node records the good/bad
outcome of each interaction, in addition to whether a
message reached its destination. More formally, we de-
fine a set A = {MESSAGE, ROUTE} as the set of actions
for which each node records an outcome. Given a graph
G = (V,E) and a node u € V, we define a trust func-
tion for a node u that takes an action and a neighboring
vertex and produces a pair:

T,:AxV — N (1)
The pair represents the count of good, bad interac-
tions for that action, respectively. That is, given a € A,

(2)

T, (a,v) aer | (m,n) if u and v are neighbors
e unde fined otherwise

Thus, T, (MESSAGE, v) is u’s record of v’s prior mes-
sages, with m being a count of the good messages u
received from v and n being a count of the bad mes-
sages u received from v. Similarly T, (ROUTE,v) is u’s
record of v’s routing history, with m being a count of
messages sent via v that reached their destination, and
n being a count of messages sent via v that did not
reach their destination.

To evaluate the likelihood of an interaction being ben-
eficial to a node we define the probability that the next
outcome is good given the number of previous good/bad
interactions as:

aer M+ 1/2
a((m,n)) = m (3)

The intuition for this function is as follows: If a node
has no prior interactions with a neighbor, ¢({0,0)) = .5:
the next interaction has equal probability of being good
or bad. If m > n, o((m,n)) ~ 1: the next interaction
is likely to be good. If m < n, o((m,n)) ~ 0: the
next interaction is likely to be bad. The formula can be
derived in a straightforward way from Bayes’ theorem.

Both records of prior interactions (Equation (2) for
both message and route interactions) and the trust func-
tion (Equation (3)) are used for routing messages.

3.4 Message Forwarding

Assume that node s wants to send a message M to
node t that is not a direct friend of s. s chooses an ID

for the message and appends it to the message. It then
chooses among its neighbors the best neighbor u for
sending to ¢, and forwards the message to u. u decides
whether it should forward the message. If it should, it
appends an (anonymized) ID for itself to the message
that will be used to exclude u from future neighbor se-
lections. u chooses among its neighbors the best neigh-
bor for sending to ¢, and this process continues until the
message is either dropped or reaches its destination.

3.4.1 Preparing the message for sending

In order to be able to associate an outcome with the
message, s creates a unique message ID for the message
and appends it to the message. The message ID should
be probabilistically unique-a collision-resistant hash of
the message and a nonce would suffice.

3.4.2 Choosing the best neighbor

Assume node u wants to send a message to node t
that is not a direct friend of u. u computes the routing
value for each neighbor:

Ru(v,t) & o+ by (v,t) + (1 — @) - 0(T, (ROUTE, v)) (4)

where b, (v, t) is a scaled estimate of the distance from u
to t via neighbor v, and « is the path weight parameter.

The path weight parameter « is a system parame-
ter that determines to what extent each node should
favor path length vs. trust when considering the next
hop. When « = 1, the shortest path is always cho-
sen, regardless of how good each neighbor is at for-
warding messages. When a = 0, the path becomes a
directed self-avoiding walk, where edges that have suc-
cessfully forwarded messages in the past are explored
before other edges. The best value for a is explored
further in Section 4 and Section 5.

The scaled distance estimate d,,(v,t) is defined as:

gu(v, ) det Oy (max, t) — &, (v, t) 5

0y (max, t)
where d,,(max, t) is the maximum distance via any of u’s
neighbors, and §, (v, t) is the unscaled distance estimate
from u to t via v. The range of the scaled distance
estimate is therefore [0, 1].
u chooses the best next hop by choosing the neighbor
v whose routing value is maximal:

next_hopy(t) «— max  Ry,(v,t) (6)

VEN (W\P(M)
where P(M) is the existing path that M has traversed,
which is initially empty.

3.4.3 Deciding whether to forward a message

When a node v receives a message from a friend «
destined to ¢, it decides whether to forward the message
via Algorithm (1). There are two key elements to this
algorithm:

1. A node decides whether to forward a message based
on the lower of the two trust values. This achieves



both main aims of this paper: it penalizes nodes
for sending bad messages, and it provides incen-
tives for forwarding messages to penalize freeload-
ers.

2. If the minimum trust value is above the system
Threshold parameter, the message is forwarded.
This is the result of the built-in bias against false
positives: we are less concerned with spam reach-
ing its destination than we are about legitimate

messages getting dropped. Good values for T'hreshold

are also explored further in Section 5.

If Algorithm (1) calls Forward(), node v chooses the
next hop according to Equation (6). If there is no neigh-
bor the message has not yet visited, v drops the mes-
sage. (Note that v does not need to know the entire
path— it is sufficient for v to only recognize its neigh-
bors). If Equation (6) returns a next hop, node v in-
serts an (anonymized) identifier for itself into P(M),
and sends (M, P(M)) to the next hop.

Algorithm 1 Decide whether to forward a message
from u at v
1: Pry « o[min(T,(ROUTE, u), T, (ROUTE, u)]

If Pry > Threshold Then

Forward()
Elself Pr; > Random(0, 1) Then

Forward()
Else

Drop()
EndIf

3.5 Outcome propagation

When a message is received, the recipient decides its
outcome, o, and propagates it along the path by which
it came:

Vit i, sh\ (s} Ti(ROUTE, i — 1) —
T;(ROUTE,i — 1) + 0 (7)

That is, each node in the path adds to its trust value
for the prior node in the path with the outcome of the
message. Upon receipt of an outcome message, each
node on the path updates its trust value for routing
with a good interaction (o = (1,0)). If no outcome
message is received within a timeout value, each node
on the path updates its trust value for routing with a
bad interaction (o = (0,1)).

3.6 Example

Two small examples illustrate the effectiveness of our
system. Figure 1(a) shows a 20 node network, in which
25% of the nodes (in black) are freeloaders, and the
remaining nodes (in white) are ordinary nodes. The
edges between the nodes show the direction and de-
gree of trust between nodes. A dark edge is not very
well trusted, while a lighter edge is more trusted. The
thickness of the edge shows how many messages are

sent along an edge. The size of the node indicates its
betweenness.

After 10 rounds of simulation, we see that the freeload-
ing nodes are avoided when sending messages. This is
especially evident with node 5, the large, centrally lo-
cated freeloading node. Even though it is centrally lo-
cated, it is avoided by its neighbors, as shown by the
thin edges to it, and the thicker edges that avoid it.
The darkness of the edges to it also indicates that its
neighbors do not trust it.

Figure 1(b) shows a similar network in which 25% of
the nodes are spammers (the darker nodes.) The edges
to spammers are quite dark, indicating their neighbors
do not consider them to be very trustworthy. The edges
from the spammers to their neighbors are very thin, in-
dicating they are able to send few messages. The edges
from the normal nodes to the spammers are sometimes
thick, which indicates that normal nodes may still send
messages to spamming nodes, even if they do not accept
any from them.

4. ANALYSIS
4.1 Overhead

4.1.1 Pathlength

Our system’s efficiency depends on the path length of
message transmission. We already assume a small world
network, in which the diameter is O(log N) (where N =
|[V].) However, if the average path length is long, the
paths may still be inefficient. Mislove et al [29] showed
that the average path length is small, much less than
the diameter, for a number of online social networks.

4.1.2 Message overhead

In order to support distinguishing one message from
another, messages have a message ID appended. This
size is some fixed constant c. Messages also have a small
identifier added by each node the message is forwarded
by. This adds O(log N) size to each message. The total
overhead to each message is thus O(log N).

For each interaction, we add a single outcome mes-
sage. This message is of a small fixed size.

4.1.3 Memory consumption

We have described our system as though every inter-
action has an outcome associated with it. This is of
course unlikely, and nodes have to remember a message
ID at least until an outcome is received for it. This
imposes a potentially unbounded memory requirement
on each node. The usual techniques for dealing with
limited memory can be applied here: assuming some
messages will never be replied to, older message IDs
can be discarded either after enough time has elapsed
or after some space bound is reached. For such cases,
an outcome of (0,0) is recorded.

4.2 Predicting the probability of success



(a) Example network with freeloaders (b) Example network with spammers
Figure 1
We now derive an estimator for the probability that Parameter | Description
a node will be able to send a message to its intended re- N The number of nodes in the network
cipient given the presence of spammers in the network. k The number of spammers in the net-
To do so, we: work
«@ The path weight parameter
1. Determine the conditions under which a good node z A path length
is chosen over a spammer on a path. b The probability that a spammer is cho-
2. Estimate the probability that a message succeeds Sen using th.e. routing algorithm
. . P The probability that a message from a
given a path of a given length. 200d node is forwarded
3. Estimate the probability that a spammer is chosen. q The probability that a message from a
spammer is forwarded
4. Derive an expression for the probability that a d(z) The probability that a node has degree
message succeeds given the sending node is either i
a good node or a spammer. £(x) The probability that a path of length
x is formed via the routing algorithm
4.2.1 Choosing a good node over a spammer on a A The exponential parameter for {(z)
path l(x) The probability distribution of the
. difference in path length for routing
Assume we are at a node u V\flth at' least one go'od around a spammer
neighbor and at legst one spamming nelghbor. We wish N The exponential parameter for ¢/(z)
to'calculat(.% the circumstances under which the good A A random variable drawn from ¢ (z)
neighbor will be chosen to forward a message.
Recallifrom Equatipn (6) that the no.de chosen has Table 1: Symbols used in the analysis
the maximum of all its neighbors’ routing values. If
we assume that all good nodes send equally many mes-
sages, if node v has more than one good neighbor, only
the good neighbor with the shortest path to ¢ need be
considered, as it will always be chosen over u’s other Similarly only the spammer with the shortest path to
good neighbors. Let this neighbor be v. t need be considered. Let this neighbor be v'.



We wish to calculate under what circumstances
Ry(v,t) > R, (V') (8)

In order to do so, we first estimate the routing trust

upstream neighbor is good (probability p) or is a spam-
mer (probability ¢), under the assumption that all good
nodes have the same probability p, and all spammers
have the same probability q.

value of both v and v/, that is, T}, (ROUTE, v) and T}, (ROUTE, v'). Let B denote the number of spammers on a path of

Each depends on the probability of the message reach-
ing its destination, which is what we are trying to deter-
mine. For simplicity of analysis, we assume that the sys-
tem has run long enough that for good nodes, m > n,

such that
m+1/2
T, , ~—
o(T,(ROUTE,v)) 1

Similarly, we assume that a spammer neighbor has been
ostracized by its neighbors, and n’ > m/. Hence
1/2
n' +1
Assume that the number of good messages sent through

v is approximately equal to the number of messages
dropped along the path through v’, i.e., m ~ n/. Let

o (T, (ROUTE, V")) ~

T:m:n’

We use a simplified version of the routing value that
makes use of a global distance between nodes:

Ru(v,t) = a-8(v,t) "t + (1 — a) - o(Tu(ROUTE, v)) (9)

where §(v,t) is the distance in hops between nodes v
and t.

Substituting into Equation (8) and solving for 6 (v, t)
yields

ad (v t)r + ad(v',t)
((a=1)6(v",t) + a)r +

This is the maximum path length a good node can have
and still be chosen over a spammer. We define the right
side of the inequality as d,qz (v, t) — the maximum path
length from a good neighbor v to a destination ¢t. Note
that when the denominator is < 0, the good node will
always be chosen, irrespective of path length. This oc-
curs when

o(v,t) < (10)

o(v', t)r
(0@, t)+)r+1

Qmin 18 independent of k, the number of spammers in
the network.

(11)

QO 2 Qpin =

4.2.2 Probability of success for a path of a given
length

Suppose we have a path of x nodes from source to
destination. Each node has probability b of being a
spammer, with the good/spammer states of the nodes
being statistically independent. Furthermore, assume
that x < k, i.e. the diameter of the graph is much less
than the number of spammers. (This is true for all but
the smallest number of spammers.)

When a message arrives at a node, it will be for-
warded with a probability that depends on whether the

length x, then the probability that B = ¢ is given by
the binomial distribution:

Pr(B =i) = (f) bi(1 — by (12)

Now, given B = i, the probability that a message
reaches the destination is
Pr(success|z) = p* ¢’ (13)

So, the unconditional probability that the message
reaches the destination is

Pr(success|z) = Z (w) V(1—-0)"""p" ¢ (14)
i

=0

But this expression can be rewritten as

Zw: (f) (bg)'[(1 = b)p]*™" = (15)

1=0
:O (f) (bq)"(1 — bg)*~* {%r_i : (16)
H — Zﬂ ) Z: (f) (bq)"(1 — bg)*~* [(1%2)(11)} l (17)

The sum on the right-hand side is the generating
function of a binomial distribution with x trials and suc-
cess probability bg, evaluated at j = (1—bq)/[(1—b)-p].
The generating function is g(j) = (1 — bg + bgj)*. So,
the probability of reaching the destination is

def

Pr(success|z) = [(1 — b)p + bg]” (18)

4.2.3 Probability a spammer is chosen

A spammer can be chosen as the next hop in one
of two ways: either all of u’s neighbors are spammers,
or the paths that avoid a spammer neighbor are too
long. Let stuck be the event that all of u’s neighbors
are spammers, and too long be the event that the paths
that avoid a spammer neighbor are too long. Then

b = Pr(stuck) + (1 — Pr(stuck)) - Pr(too long) (19)

The probability that all u’s neighbors are spammers
depends on the degree distribution of the graph. We
are working in a small-world graph with a power-law
degree distribution whose maximum degree is

dmaz = 2L\/NJ (20)

The maximum degree is a result of the way in which our
graphs were grown [4]. (Such a limit on the maximum
degree is common in social networks [41].) Thus, the



probability that any node has degree 1 is:

,L'—l

d(i) = 1 (21)

2 22<j<dmas I
The average probability that all neighbors are spam-
mers over all nodes can be computed by summing the
probability of the degree occurring and the probability
all the neighbors are spammers. We assume the proba-
bility of a single neighbor being a spammer is dependent
only on k and N, which is valid as we assume the spam-
mers are uniformly distributed throughout the network.

That is,
Pr(stuck) = E d(7) (f)
N
2<i<dmas (3)

(22)

Now we wish to compute the probability that the
path through a good node is too long, that is, calcu-
late Pr(too long). This is occurs when the spammer
occurs on the shortest path (6(v',t) < §(v,t)) and the
difference in path lengths is greater than 0,4, (v, t).

Given a path of length z, the probability that at least
one spammer is on that path is 1 minus the probability
of choosing all good nodes on a path of length z:

)
Pr(spammer on SP) = 1 — (]f,) (23)

In order to determine the probability that the differ-
ence in path length is greater than 0,4, (v,t), let £/(z)
be the distribution of increases in path length due to
avoiding spammers, and let A be a random variable
from that distribution. Then

a
S

e

Pr(spammer chosen)
Pr(6(v,t) + A > §pnax(v,t))
1 —Pr(A > paz(v,t) — (0, 1))

1 - CDF(A) (24)

In order to determine the CDF of A, we grew a num-
ber of graphs in the same manner that we did for our
simulation. We then removed arbitrary nodes, and cal-
culated the mean change in path lengths between pairs
of nodes. The resulting change in path length was ex-
ponentially distributed with parameter \’. Then

Pr(spammer chosen) = e [Smaz (v,t)=6(v",1)] (25)

We may now define Pr(too long):

Pr(too long) = Pr(spammer on SP)-Pr(spammer chosen)

(26)

Given Pr(stuck) and Pr(too long), we have now cal-

culated b, the probability that a message will succeed

for a path of length x. We are finally armed to calculate
the probability that a message will succeed.

4.2.4 Probability a message succeeds

Finally, we derive the probability that a message from
a given node will reach its destination. Let og(s) be the

probability that a node s’s message will be forwarded
by its first neighbor—this allows us to distinguish the
probability of success for good nodes and spammers in-
dependently. Then

Pr(success|og(s)) = oo(s) Z

1<z < |log(N)]

£(x)-Pr(success|z)

(27)
where ¢(x) is the probability that a path of length x is
created by our routing algorithm. In order to estimate
{(x), we grew a number of graphs and calculated the dis-
tribution of path lengths in the graph. The path lengths
were approximately a Beta(2,5) distribution, with the
most probable path length being 2. However, our sys-
tem always allows communication between neighboring
nodes, so we are only interested in paths of length > 2.
We therefore approximated ¢(z) as an exponential dis-
tribution with parameter A.

Equation (27) allows us to estimate the probability
that a message will reach its intended recipient for both
good nodes and spammers. We compare this to our
simulation results in Section 5.

5. EVALUATION

We ran simulations of our system that create a ran-
dom graph with 100 nodes? according to the Holme-
Kim model [18] with my = 5 initial nodes, m = 2 mini-
mum edges per node, and a probability of triad forma-
tion p = .75. We then chose k£ spam nodes at random
and f freeloaders, also at random, where k and f are
parameters to the simulation.

Each node in the network sent a constant number
of messages per round of the simulation. Each recipi-
ent was chosen at random for every message. Finally,
freeloaders send just as many (good) messages as ordi-
nary nodes, but do not forward any messages.

5.1 Determining system parameter values

Our system’s effectiveness depends on good choices
of the parameters Threshold and a. We wish to choose
values such that the probability of success for a good
node is high, while the probability of success for ma-
licious nodes (both spammers and freeloaders) is low.
That is, we wish to minimize the difference between the
two.

Figure 2(a) shows the probability of success for both
spammers (the left half of the graph) and for good
nodes (the right half of the graph) for varying values of
Threshold and o when 20% of the nodes are spammers.
Regions with a light color indicate a high probability of
success, while darker regions indicate a low probability
of success. The lower-right quadrant of both graphs,
with the exception of when T hreshold is very low, has
the desired properties: good nodes have high probabili-
ties of success, while spammers have lower probabilities

2We ran some simulations with 500 nodes as well, and their
results were similar. We used smaller graphs for these results
to reduce computation time.
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Figure 2: Effect of system parameters with 20% malicious nodes

of success. Note the sharp cliff for both spammers and
good nodes at « =~ 3.5: for values of a below this, the
probability of success is very low. This corresponds to
the point predicted by a;, in Section 4, below which
routing is no longer guided by distance, and unlikely to
succeed.

Figure 2(b) is a similar graph showing the probabil-
ity of success for both freeloaders and good nodes when
20% of the nodes are freeloaders. Again, the lower-right
quadrant of both graphs has the desired properties:
good nodes have high probabilities of success, while
freeloaders have lower probabilities of success. The cliff
when a < aynin ~ 3.5 is still evident.

For the remainder of this paper we use T hreshold =
4 and a = .6, as these maximized the difference be-
tween the probability of success for good nodes and
malicious nodes.

5.2 Convergence time

One of the key determining factors of a routing algo-
rithm’s effectiveness is its convergence time. Figure 3(a)
shows the probability of success for both good nodes
and spammer in a network with 20% spammers com-
pared to the number of messages sent. The good nodes
enjoy almost immediate success, while the bad nodes
have a probability of success below 50% after having
sent 10 spams. Their probability of success stabilizes at
around 30%. (We note that spammers have the highest
probability of success when they comprise 20% of the
network, as we shall show shortly.)

Figure 3(b) shows the probability of success for both

good nodes and spammers in a network with 20% freeload-
ers over time. In this simulation the good nodes do not
fare as well, stabilizing around an 80% success rate. The
freeloaders never have a success rate above 20%, how-
ever, though the variance in their success rate is higher.
We revisit the low performance of our system with high
numbers of freeloaders shortly.

5.3 Performance vs. spammers

Another measure of our algorithm’s success is how
well it fares against large numbers of spammers. In
order to evaluate this we simulated the system with
varying percents of spammers. For each value of k (the
number of spammers), we ran the simulation 10 times
in order to generate 95% confidence intervals for the
probability of success for both good nodes and spam-
mers.

Figure 4(a) shows the results when both good mes-
sages and spams are identified with 100% accuracy. The
graph shows the probability of success for both good
and spam nodes compared to the percent of spammers
in the network, where the probability of success for a
good node is the probability that it sends a (good) mes-
sage to its intended recipient, while the probability of
success for a spammer is the probability that it sends a
spam to its intended recipient. The solid lines indicate
the probability of success predicted using our analysis
from Section 4.

The system performs quite well with as many as 60%
spammers in the network—the probability of success for
good nodes remains above 90% in all such scenarios,



= Good = Good
®  Spammers ®  Freeloaders
<= 4 <= 4
— —
) )
S 7 e I
@ @
$ 4
< <
o © a9
3 S 3 S
B B
g g
] < e =
A& S 7 A =N
™ ™
[SH S
=) <
S 7 S 7
T T T T T T T T T T
0 10 20 30 40 0 10 20 30 40
Number of messages Number of messages

(a) Probability of success vs. messages sent with (b) Probability of success vs. messages sent with
20% spammers 20% freeloaders

Figure 3: Convergence

s o Good = 4 s e o Good
A Spammers ° o) ] A Spammer
(]
¢
2 2 i
£ o< £
2 e S
B B %;
£ < | £ =
S S g S
£ £ % ;
2 2 g
&
&
iy
= | =
S S
T T T T T T T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Percent of spammers Percent of spammers
(a) Outcome is marked with 100% accuracy (b) Outcome is marked with 95% accuracy

Figure 4: Probability of success vs. percent spammers



1.0

- O Good
A Freeloaders
+ Ideal

0.8

Probability of success
=

0.4

0.0

0.0 0.2 0.4 0.6 0.8 1.0

Percent of freeloaders

Figure 5: Probability of success vs. percent freeloaders

with the probability of success for spammers also de-
creasing as the number of spammers increases. Not un-
til 70% of the network is a spammer does the probability
of success for good nodes drop below 90%. One inter-
esting data point is that the peak probability of success
for spammers occurs when they comprise 20% of the
network.

One question is whether populations of spammers
this large are reasonable. Since botnets seem to pro-
vide the largest spammer population on the Internet, it
is worthwhile to estimate the size of botnets. Estimat-
ing them has its difficulties. Rajab et al [32] pointed
out that the largest estimates of botnets indicate they
could occupy as many as 11% of the nodes on the Inter-
net, but that such estimates are likely overestimating
the true botnet population. Therefore we feel confident
that our performance at a much larger percentage of
spammers indicates the effectiveness of our system.

Figure 4(b) shows the results when the outcomes are
only 95% accurate-5% of good messages are misiden-
tified as spam, and 5% of spams are misidentified as
good messages. It is apparent that good nodes’ prob-
ability of success is affected little—in fact, it improves
slightly compared to perfectly accurate outcomes. The
spammers’ probability of success also improves: when
they comprise 10% of the network, their mean proba-
bility of success in sending a spam is around .35. This
recognition rate is very low, as email classifiers routinely
achieve a 99.9% accuracy rate [43], and we assume hu-
man beings judge the outcomes. (Our analysis does not
account for recognition accuracy, so we do not show an-
alytical results for this case.)
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5.4 Performance vs. freeloaders

Another measure of our algorithm’s success is how
well it fares against large numbers of freeloaders. Figure
5 shows the probability of success for both good and
freeloading nodes compared to the percent of freeloaders
in the network. Again we ran the simulation 10 times
at each value of f (the number of freeloaders) in order
to generate confidence intervals for the probability of
success for both good nodes and freeloaders.

Unfortunately our system does not fare so well with
large populations of freeloaders, as the probability of
success for good nodes decreases quickly as the popu-
lation of freeloaders increases. This is somewhat of a
concern given Adar and Huberman’s estimate that 70%
of the Gnutella network is a freeloader [1].

As Figure 5 shows, the freeloader’s probability of suc-
cess is less than half that for a good node, at up to 50%
of the network being a freeloader. Since the freeloader’s
aim is to maintain his own probability of success, a node
would have to act irrationally to be a freeloader. We
claim therefore that such large populations of freeload-
ers are unlikely, since there is a strong disincentive (a
greatly decreased probability of success) for freeloading.

We were also interested in how much the structure
of the graph contributed to the probability of failure.
A freeloader, which forwards no messages, is a node
through which no messages can be routed. Thus a large
number of freeloaders can disconnect the network. We
calculated the probability that a path existed between
all pairs of nodes after freeloaders were removed from
the network, and plotted this probability as Ideal in
Figure 5. It is ideal in the sense that two nodes can
only communicate if a path between them exists. We
see that the mean probability of success for good nodes
is very near the mean probability that a path exists,
and that therefore we route around freeloaders when-
ever possible. (We do not plot confidence intervals for
the probability that a path exists in order to avoid clut-
tering the graph.)

5.5 Performance vs. partial spammers

One attack specific to our system is that a spammer
might vary the amount of spam it sends in a period of
time. If the spammer can generate good messages as
well as spam, it can improve its trust score, and have a
higher probability of having spam accepted. While we
do not believe a spammer will be able to generate ar-
bitrary quantities of good messages, a spammer might
be able to keep track of the number of good messages
it forwards, and send a fraction of this as spam. We
modeled this by specifying an additional parameter for
spammers: ( is the fraction of the messages a spammer
sends per round that are spam. (Recall that we simu-
lated constant quantities of messages per node.) When
[ =1, a spammer sends only spam, in which case the
results we have already presented apply.

Figure 6(a) shows the effect of such “partial spam-
mers” with varying values of # on good nodes. The
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lowest probability of success for good nodes occurs when
B = .8, and is similar to the results when 8 = 1. De-
creasing values of 3 only improve the probability of suc-
cess for good nodes.

Figure 6(b) shows the effect of varying 3 on the prob-
ability of success for a spammer. The highest prob-
ability of success occurs when 3 is .6-precisely 1 —
Threshold. That is, a spammer has the best proba-
bility of success (sending a spam) when it sends ap-
proximately Threshold of its total messages as good
messages. The best a spammer manages in this case
is approximately a 50% probability of success, no mat-
ter the number of spammers. The good nodes have no
significant probability of failure in this circumstance.

6. DISCUSSION AND FUTURE WORK

We saw in our results that the highest probability of
success for a spammer occurred when 20% of the net-
work was a spammer, with approximately a 30% prob-
ability of success. If this point represents a “natural”
fraction of spammers—that is, if the economic incentives
for spam would tend to favor a system with the high-
est probability of success for spammers—it’s natural to
determine how much spam would occur at this point.
With a negligible probability that a good node’s mes-
sage will be dropped, the total amount of spam received
in this scenario is < 7%.

On the other hand, spammers could improve their
probability of success under our system by sending good
messages as well as bad, and keeping their fraction of
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good messages near Threshold generated the highest
level of spam in our system. Unlike when spammers
sent only spam, there was no point at which the prob-
ability of success for a partial spammer was highest.
Instead, their probability of success remained relatively
constant (near 50%) until they comprised a very large
portion of the network. (The good nodes’ probability
of success in this case remains 100%.) If 90% of the
network is a partial spammer, each of which sends 60%
of its messages as spam, the probability of success in
sending a spam is approximately 50%. In this case the
total amount of spam received by a good node is about
52%. Getting to this level requires a very large popu-
lation of spammers indeed, each capable of generating
arbitrary quantities of good messages. Thus, even with
an extraordinarily powerful attacker, the level of spam
in our system does not approach that seen on the In-
ternet.

We did not discuss sudden changes in the trustwor-
thiness of a node. If a node had acted trustworthily
for a long period of time, it would take a long time for
neighbors to learn its new behavior and begin shunning
it. Adding an exponential decay to our trust functions
would address this.

We assumed that attacking nodes do not collude. An
attack by a set of colluding nodes could be quite damag-
ing to our system: the nodes could send random mes-
sages to one another, each of which they rate highly.
Doing so would artificially raise their trustworthiness,
and the intermediate nodes would wish to forward their



messages. Such nodes would then have either an in-
creased ability to send spam along the paths between
them, or be able to avoid forwarding any legitimate
messages from nodes along that path with decreased
penalty. This is partially the consequence of our sys-
tem that provides partial anonymity: if we maintained
trust values for every node (and removed anonymity)
such an attack could be mitigated. We do not believe
that we need to remove anonymity in order to mitigate
the attack, however. We note first that in order to carry
out such an attack, the attacking nodes would have to
connect at different points in the network. This is sim-
ilar to (but distinct from) a Sybil attack [13], in which
an attacker creates many identities, each of whom rate
him highly. The distinction is that, in a Sybil attack,
the attacker does not control where he connects to the
network. Such an attack would not succeed in our sys-
tem, because while the attacking node and his friends
would rate each other highly, that would not impact
their ability to send messages to anyone else, or block
messages from anyone else. We note that successfully
carrying out an attack with colluding nodes thus de-
pends on the ability of the attacker to gain friends. We
also note that the attack depends on the ability to send
unlimited quantities of messages along a path, and that
simply limiting the rate at which messages can be sent
could limit the impact of the attack. We leave improv-
ing MessageReaper to combat colluding attackers for
future work.

Finally, we assume that the parameters Threshold
and « are fixed for the entire system, but they need not
be so. We intend to allow nodes to choose these inde-
pendently, and to allow spammers to vary the amount
of spam they send, in order to investigate our system
with nodes with a variety of competing aims.

7. RELATED WORK

MessageReaper utilizes trust structures to handle two
classes of attack: spam and freeloaders. Both areas
have received a large amount of attention; therefore, we
highlight a small number of works in each area.

Email spam (and spam in general) has been exten-
sively studied. Many algorithms operate at the appli-
cation layer, filtering spam once it reaches the destina-
tion, either the Internet Service Provider (ISP)’s or the
user’s machine. The most common of these filters are
white/black-lists [17], filters applying Bayesian analy-
sis [28], and rule-based filters [37]. With whitelists, mail
from users on the whitelist are allowed passage into the
inbox, while the remaining users’ mails are marked as
spam. Blacklists operate oppositely, i.e. they filter the
“definitely bad”. One interesting take on white/black-
lists utilizes the communication network of the mes-
sage [5]: Boykin and Roychowdhury noticed that spam
messages tended to have a low clustering coeflicient
while hams tended to have a high clustering coeflicient.
By marking those messages whose clustering coeflicient
is below a threshold, about half of all spams were elimi-
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nated, with no effect on hams. Recently, Kong et al [22]
showed how one could build a global digest system uti-
lizing a percolation search in small-world networks and
reputation to determine a messages spam-state (“def-
initely spam”, “definitely not spam”, or “unknown”).
Golbeck and Hendler [17] introduced a system wherein
a trust value of the sender could be determined by ex-
ecuting a breadth-first search of the graph using the
min composition function; once this trust value was ob-
tained the message could be marked correctly with high
probability.

Freeloaders are a large problem in P2P networks, and
a number of techniques for mitigating the problem have
been investigated. The foremost mechanism is incen-
tives [8, 9] wherein nodes must provide service to other
nodes in the network before they are able to utilize
resources. Similar in concept to incentive schemes is
credit systems. In credit systems nodes take risks offer-
ing credit to neighbors in return for future rewards. For
example, in Scrivener [30] nodes give credit to debtors
until a limit is reached while the creditors continue to
make requests on the debtors in order to mitigate the
debt. TrustDavis [12] has the creditors assume some
liability for a transaction. If the transaction is bad, the
creditors must provide services to the requestor to pay
off the liability. Many papers [15, 26, 16] have examined
the effectiveness of incentives under a game-theoretic
model. These models are generally based upon the gen-
eralized Prisoner’s Dilemma, and have the requirement
that mutual cooperation has the highest payoff, and
nodes do not forget credit. Under these assumptions
mutual cooperation quickly dominates as it results in
the highest utility for individual nodes.

When utilizing trust systems one has to decide be-
tween a system to achieve a global trust value for every
pair of nodes, or a local trust system giving a trust value
only for neighbors. Both have been extensively stud-
ied. One example of computing a global trust state is
EigenTrust [19]. EigenTrust is developed so that mali-
cious trust values can be discovered and ignored; this is
accomplished via repeating the computation of a single
node’s trust value on a set of random nodes and tak-
ing the majority value. An algorithm operating with
local trust values and multi-hop message propagation
was presented in [34]. This protocol has nodes issue
flooded queries. Each time the query reaches its des-
tination, the destination replies to the neighbor from
which it heard the query, and the neighbor appends its
trust value for the destination. This reply and reputa-
tion are propagated back to the source, which decides
whether to request the data. Once the exchange is com-
pleted an outcome is flooded out to one hop beyond the
destination, informing all neighbors of the destination
of the increase in the trust value.

Finally, the formalization of trust structures is an-
other abundant research topic [39, 6, 42, 23, 24]. These
papers define a global trust state (which may or may
not be explicitly known) wherein every pair of nodes



has a trust value. These trust values, in turn, have
as many as two complete partial orders: one for trust-
worthiness, another for information content. Utilizing
these structures one is able to compare neighbors with
more complicated ratings than a scalar value allows, e.g.
N? (which MessageReaper borrows from [23]). Further-
more, these assume a function mapping a trust struc-
ture to an accept or reject decision, e.g. o : N? —
{T,L}. Together these form a complete system for
reasoning about a node’s reputation and predicting if
a future outcome will be beneficial.

8. CONCLUSION

This paper introduced a novel, economical, anony-
mous networking protocol combining routing with trust

to dramatically reduce the effect of spammers and freeload-

ers. To encourage cooperation, strong incentives were
used reducing the probability of success for any exces-
sive misbehavior. MessageReaper provided any-to-any
communication over a social network, with fast stabi-
lization, low false negatives and false positives even with
a large portion of the network misbehaving. This pro-
tocol is applicable to both centralized and distributed
communication settings. The system provided little in-
centive for spammers to mask their behavior by sending
only a fraction of their messages as spam, and required
only the majority of the outcomes to be correctly iden-
tified. We provided analysis of the probability of suc-
cess under varying numbers of attackers, and did ex-
tensive simulations to measure the effect. Our analysis
gave good correlation with our simulated results. This
solution can be combined with existing spam block-
ing architectures to further reduce the number of un-
wanted messages. MessageReaper can potentially make
significant impacts to our future communication sys-
tems/applications.
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