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Abstract

In online social networks, users create a profile by setting some attributes that
help in characterizing the user. We call these profile attributes the keywords of the
user. In this work, we focus on social networks based on keywords and study how
keywords can be effectively used to model and search in such networks. We make
two main contributions in this thesis.

First, we study the relationship between semantic similarity of user keywords
and the social network topology. We present a ‘forest’ model to categorize keywords
and define similarity functions between a pair of users. Based on that, we model
the social network topology and validate the model against a real life social network
graph.

Second, we study unstructured keyword based social networks and propose
an information flow model to disseminate keywords. Then, based on the given
information flow, we design and develop a search algorithm to find users who have
keywords, present in the search query, as part of their profile attributes. The
search algorithm is based on a linear combination of topological distance and trust
metrics. We observe an improvement in orders of magnitude when the search

algorithm is compared to breadth first search.
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In online social networks, users create a profile by setting some attributes that
help in characterizing the user. We call these profile attributes the keywords of the
user. In this work, we focus on social networks based on keywords and study how
keywords can be effectively used to model and search in such networks. We make
two main contributions in this thesis.

First, we study the relationship between semantic similarity of user keywords
and the social network topology. We present a ‘forest’ model to categorize keywords
and define similarity functions between a pair of users. Based on that, we model
the social network topology and validate the model against a real life social network
graph.

Second, we study unstructured keyword based social networks and propose
an information flow model to disseminate keywords. Then, based on the given
information flow, we design and develop a search algorithm to find users who have
keywords, present in the search query, as part of their profile attributes. The
search algorithm is based on a linear combination of topological distance and trust
metrics. We observe an improvement in orders of magnitude when the search

algorithm is compared to breadth first search.
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Chapter 1

Introduction

Social interactions form an integral part of the human behavior. With the advent
of the internet, a new platform has emerged for human beings to interact. A
whole range of online social networks (OSNs) like Facebook [1], Orkut 2], LinkedIn
[3], etc. have emerged that allow users to discover, establish and maintain their
relationships with others. Based on profile information and mutual interest, users
become friends and join communities on the social network that allows them to
interact and share information with each other. In this work, we focus on social
networks based on keywords and study how keywords can be effectively used to

model and search in social networks.

1.1 The Role of Keywords

In online social networks, users have to create a profile by setting some attributes
that help in characterizing the user on the social network. We call these profile

attributes the keywords of the user. These keywords not only define the interests,
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passions and other traits of a user but also allow users to become friends with
people sharing common attributes. An important property of social networks is
that people tend to have attributes similar to those of their friends. Moreover,
people adopt activities based on the activities of the people that they are currently
friends with, and they form new friendships as a result of their existing activities
[

In Davis Social Links (DSL) [5] 6], keywords are being used to develop a new
internet model. The current communication model on the internet depends on
the concept of ‘routable identity’, i.e. an identity is all we need to communicate
with the owner of the identity, e.g. IP address, email address, etc. The key idea
of DSL is to route packets from one network entity to another only via the social
network paths between them. Further, the social paths are based on the keywords
that are set by users as their profile attributes. Depending on the ranking of
social paths the receiver can efficiently prioritize incoming packets (or messages)
thereby having a better control over who can contact him. Thus, we can say that
DSL tries to mimic the communication model in our human society and leverages
online social networks for designing the next generation internet communication
model. Deriving motivation from the DSL model, we study the role that keywords

play in social networks from different perspectives.

1.2 Research Contributions

In this thesis, we address two important questions. First, how to categorize key-
words effectively so that they can be used to quantify the similarity between differ-

ent users and thereby how to model the social network? Second, how to disseminate
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keywords and search for users in an unstructured keyword based social network
(e.g. DSL)? We summarize the main research contributions made by this thesis in

the following subsections.

1.2.1 Social Network Model based on Keyword Catego-

rization

A user profile on an online social network is characterized by its profile entries or
keywords. We study the relationship between semantic similarity of user keywords
and the social network topology. First, we present a ‘forest’ model to categorize
keywords and define the notion of distance between keywords across multiple cat-
egorization trees (i.e., a forest). Second, we use the keyword distance to define
similarity functions between a pair of users and show how social network topology
can be modeled accordingly. Third, we validate our social network topology model,

using a simulated social graph, against a real life social graph dataset.

1.2.2 Information Flow and Search in Unstructured Key-

word based Social Networks

In online social networks (OSNs), user connections can be represented as a graph.
The network formed has distinct properties that distinguish it from other graph
topologies. In this work, we consider an unstructured keyword based social network
topology where each edge has a trust value associated with it to represent the
mutual relationship between the corresponding nodes. Users have keywords as
their profile attributes that have policies associated with them to define abstractly

the flow of keyword information and the accessibility to other users in the network.
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We also address privacy concerns as outlined in works on future OSN architectures.

Two key contributions are made in this part of the work. First, we develop
an information flow model to disseminate keyword information when users add
keywords as their profile attributes. Second, for keyword based queries, we design
and develop a search algorithm to find users with the specified keywords in their
profile attributes. It is based on a linear combination of topological distance and
trust metrics. It is also dynamic in nature such that it adapts itself for each
individual node during the search process. We observe an improvement in orders

of magnitude when the search algorithm is compared to breadth first search.

1.3 Organization

In chapter 2| we discuss the proposed social network model based on keywords.
We first analyze Facebook profiles to understand the keyword usage patterns and
then, develop the metrics for measuring the similarity between user profiles. This
work has been presented at the International Conference on Advances in Social
Networks Analysis and Mining (ASONAM ’09) [7] held at Athens, Greece in July,
2009 and appears in the conference proceedings.

Chapter [3| presents our proposed algorithms for information flow and search in
unstructured keyword based social networks. We compare the search algorithm
with breadth first search (BFS) for different keyword policies. We also present
a brief description of the search algorithms from the literature related to peer-to-
peer networks. This work has been accepted for publication in Workshop on Social
Mobile Web (SMW ’09) [§] to be held in conjunction with the IEEE International

Conference on Social Computing (SocialCom '09) at Vancouver, Canada in August,
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2009 and will appear in the proceedings of SocialCom ’09.
We conclude the thesis in chapter 4] with a summary of the results. Here, we
also discuss the possibility of combining both the techniques and the development

of new search algorithms.



Chapter 2

Social Network Model based on

Keyword Categorization

2.1 Introduction

In real life, individuals become friends when they share common interests or pas-
sions. Sociologists have termed this tendency of human beings as ‘homophily’.
Similarly, on online social networks (OSNs), like Facebook [1] or Orkut [2], users
establish friendships when they discover similar profile characteristics. The growth
of LinkedIn [3], a social networking website, demonstrates the impact of profile
information very well. Its purpose is to help people build professional networks
and find career development opportunities. Using LinkedIn, employers can look
into the profile information of users to search for potential employees. Similarly,
it helps employees look for potential employers. We feel that categorizing profile
information and correlating it with network topology constitutes an important step

towards the study of OSNs.
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Social networks is a widely researched area. Milgram [9] tried to ascertain if
people in the society are linked by small chains. He asked people to forward letters
to their friends who they thought were likely to know the target person. Thus,
people implicitly made decisions based on their view of the geographical location or
professional links of their friends and the associated likelihood of successful delivery
of the letter. Lattice Model [10] uses geographical distance, a user trait, to model
social networks. Models based on interest [I1] and hierarchy [12] have also been
proposed to model the friendship behavior of people. In Davis Social Links (DSL)
[5], the social map is defined on the basis of keywords that are set by social peers
as their profile attributes. Information transfer takes place only when a social path
exists between the end users. Thus, it seems that keywords will play an important
role in the development of future OSNs.

A typical user profile on an OSN is characterized by its profile entries (key-
words) like location, hometown, activities, interests, music, etc. It is important to
understand the use of keywords and how they can be used effectively to classify
content in OSNs. Consider the scenario, where a newcomer in the city, say Bob,
would like to find people interested in soccer. As he doesn’t know anyone yet, he
tries his OSN profile to search for soccer enthusiasts in the city but uses the word
‘football’” for the query. Though, both the words ‘soccer’ and ‘football’ can refer
to the same sport, Bob’s query returns no successful results because traditional
residents use the word ‘soccer’ for the game. The system fails to understand the
underlying semantic relationship between the keyword entered by Bob and profile
entries of other users. This shows the importance of extracting relationship(s) from
the diverse information provided by users.

Linguists have long been studying such relationships between words. Methods
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like Latent Semantic Indexing [13] explored semantics based relationship among
digital data. Similarity between users as a function of their topological distance
was studied in [14]. Here, we study the relationship between semantic similarity of
user keywords and the social network topology. First, we present a ‘forest’ model
to categorize keywords and define the notion of distance between keywords across
multiple categorization trees (i.e., a forest). Second, we use the keyword distance
to define similarity functions between a pair of users and show how social net-
work topology can be modeled accordingly. Third, we validate our social network
topology model, using a simulated social graph, against Facebook [1] data.
Section presents our findings on keyword usage patterns and discusses the
need to categorize keywords. Section describes the ‘forest’” model to categorize
keywords. Here, we also propose functions to quantify similarity between users and
a social network model based on those functions. Section [2.4] deals with the meth-
ods that we used to evaluate and validate our model. Section presents results
of experiments analyzing the proposed model and realistic data. We conclude in

section with possible extensions.

2.2 Why Categorize Keywords?

A typical profile on any OSN consists of numerous sections (e.g. Orkut [2] has
Social, Professional and Personal sections; Facebook has Basic, Education & Work
and Personal Information sections) that characterize the user. These sections are
further sub-divided into various fields, e.g. the Personal section on Facebook [1]
has Interests, Activities, Favorite Movies, Books, etc. as fields. We call the entries

in these fields Keyword(s) as they represent user attributes. To understand the
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keyword usage patterns we analyzed 1265 unique Facebookﬂ user profiles [15]. Most
of the fields contained proper nouns (e.g. movie names, albums, etc.) as entries,
hence, for all evaluation purposes, we restricted ourselves to keywords found in the

Interests (which contained words mostly from an English dictionary) field.
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Figure 2.1: Number of Distinct Keywords vs Keyword Frequency on log-log scale

We looked at the magnitude of information given by users and how keywords
can be processed to extract meaningful knowledge. On average, each user provided
5.8 keywords for the Interests field and the keyword set contained 1573 unique
keywords. To analyze the distribution of keywords, we plotted the number of
distinct keywords for a given keyword frequency on a log-log scale (see figure .
We divided the keyword frequency into four categories to represent keywords with
different frequencies (see figure [2.2)).

The trend line (solid continuous line) for the graph in figure shows an
exponential drop in the number of distinct keywords as the keyword frequency
increases. The distribution shows consistency with similar results on tag distribu-

tion over web applications [16]. It follows the Zipf’s Law because the occurrence

'We are thankful to Matthew Spear for providing us the Facebook data. Readers are directed
to [15] for details.
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frequency of a keyword increases as its popularity increases in the frequency list.
Thus, we can infer that most of the keywords entered by users are distinct. Figure
[2.2] also substantiates this observation as only 14% of the keywords belong to the
high frequency category. This means that only a fraction of keywords are repeat-
edly used by different users and a large percentage of keywords (44% of the total)

occur with very low frequency.

2%
= 20% High Freq. 2 100 Instances
= Medium Freq. 2 50 Instances

Hlow Freq. 2 15 Instances

14% mVery Low Freq. 2 1 Instances

m 44%

Figure 2.2: Keyword Frequency Distribution

Two important conclusions can be drawn using the above discussion. First, as
the number of unique keywords is large there may be some relationship between
these different keywords. This observation uses the fact that different topics in
which users are interested can be generalized to a small number as there are limited
‘community’ categories in OSNs. The large number of unique keywords must
also be related to these limited categories. Second, it is possible that the very
low frequency keywords (which constitute almost half of the total) aren’t very
dissimilar either with each other or to the other 56% of keywords due to the
extensive usage scope of English words. Thus, to develop a social network model
based on keywords, there is a need to explore the hidden relations among keywords
and to categorize them. For instance, in Bob’s case, if the OSN could understand

the relationship between ‘soccer’ and ‘football’ it might give better results for Bob’s

query.
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2.3 Social Network Modeling

In this section, we first describe a method of categorizing keywords in a data
structure to utilize the underlying relationship amongst them. Then, we define
functions to quantify the distance between keywords and similarity among social
peers based on the distance between their keyword pairs. Finally, we talk about

correlating social network topology with keywords using the similarity functions.

2.3.1 Forest Structure

We want a data structure that can help define distance between keywords by
capturing hidden relations between them. It must employ methods to clearly
distinguish between related and unrelated keywords. A single hierarchical structure
(e.g. by a modification of [12]) will be insufficient as it will fail to capture important
characteristics of keywords. First, it is not always possible to relate all the words,
e.g. ‘earthquake’ and ‘soccer’; in a single structure. The distance between such
unrelated words must come out to be relatively larger than that between related
words. Second, the data structure must capture all meanings of a word as it can be
used in different contexts (or in different syntactic categories). E.g., according to
WordWeb [17], the word ‘stern’ could mean ‘severe’ as an adjective and ‘rear part
of a ship” as a noun. We propose a forest structure to store keywords where each
tree in the forest contains related keywords. As a keyword could have more than
one meaning it could occur in different trees. This way, we use multiple hierarchical
trees (i.e. a forest) to measure distance between keywords.

Different methods could be used for arranging the keywords in the forest. A

method based on etymological relations can be used to construct the forest. For
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instance, in a language like English, which has been derived from Latin, Greek,
etc., most of the words have a root associated with them. Wordinfo [I8] lists
61,362 English words which have either Latin or Greek roots. A root word with
its derived words can be put in a single tree. E.g. the words ‘equine’ (horse),
‘equestrian’ (horse rider), ‘equestrienne’ (female horse rider) and ‘equestrianism’
(horsemanship) that come from the Latin root ‘equus’ (a horse) can form one tree.

All such trees taken together can form the forest.

Figure 2.3: Forest with two component trees

Another way is to place semantically related keywords in the same tree. E.g. a
tree can be made with the keywords related to ‘sports’. The next levels could
contain various sports like ‘football’, ‘racing’, etc., each having its own sub-tree.
Similarly, we can have another tree for all the countries under the keyword ‘United
Nations’ (or ‘UN’) as shown in figure . Since, ‘soccer’ is a hyponym of ‘football’,
Bob’s query will get better results as the semantic similarity between the two

keywords has been captured by this structure.
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2.3.2 Similarity Functions

Now we define the notion of distance between keywords based on the forest struc-
ture. Let there be t trees (11, T3, ..., T}) in the forest F. Consider two keywords K,
and K}, such that both of them belong to the same tree. Let LC' A be the least com-
mon ancestor of K, and Kj. Also, assume d(LCA, K,,) to be the depth of K, from
the LCA. E.g., in figure 2.3} if K, = soccer and K}, = racing then LC'A = sports
and d(LCA, K,) = 2. Let us also define the maximum of the distances of K, and
K from the LCA as dpca ie. dpoa(Ka, Kpy) = max(d(LCA, K,),d(LCA, Ky)).

Definition 1. If K; and Ky are two keywords, then the distance, D(K;, Ks),

between them is given as:

droa(Ky, Ky) af 315 s.t. Ky, Ky €T
D(Kl,Kg) — (21)

00 if no such T; exists

If more than one such T; exists, then the distance is set to the minimum of all the

corresponding drca’s.

If K and K, don’t have any relation then D(Ky, K5) is co. Also, the minimum
of all drca’s is used to account for multiple occurrences of keywords in F'. These
observations justify the benefits of a forest structure (as explained in section
over a simple hierarchical model to store keywords. A possible metric to define
the distance between two keywords could have been the sum of the depths of the
keywords from their LCA (i.e. D(Ky, Ky)=d(LCA, K,) + d(LCA, K5)). But, we
believe that to capture the distance between keywords from a generic common
point (i.e. the LC'A), max(d(LCA, K),d(LC'A, K5)) is more appropriate as ‘max’

function gives the farthest distance from the generic point.
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Now, we will define the similarity functions between social peers. Let the set
of nodes (or social peers) in the social graph be V. Assume that a social peer w
(€ V) has N, keywords and let K (1 <i < N,,) be his/her keywords. Consider
two peers u and v on the network. Let k(u,v) (N, x N,) be the total number of
keyword pairs that they have. Also, let n(u,v) be the number of keyword pairs

(K{, KY) such that Kj* and K} belong to the same tree in F.

Definition 2. For two social peers v and v on the network, the ‘weak similarity’,

s(u,v), between them is:

s(u,v) = (2.2)

Definition 3. For two social peers u and v on the network, the ‘strong similarity’,

S(u,v), between them is:

S e~ D(K}.KY)
1<iS Ny, 1<G<Ny

k(u,v)

S(u,v) (2.3)

We call the function s ‘weak similarity’, as it doesn’t take into account the
position of keywords in a tree, i.e. keywords with distinct distance values will
contribute equally towards the weak similarity. The function S is called ‘strong
similarity’, as it also considers the relative positions of keywords in the forest
as keywords with greater distance contribute less towards the similarity value.
Exponential function was a natural choice for the definition because it has a finite
value at the boundary conditions for D(K}, K}) (as e™® = 1 and e™> = 0).
The value of S(u,v) decreases as the distance between the keywords increases

implying that v and v share lesser interests or attributes. It may happen that
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strong similarity is numerically smaller than the weak similarity but still it is a
relatively more accurate definition as it captures more information. The similarity
functions could provide good parameters for performing decentralized search (e.g.
[10, 12, [19]) by finding similar friends in OSNs. They may also help in finding
potential friends and tackling the link prediction problem (e.g. [20]) in social

networks.

2.3.3 Social Graph

In this section, we formalize steps required to generate the social graph using the
similarity functions. Assume that two people ‘A’ and ‘B’ share many common
interests. It is likely that they know each other as they may have met somewhere
because of their common interests. In our model, keywords exactly represent the
interests or attributes of a social peer. Hence, if two people share many common
keywords (a high value of similarity) then it is likely that they may have a link
between them on the social graph. Formally, let the probability that a social peer
u is willing to establish a friendship with another social peer v be proportional to
S(u,v). We divide S(u,v) by >, S(u, w) (the normalizing constant) to obtain a

probability distribution.

Definition 4. The probability p(u,v) that u is willing to create a friendship with

v 18 gien by:

~ S(u,v)
p(u,v) = S S(w.w) (2.4)

We used the ‘strong similarity’ to define p(u,v) as it is a stronger indicator

of similarity. Note that p(u,v) # p(v,u) even though S(u,v) = S(v,u) because
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the denominators are different. This captures the fact that both peers might not
be equally interested in having a friendship with each other. Let the vertex set
V' contain a vertex for each peer on the social network. Consider two random
independent trials with probability p(u,v) and p(v, u) for the (u,v) peer pair. Join
u and v with an edge if both trials yield a positive result i.e. both peers want to
establish a friendship. Repeat the above process for all pairs of vertices to get
the set of undirected edges E. Then, G = (V, E) is the social network based on
keyword similarity among peers. Next, we talk about the techniques that we used

to evaluate the effectiveness of this social network model.

2.4 Evaluation Methodology

Now, we discuss the methods used to evaluate the above social network model.
We considered two networks and compared the similarity values to observe the
effectiveness of the ‘forest’ structure in correlating profile keywords with network
topology (corresponding results are given in section . One network represented
a realistic scenario (Facebook [I] data as mentioned in section while the other

was generated through simulation of our social network model.

2.4.1 Analyzing the Facebook Network

We used WordNet [21] as the database of English words to build the forest struc-
ture. It relates different words by using their sets of cognitive synsets. We used
a Java API [22] to look at the meronyms, synonyms, holonyms, hypernyms, hy-
ponyms, derived terms and set of similar words for a keyword. For a user u,

we allowed each of its keywords to build its own tree with semantically similar
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words. The lookup was continued recursively to a depth of three to get trees for
all keywords. Thus, we built trees of words which were interlinked by concepts and
meanings to form the forest structure (F,) for a user. Defining a set of general
keywords and expanding them to trees would have been a relatively more effective
way of capturing the characteristics of keywords. As that would have required help
from linguists, we adopted a rather simpler idea to construct the forest and thus,
term our results as preliminary.

Once F, was obtained, we checked if the keywords of other users belonged to
the trees of F,. If any such keyword was found (say for node v) then the value
of n(u,v) was incremented. This way we computed n(u,v) values for all possible
(u,v) pairs. The number of keyword pairs k(u,v) is given by N, x N,.. Then, from
n(u,v) and k(u,v), we computed the ‘weak similarity’ (s(u,v)) values between all
pair of users. The Facebook dataset had more than 1.5 million user pairs of which

7827 pairs where direct friends.

2.4.2 Analyzing the Simulated Network

In this section, we discuss how we generated a social network graph and determined
the ‘weak similarity’ among its users. The simulated graph had the same number
of nodes (1265) as the Facebook data. We assumed a keyword set of 1500 distinct
keywords. To mimic a realistic scenario, we used Zipf’s distribution to inflate the
keyword set to a pool of 6400 keywords such that it contained multiple copies of
some randomly chosen keywords. Each user was assigned 6 distinct keywords on
an average from the inflated pool.

To generate the forest F', we sub-divided the pool of unique keywords into 185

trees. The trees had different numbers of keywords and varying depths to simulate
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User | Interests

A | wakeboarding, softball, fishing, jesus,
god, learning, backpacking
B | running, hiking, hurricanes, tornadoes
C | basketball, dancing, shopping, pictures
7 | running, soccer, tennis, foosball, hiking,
knitting, art, tea, lime , pie

Table 2.1: Sample Users with Keywords

User | k(Z,User) | n(Z,User) | s(Z,User)
A 70 4 0.057
B 40 5 0.125
C 40 8 0.200

Table 2.2: Weak Similarity with respect to Z

real semantic relations of words. Forest F' allowed us to compute ‘strong similarity’
values, S(u,v) for users u and v, across different user pairs. Once S(u,v) values
were known for all user pairs, the probability p(u,v) (as defined in Equation
was determined. When p(u,v) and p(v,u) both were above a minimum threshold
value (@), an undirected edge (i.e. friendship) was established between nodes u and
v. Since p(u,v) # p(v,u), an edge was established only when both peers satisfied
the minimum interest level, i.e. when p(u,v) > 6 and p(v,u) > 6. In this way,
we got the social network graph, G = (V| E), according to the model presented in
section Once the social graph G and the forest F' were known, we computed

the ‘weak similarity’ values across all pairs of nodes.

2.5 Results and Discussion

In this section, we present the results obtained from the analysis of the real and

simulated networks. First, let us look at four Facebook users with their keywords,
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for the Interests field (table . All the users are interested in some type of
sporting events. We compare the results of the ‘weak similarity’ of the first three
users with the user Z in table 2.2 It can be seen that s(Z, C) is maximum even
though Z and C have fewer keyword pairs (k(Z,C) = 40). This is because their
profiles match for keywords which can be derived from ‘athletic sports’ (e.g. pairs
formed from basketball, dancing, running, soccer, tennis, etc.). Also both are
interested in arts (C' has ‘pictures’ and Z has ‘art’) implying that Z has more
common interests with C' than with A or B. A and Z are least similar as A is
mostly interested in water sports (and not athletic sports as Z) and doesn’t share
any other common interest with Z even though they both have a large number
of keyword pairs. This shows the effectiveness of characterizing keywords using
semantic relationships and that the content of keywords becomes more important

than their number for finding similarity values.

——Simulated Network

—a—Facebook Network

Weak Similarity Values: s(u,v)

NA B H P \.3: \@ '\q‘o q}@ qg;o ‘b%‘o @Q (0,50
Number of Keyword Pairs: k(u,v)

Figure 2.4: s(u,v) vs k(u,v): All User Pairs

Figure shows the variation of weak similarity, s(u,v), with the number of
keyword pairs, k(u,v), for the real and simulated networks across all user pairs.

The pattern followed by curves of both the graphs seems to be similar in nature,



2.5 Results and Discussion 20

suggesting that our social network model is successful in mimicking behavior of
the realistic data. Thus, we can say that our model seems to be an effective
way to analyze social network topology. A more rigorous analysis using strong
similarity would be desirable but we don’t do that as the forest structure has not

been prepared yet which will require help from linguists.

30
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Figure 2.5: n(u,v) vs k(u,v): Direct Friends

The variation of the number of keyword pairs belonging to the same tree,
n(u,v), with different number of keyword pairs, k(u,v), for user pairs that are
direct friends is given in figure . The curve shows that n(u,v) increases propor-
tionally with k(u,v). This indicates that the weak similarity between user pairs
is independent of the number of keyword pairs. From here, we can conclude that
no user can successfully alter the similarity value with other users by inflating his
profile with unnecessary information. Thus, similarity functions can provide good

metrics, which are immune to irrational user activity, to model friendship behavior.
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2.6 Conclusion and Future Work

In this chapter, we studied the importance of categorizing keywords and defined a
‘forest’ structure to quantify the similarity between seemingly unrelated user profile
information available on OSNs. Based on the similarity functions, we formalized
a model of social network topology. We evaluated the effectiveness of our model
by simulating and comparing it with a realistic dataset and preliminary results
show that our model faithfully emulates the behavior shown by the real OSN. This
led us to conclude that the use of keywords is an effective way of modeling and
analyzing OSNs. Our model also provides good metrics, immune to irrational user
activity, to model friendship behavior.

In future, we would like to explore better methods, based on machine learning
techniques, to construct the forest structure. The forest structure may have to
be iteratively updated if one could empirically find potential relations between
keywords in different trees using statistical methods. We also intend to gather
more real OSN data and analyze that data to form a deeper understanding of
the correlation between profile keywords and the social network topology. Also,
we would like to study the variation of similarity between user profiles at different

topological distances and over different times to address the link prediction problem

in OSNs.
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Chapter 3

Information Flow and Search in
Unstructured Keyword based

Social Networks

3.1 Introduction

In online social networks (OSNs), user connections can be represented as a graph.
The network formed has distinct properties that distinguish it from other graph
topologies. E.g., it has high average node degree, high value of clustering and
displays small world properties [23, 24]. For accurate results, these properties need
to be considered during analysis of OSNs. For instance, when a user searches
for other users (or user characteristics), the network’s search scheme may have to
search and sort through a large set of results even at small topological distances.
Additionally, users consider search results relevant based on their position in the

network rather than globally relevant results.
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In this work, we consider an unstructured keyword based social network topol-
ogy where a link between two nodes represents friendship between them. Each
edge has a trust value associated with it to represent the mutual relationship be-
tween the corresponding nodes. Users have keywords (profile attributes) as their
characteristics which have policies associated with them to define abstractly the
flow of keyword information and the accessibility to other users in the network.
Such keyword based social networks, which try to mimic human behavior, could
potentially be used for internet routing [5l, [6]. For instance, assume that Bob has
an interest in soccer. He would like to establish a contact with someone who is
also interested in soccer. His natural tendency would be to check if any of his
direct friends plays soccer. Even amongst them, he would prefer those friends with
whom he shares a closer (more trustworthy) relationship. Then, if he wants to find
more soccer playing people, he would go to his friends of friends, etc. Keyword
based social networks try to incorporate this real life human social behavior in
OSNSs through the use of keywords by allowing communication only through the
available trustworthy social paths.

This chapter makes two key contributions. First, we develop an information
flow model to disseminate keyword information when users add keywords as their
profile attributes. To address privacy concerns as outlined in works on future OSN
architectures [25], 5], [6 26], we restrict the identity of users during information flow
to only their direct friends. Beyond that, even though information about keywords
is allowed to flow, the identity of users is not propagated. Second, we design and
develop a search algorithm based on keyword information. The search problem
is broadly defined as the scenario when a user queries with a set of keywords to

contact other users (termed as targets) who have all those keywords as their profile
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attributes. In real life, as with Bob, people first seek information from their friends,
then friends of friends and so on. Also, people tend to inherently grade their friends
based on the mutual relationship that they share with each other. Keeping this
in mind, we aim at finding a subset of these targets which are topologically closer
to the querying node and have high trust on the edges connecting them to the
querying node. We believe that our contributions can be applied to other network
applications such as peer to peer networks or mobile social networks that may show
graph properties similar to an unstructured social network.

When knowledge about users and their keyword information is available to
each individual node, aided by a centralized system (like Facebook, Orkut, etc.),
then the search problem reduces to sorting through a list of targets who match
the set of keywords in the query and construct the good result set. Here, we
broaden the scope to consider future OSN architectures [25, [5] with a decentralized
architecture where no node has access to complete information about all users. For
these decentralized settings, searching for targets becomes a challenging problem.
Further, the unstructured nature of the network increases the difficulty. Simplest
would be to broadcast the network with queries till all possible targets are found,
but this is inefficient and unscalable. Other decentralized search techniques based
on either breadth first search or random walks are also not good candidates as they
don’t utilize the level of information available, in the form of user keywords and
their policies, in a keyword based social network. The search algorithm we present
utilizes the information available in the keyword based social network as it looks
for targets. It uses a linear combination of two primary metrics: a distance metric
to find topologically closer targets and, a trust metric to find paths with high trust

values between the querying node and the target. It is also dynamic in nature such
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that it adapts itself for each individual node during the search process.

We describe the unstructured keyword based social network model in section
3.2 Section [3.3) presents the proposed model for information flow in the social
network. Here, we also discuss how to maintain recent information and address
the privacy concerns of users. Section [3.4]describes the search algorithm and how it
adapts itself for different nodes. Section [3.5]deals with the setup used for evaluation
and results are presented in section [3.6] Section [3.7] covers the related work in this

field. Finally, we conclude in section [3.§ with possible extensions.

3.2 Background

Here, we focus on unstructured keyword based social networks where the user
topology is represented by a set of nodes and edges. Let the social network be an
undirected graph G = (V, E), where V represents the set of nodes in the social
network and F is the set of edges between the vertices in V. A link exists between
nodes ¢ and j if both the nodes want to be friends with each other. Each edge has
a trust value associated with it to represent the mutual relationship between the
corresponding nodes. The concept of trust can be generalized to include different
models, that characterize different friendship levels [27], such as the frequency or
quality of interactions, privacy settings during information sharing, etc. The value
of trust lies between 0.0 and 1.0 with a higher value representing more trust.

In a keyword based social network, users are characterized by keywords [0} [7].
A node v declares its Profile Attributes (KFA") which is a set of keywords and
each keyword has a policy associated with it [5]. Each node also has another set

of attributes called the Friendly Attributes, K" that is the set of keywords that
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v receives from its friends. The Profile Attributes represent the information that
the user wants other users to know about itself whereas Friendly Attributes is the
information that the user receives from other users. The policy definition in [5]
uses a broader definition based on subjective parameters that is beyond the scope

of this work. Here, we consider the policy for a (profile attribute) k of v as a tuple:
Vk € KP4 JPolicy(k) = [D, T]

where, D is the maximum distance (in hops) of nodes from whom v is willing to
get contacted with k as the keyword and, T is the minimum trust that each link

must have from the query-issuer to v on the social path.

° K1[1,0.2]

K1[2,0.1]

Figure 3.1: Example of the community based social network

Figure [3.1] shows an example graph for the given framework. Nodes F' and G,
each sets keyword K1 and E sets K2 as their profile attribute with the policies
shown. For simplicity, assume that all links have a trust value higher than 0.5.
The ovals show the nodes to which the keywords will be propagated depending on
their policy during the initial information flow phase. A user u can issue a query
with keywords @ from KI4® which will enable him to establish contact with

other users who have all the keywords in (), as their profile attributes. The set of
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potential targets for a querying node u is defined as: Targetspoentias = {v:v € V
where Vk € Qy, k € KPA" && wu satisfies Policy(k) set by v}. E.g., when node
A issues a query Qp = {K1}, Targetspoentiar = {F, G} and if node B issues the
same query then Targetsporentias = {G}. Returning to Bob’s example from the
introduction, he can issue a query with Q;, = {soccer} assuming soccer € KE4%.
Targets would be all users who have ‘soccer’ as their profile attribute such that
Bob satisfies the policies set by them. Bob can reach the targets through those
of his direct friends who have ‘soccer’ as their friendly attribute implying that
there exists a social path through them. Bob can also issue more specific queries.
E.g., Qr = {soccer, Davis C'A} if he wants to find soccer playing users in the city
of Davis in California.

To find all the potential targets a search algorithm may have to inspect a huge
number of nodes, due to the high node degree and clustering coefficient, making
the search process impracticable. Thus, it would suffice to find good targets from
Targetspoentiat Where a target is defined as good when the path connecting it to the
querying node is small in length and has high trust on the edges. The definition of a
good target has been kept at an abstract level since its tough to quantify goodness
owing to its subjective nature from a querying node’s point of view. Results and
targets describe the same concept and have been used interchangeably. In the next

sections, we develop an information flow model and a search algorithm to find this

subset of targets.
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3.3 Information Flow Model

Once a user joins the network and adds keywords as his Profile Attribute(s), in-
formation needs to be propagated in the network so that other users can search
and contact him. The information flow model primarily needs to satisfy three
conditions while spreading the profile attributes. First, it must propagate the in-
formation properly using minimal resources. Second, it must address the privacy
concerns of users [26]. Finally, it must ensure that nodes maintain the most re-
cent information i.e. information about changes in friendship(s) or keyword policies

must be propagated to nodes quickly.

3.3.1 Keyword Propagation Process

When a user v adds a keyword K in its Profile Attributes with policy P(K) =
[D, T}, the keyword has to be propagated to other nodes. Other nodes receive this
keyword and store it as a Friendly Attribute. Information is spread out in the
form of propagation messages where the structure of a propagation message is as
follows: (PID, Keyword, Hops,emaining, HOPScovered, 1TTust), where PID repre-
sents the propagation identity, Keyword is the keyword that is being propagated,
Hops,emaining 15 the number of hops that still need to be covered, Hopscoperea is the
number of hops that have been covered so far and Trust is the trust that was set
in the policy by the node who added the keyword. PID is a randomly generated
large binary string and we assume that the number of bits in PID are sufficiently
large so that the probability of two different nodes generating the same PID for
the same keyword is negligible. The motivation to use PID is to avoid searching

or propagating around cycles in the graph which could be numerous owing to the
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high clustering coefficient. PID makes sure that a propagation message does not

go around a cycle from both directions and thereby avoids unnecessary messages.

Keyword | Propagation Data Friends
K {PIDy,Hry,Hec,, Ty} | Fy, Fy, F}

{PIDy, Hry, Hcy, T3} | Fy, F)y

Ky {PIDg, Hre, Heg, Ts} | Fi, F3, Fy

Table 3.1: Keyword Forwarding Table

Each node w € V maintains a Keyword Forwarding Table, F'T;,, to store which
keywords (along with their propagation data: Hr represents Hops,emaining, Hc
represents HopScoperea and T is the Trust) it has propagated to which of its direct
friends so far. Table [3.1] shows an example of the keyword forwarding table. It
shows that keyword K; was propagated to four direct friends by w and it was
propagated to Fy with two different policies (see below for explanation).

When a node gets the same keyword to propagate with different propagation
data, it needs to decide if it should forward (and to which of its friends) the
keyword with the newer policy because if the new data has already been covered
(or included) in earlier propagation data then sending the new propagation message
is unnecessary. We say that propagation data 1 is non-inclusive of propagation data
2 if

((AHr>0) || (AT <0) || (AHe<0))

where, Ax = x5 — z;. If the new propagation data says that more hops are
remaining or the new trust is lower, then the keyword needs to be propagated
again. If the new message has covered fewer hops then the keyword also needs to
be propagated to store correct search information (section .

Consider the scenario when wu receives a propagation message from v. It will
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Algorithm 1: Processing Propagation Message

[ .

® N O ooks Ww

10
11
12

13
14
15
16

17

18
19
20
21
22
23
24

Input: v sends prop. message (pid, K, hr, he, T) to u
if (K € FT,) && (pid € FT,)) then

)

Ise

if new prop. data non-inclusive w.r.t stored prop. data corresponding to
pid then

update {pid, hr,hc, T} in FT,;
update search information;
foreach (friend z (# v) of u) do
if ((hr > 1) && (Trust,, > T)) then
send (pid, K,hr — 1,hc + 1,T) to z;
L add/update z (for pid) in FT,;

else drop message;

Ise if ((k € F'T,) && (pid ¢ FT,)) then
foreach (friend z (# v) of u) do

if new prop. data non-inclusive w.r.t all stored prop. data
corresponding to z then
add {pid, hr,hc, T} and z to FT,;
update search information;
if ((hr > 1) && (Trust,, > T)) then
L send (pid, K,hr — 1,hc + 1,T) to z;

else drop message;

add K and {pid, hr, he, T} to FT,;
update search information;
foreach (friend z (# v) of u) do

if ((hr > 1)&&(Trust,, > T)) then
send (pid, K, hr — 1,hc+ 1,T) to z;
add z (for pid) in F'T,;

process the message using Algorithm [I The main step is to see if the new propa-

gation data has already been included for each friend or not and then forward the

message accordingly. The search information that needs to be updated (steps [4]

and [20)) will be discussed later (section [3.4.1]). To initiate the propagation of key-

word K with policy P(K) (= [D,T]), a node generates the propagation message
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(pid, K, D,0,T) and processes it according to Algorithm [I]

3.3.2 Identity Privacy Issues

To respect privacy requirements, any social network model and corresponding ap-
plications must be designed so that user privacy is protected as information flows
within the graph. Our design of message propagation removes the identity of users
as their information flows deeper in the graph, i.e. at distances further away from
their direct friends. The keywords, propagation data and PID’s are stored but
they are insufficient to reveal any relevant information about the people who are
not direct friends of the user. As the identity of only the direct friends is stored, the
network has the capability of supporting both anonymous and identified messages
(depending on the application) without compromising the privacy of users making

the message propagation model more general and suitable for wider use.

3.3.3 Information Maintenance

As friendships change, the topological structure of the graph changes. Policies of
individual keywords may also be changed by users. Such updates should also be
reflected in the information that is stored by users. Thus, the information flow
process must notify nodes about such updates so that each user has access to the
latest information. To account for such scenarios, we introduce the concept of
timely updates for propagated keywords that have flowed into the network. Each
node will send beacons (which could be the (keyword, PID) pair) after a certain ot
time to tell other nodes that the corresponding keyword still exists in the network.

Thus, nodes need to store only that data which was received within the last dt time.
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If a node wants to change the policy it can generate a new PID and propagate
the keyword again. The data stored for the earlier PID will be removed by other
nodes as they will not get the beacon anymore. Nodes can use the forwarding table
to forward beacons to other nodes. This process not only takes care of updated
link topology but also makes sure that nodes have the most recent information
about friendly attributes and their policies. The numerical value of 6t will depend
on the underlying physical network and the application and hence, is beyond the

scope of this work.

3.4 Search Algorithm

In this section, we design and develop an algorithm to search in the keyword based
social network. The search algorithm is composed of three key components. First,
it uses a linear combination of a distance metric and a trust metric to define the
‘value’ of a direct friend. Second, a threshold function that helps in dynamically
pruning the network. The last component is the query message processing algo-

rithm.

3.4.1 Selecting Topologically Closer Nodes

In real life, people seek information first from their friends, then friends of friends
and so on. We model this scenario by giving precedence to targets that are topo-
logically closer to the querying node. In order to decide which of the direct friends
of a node will be suitable to route queries in terms of distance, the node stores in-
formation about the distance traveled by received keywords to make an intelligent

decision.
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Keyword | Max. Hops | (Friend, Min. Hops)
K Hmazx™ (Fy, Hming}), (F5, Hmin}!)
K, Hmax™? (FQ,Hmin%), (F6,Hmin§62)

Table 3.2: Keyword Received Table

Each node w stores a Keyword Received Table, RT,,, in which entries are in-
dexed by keywords. For each keyword k, we define Hmaz* as the farthest distance
covered by k as it traveled from nodes (who added k as a profile attribute) to w.
This value is updated whenever a new propagation message for keyword k comes
by comparing the stored Hmaz* with the Hops.operea field of the message and
updating Hmaz* with the greater value. Also, the node stores which of its direct
friends forwarded the keyword to it. For each such friend, say F', the hops of the
closest target (Hmin%) reachable through F with keyword k is also stored. Hmin'.
can be updated during the propagation process (steps , and in algorithm
1)); if the Hopscoperea for the propagation message from F' with keyword k is less
than Hmin% then the value is updated. E.g., table shows that w received
two keywords (K7 and K,) from its direct friends during the propagation process
and it stores the corresponding Hmaz®' and Hmaz®? for each keyword. It also
stores Hmin® values for each keyword for all direct friends who propagated that
keyword. As with the Forwarding Table only the information from the previous ot
time is stored in the Keyword Received Table.

To differentiate between direct friends of a node w, we define the distance value

as follows:

Definition 5. The distance value for a direct friend u of w who forwarded all the
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keywords in a keyword set Sy to w is:

k

minges, Hmaz® — maxyes, Hmink

(3.1)

mingeg, Hmaz*

For a set of keywords the maximum of Hmin’s needs to be taken because no
node before that distance exists which propagated all the keywords in Sj. Similarly,
minimum of Hmax is taken for a set of keywords as no node after that distance can
exist which propagated all the keywords. A higher distance value for a friend tells
that there is a better chance of finding a target close by through this particular
friend. If paths of different lengths exist to the same target then the distance value
will be higher for those direct friends through whom shorter paths exist. The
distance value has been normalized w.r.t to the farthest target and it lies between

0 and 1.

3.4.2 Selecting Trustworthy Nodes

The next step towards finding a set of good results is to probe edges with high
trust value between the connecting nodes. To achieve this we define the scaled

trust function.

Definition 6. The trust value for a keyword set Sy for a direct friend uw (which

forwarded all the keywords in Sy) of w is:

Tw u

TV(U, Sk) = TS’“

(3.2)

where Ty, is the trust of the (w,u) link and T5%_ is the maximum trust amongst

all friends of w from whom it received all the keywords in the set Sk.
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The scaled trust defined above orders all those direct friends which forwarded
all the keywords in Sy to w. This naturally helps w to find targets through those
friends with whom he/she shares higher values of trust. We have used scaled trust
to normalize the value. Next, using the two parameters defined so far, we discuss

how a node can query the network for targets.

3.4.3 Querying with Keywords

Now, we describe the querying process that a user uses to search for targets. Nodes
consider two important factors as they route query messages through the network:
a) Value of Friends b) Threshold Function. The first parameter helps a node to
determine the value of direct friends while the second parameter dynamically sets

threshold values so as to reduce the number of edges the algorithm needs to inspect.

Definition 7. The value for a keyword set Sy for a direct friend u (which forwarded

all the keywords in Si) of w is:

V(u, Sg) = p x DV (u, Sg) + (1 — p) x TV (u, Sk) (3.3)

where p lies between 0 and 1.

The parameter p decides the relative weight that is given to scaled distance
value and to scaled trust value. Thus, if some application requires those paths
which are very close to the querying node then it can set p close to 1 and if
more precedence is given to trustworthy paths then p can be set close to 0. The
structure of a query message is as follows: (QID, Qk, Timin, HopSdone, Hopsiest)
where QID is a randomly generated binary string, )y is the set of keywords used

for querying, T, is the minimum trust on the path that has been traversed by the
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query message so far, HopsSgone is the number of hops that the query message has
traversed and Hopsey: is the number of hops left for the message to travel. QID is
the identity of the query and helps in distinguishing between different queries. Each
node u also stores the QID’s (and the corresponding direct friend who forwarded
that @QID) that it has processed in a table (QID,) to avoid processing the same
query multiple times.

Now, when a node processes a query with a particular keyword set, it needs to
decide to which of its direct friends it should send the query to. We propose that
the query should be sent to only those friends whose ‘value’ is above a threshold
value (©). The threshold value is crucial to the behavior of the search strategy as
it helps decide how aggressively the searched network is pruned. As the degree of
nodes could vary drastically, a system wide constant value would prove insufficient
to meet the requirements of the query algorithm. Hence, we model the threshold
value to be a function of degree rather than a constant value. Consider a peer
u on the social network and let us assume that N@* friends of u forwarded the
keywords in @ to u. A static value of threshold may be significantly higher or
lower than the ‘value’ of majority of friends in N@*. This may lead either to drastic
pruning or generation of excessive query messages, ultimately degenerating the
search process. The threshold value should dynamically adjust itself according to
the “value’ of the friends of u in N@*. This will make the algorithm adaptive where
each node calculates the threshold depending on its degree and the characteristics

of its friends. Thus, we propose the threshold to be dependent on N@ for the
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node u.

O(u, Qi) = max V(w,Qx) — f(NZ*)x

wENgk
(max V(w,Qr) — min V(w,Qk)) (3.4)
wGNEk weN, "

where the function f should be such that f(1) =1, lim o, f(NS*) =0 and it
should be a monotonically decreasing function. This ensures that as N9* increases
the threshold approaches the maximum ‘value’ reducing the number of friends to
which the query needs to be sent. The function f decides the extent to which
the search tree is pruned and hence, we call it the Pruning Function. The whole
class of functions g(x) = 27P for p > 0 satisfy the conditions of the pruning
function. When p = 0, f(N%) will always set the threshold value to the least
possible ‘value’ giving the breadth first search (BFS) mechanism. As p increases
the threshold value reaches the maximum ‘value’ at a faster pace, pruning the
search tree more drastically. Thus, by varying p we get many pruning functions

with varying slopes.

Algorithm 2: Processing Query Message

Input: v sends query message (qid, Qy, T)n, Hq, H;) to u

1 if (¢id € QID,) then drop message;

2 else

3 add qid to QID,;

4 | if ((Qp C KPAY) && (Vk € Qg, [Hy+ 1,T,,] satisfies Policy(k),)) then
send success message to v; /* u is a target */

5 if (H;, > 0) then

6 foreach (friend z (# v) of u such that z sent the keywords in Q) do

7 if (Trust,, <T,,) then T,, < Trust,,;

8 if (V(z,Qr) > O(u,Qy)) then

9 L send (qid, Qg, Trn, Hy + 1, H, — 1) to z;
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When a node u receives a query message from node v, it determines the ‘value’ of
each direct friend, the threshold value and then processes the query message using
Algorithm [2 Once a target is found, a success message is generated which goes
back to the query-issuer (user QID table, QID,, helps in deciphering the reverse
path) and this completes the search process. To initiate a query, the querying
node sets QID to a new qid, Q. to the set of query keywords, T, to 1 (maximum
allowed value), Hopsgone to 0 and Hopsjes: to H; (maximum hops to which it wants
to search) generating the query message (qid, Qy, 1,0, H;). By checking the ‘value’
of a node with a threshold and sending the message to only those friends which

are above the threshold, we achieve the following benefits:

e This reduces the number of messages sent in the network. Aggressively prun-
ing the search tree and reducing the load on the network helps in making the

unstructured social network more scalable.

e The ‘value’ function chooses those targets that are topologically closer and
uses links which have high trust returning good results amongst all obtainable

results.

Analytical methods to analyze such designs are difficult to develop due to the
lack of structure in the social network and the presence of multiple parameters in

the algorithm. Thus, we use simulations to evaluate our algorithm.

3.5 Simulation Methodology

The evaluation methodology consists of four steps: generation of graphs with prop-

erties of social networks (high average values of node degree and clustering) as well
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as small world properties (low diameter), distribution of trust among the edges,
assignment of keywords to user nodes with corresponding policies and their prop-
agation and finally, issuing queries from a set of nodes to see how the algorithm
performs. We assumed that the time taken by the graph topology to change or for
a user to update keywords and/or its policies is much greater than the time taken

to search for a query. Thus, for simulation we used a static graph environment.

3.5.1 Graph Generation

In this work, we used a graph of one thousand nodes using the model given in [28§]
with properties observed during the measurement of existing online social networks
[23, 24]. The properties of the generated graph are: average node degree = 18.63,
diameter = 5 and clustering coefficient = 0.399. The small value of the diameter,
high average node degree and high clustering coefficient emulate the properties
possessed by realistic OSN graphs. Due to time considerations, we evaluated a

graph of one thousand nodes only as a preliminary evaluation step at this stage.

3.5.2 Trust Distribution

The next step was to model the trust distribution among the edges. The classifica-
tion of trust values and its distribution have been taken from [27]. The trust values
are broadly classified into five categories: ‘Blind Trust’, ‘High Trust’, ‘Medium
Trust’, ‘Low Trust” and ‘Don’t Know’. We assigned a value of 0.9, 0.7, 0.5, 0.3 and
0.1 to each category respectively. The highest value of trust (‘Blind Trust’ = 0.9)
signifies high trust among the nodes while the lowest value (‘Don’t Know’ = 0.1)

implies the presence of negligible trust. The edges were picked randomly to assign
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the trust values. The number of edges assigned to each category was based on the
survey results presented in [27] where the final values of distribution are given as

19.28%, 12.27%, 34.35%, 25.95% and 8.15% respectively.

3.5.3 Information Propagation: Keywords and Policies

We set our information propagation process into two environments by varying
the depth in the policy to see how the search algorithm performs in each of the

environments.

e Restrictive Policy: In this case, all users uniformly set the policy associated
with each keyword. When a keyword is added by a user, the maximum
depth value (D) is set to 2, i.e. a keyword can travel from its originator
to a maximum of two hops. The choice of two hops for restrictive policy
is significant as it represents the ‘friend of a friend’ radius. This policy
represents the case when users are very restrictive about their information

being propagated in the network.

e Liberal Policy: When users are allowed to set any policy for keywords. Here,
when a keyword is added by a user, a random integer between zero and
diameter of the graph is set as the depth value in the policy. This helps
us to observe the performance of the algorithm in a more realistic situation
where some people are private in nature and concerned about who gets to
access any information about them (and thus, set the depth value to 1 where
only direct friends can access the information) whereas other people let their

information be accessible from many hops away in the network.
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We next assigned to each keyword the weighted average of the trust values (that
came out to be 0.4828) of the edges, as its policy, so that it uniformly propagates
throughout the network. We randomly selected 100 nodes from the graph and
initiated the process of keyword addition to these nodes and then propagated

those keywords using Algorithm [I}

3.5.4 Query Distribution

Since, the search algorithm dynamically sets the value of the threshold by looking
at the node degree and by applying the pruning function, query nodes must be
selected so they are representative of the various node degrees in the network.
Thus, we sorted the nodes according to their node degree and picked 100 nodes
with their degrees ranging from the minimum node degree (14) to the maximum
node degree (26) of the generated graph. For each of the query nodes, we started

the search algorithm and analyzed its behavior.

3.6 Results

We analyzed the performance of the algorithm by comparing the number of query
messages generated and the number of targets found for three different pruning
functions at different values of p and hops with the corresponding values for BF'S.
The pruning functions were obtained by setting p to 0.5, 1 and 2 such that f(N&*)
=1/ VNG , 1/N@ and 1/(N@*)? respectively. Different values of p were used
to achieve different levels of pruning with p = 0.5 giving minimum pruning and
p = 2 giving maximum pruning. We modeled BF'S by setting p = 0 in the pruning

function. Results have been normalized and averaged over 100 queries.
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3.6.1 Performance at various p values

We varied p between 0.00 and 1.00 to obtain different linear combinations of dis-
tance and trust metrics. Figures [3.2] and [3.3] show the results for the networks
with restrictive policy and liberal policy respectively. Figure |3.2a] shows that the
number of query messages sent during BFS is ~121 while in the worst case eval-
uation of all pruning functions, the number of query messages is ~12, showing a
significant reduction in the number of query messages generated. Similar observa-
tions can also be made from figure as the number of messages sent per query
drops by orders of magnitude as compared to BFS. Here, the number of query mes-
sages is relatively larger as compared to figure because due to liberal policy,

keyword(s) travel longer distances in the network.
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Figure 3.2: Network with restrictive propagation policy

Figures and show the targets found per query message for both the
networks. The peak values observed for pruning functions are 0.5 and 0.135,
whereas the corresponding values for BFS are 0.1 and 0.005 respectively. This

means that our algorithm is much better at converting a generated query message
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to a successful probing message.
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Figure 3.3: Network with liberal propagation policy

We also observe that for extreme values of p i.e. when distance or trust are
considered separately, there is a sharp dip in the performance. For values of p
between 0.50 and 0.75, the performance attains the peak level showing that a
balanced combination of distance and trust metrics is best. We skip mentioning

the absolute number of targets found as that can be determined from sub-figures

of figures [3.2] and [3.3]

3.6.2 Performance at various hop values

All results in this section are given for targets found within different hops. We start
by explaining the expected behavior of the algorithm. Let’s assume that there are
t potential targets when we probe the network till first hop. BFS should report
each of these as it does not differentiate between their ‘values’ (definition[7)). Since,
the search algorithm differentiates between the values and adjusts the threshold

to prune, it should return only a subset of these targets. This differentiation is
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based on trust of the edges as distance metric is the same for all of them and
contributes equally towards the ‘value’. Thus, the final subset should contain a
fraction of t. When the search process probes up to two hops, such differentiation
should continue and targets who have high trust on both the edges on the path
connecting them to the querying node should be returned whereas BFS will again
return a much larger set. The number of targets found at the second hop should
increase when compared to the number of targets found till the first hop. But, the
number of targets found as fraction of the number of targets found by BFS should

decrease at second hop. This trend should continue while searching up to higher

hops.
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Figure 3.4: Analysis of network (liberal policy) for varying hops

The expected behavior can be observed from table [3.3] and figure [3.4al For
pruning function with p = 0.5, the number of targets found using our algorithm
are 0.73 and 1.68 at first and second hops while BFS finds 1.39 and 7.27 targets
respectively (see table for other hop values). The corresponding % values when
considered as fractions of BFS are ~52.5% and ~23.1% (figure [3.4a). The number
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of targets found for pruning functions with p = 1 and p = 2 are the same (table
. An important feature of our algorithm is that it finds these targets with
significantly fewer query messages than BFS (see figure [3.4h). For instance, at
first hop, the number of targets found per query message vary in the range of 0.13
to 0.17 for different pruning functions which is much higher than the value of 0.004
observed for BFS. The same trend continues at higher hops. The trend line falls
for all cases at higher hops because of the exponential growth in the number of

probed links (table [3.3)).

Hop Values — 1 2 3 4
Pruning Function | | QM TF QM TF QM TF QM TF
F(NGr) = 1/\/N52’c 542  0.73 || 16.71 1.68 34.83 2.56 58.15 2.80
f(NE*) =1/NZ- 3.95 0.71 949  1.39 15.86 1.84 20.93 1.94
FINGY=1/(N@9)Z | 387 071 923 139 1527 184 | 20.10 194
BFS (f(NZF) =1) 31.77 1.39 || 448.88 7.27 || 3116.83 28.06 || 17861.28 34.80

Table 3.3: Query Messages and Targets Found per query at different hops for the
network with liberal policy and p = 0.5

In all graphs, it can be seen that as the denominator of the pruning func-
tion increases, the absolute number of results obtained decreases while the targets
found per query message increases. This is because the search tree is pruned more
effectively leading to fewer query messages. Thus, the pruning function decides
how much of the network has to be searched. Depending on the steepness of the
pruning function, the curve of these graphs may change but relative differences be-
tween values observed for BFS and pruning functions will remain, demonstrating
the efficiency of the algorithm. We refrain from comparing the performance of our
algorithm with other related works (section as they either use structured net-
works or lack the level of information, in the form of keywords and their policies,

that we used to design the algorithm.
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3.7 Related Work

Search in social networks has been studied under different contexts. Structural
knowledge about the network has been used to model search algorithms. In [19], the
structure of the social network is based on an organizational hierarchy. Structural
knowledge based on geographical distance, interest, etc. was used in [10, 111 [12].
These works base their search on greedy strategy as the linking probability be-
tween nodes was modeled to be proportional to the structural knowledge. But, in
unstructured social networks these strategies find limited success as searching in
an unstructured social network is a tougher problem than searching in a structured
network [19]. We also studied works in peer to peer networks to gain insights on
unstructured and decentralized networks.

Breadth First Search (BFS) has been used to search in decentralized and un-
structured networks [29]. In random BFS [30], a node chooses some of its direct
friends randomly to send the query message. In intelligent BFS [30], a node ranks
peers for each query (using the cosine similarity) based on their past replies. In
directed BFS [31], the query initiator chooses those friends who it thinks can give
good results and after the first hop the search follows the flooding process. In
another technique [32], the probability of sending the query keeps on decreasing as
the distance covered by the query increases. In iterative deepening [29, 31], search
is continued with successively increasing TTL (hops to live for the message) till a
successful result is found. Methods based on indexing or storing information of all
nodes within some radius from a node [31), B3] have also been proposed.

Other search algorithms use random walks [34]. The k random walker algorithm

[29] starts k& random walks simultaneously instead of a single random walker. In the
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adaptive version [35], [36], the parameters k£ and TTL are adaptively updated. In
two level random walk algorithm [37], the query initiator sends k; random walkers
with some TTL and when the TTL expires, the last nodes send another ks random
walkers with a new TTL. In [38] the high degree nodes are utilized while performing
the search through random walks. Hybrid search schemes [39] involving a mixture

of random walks and flooding have also been proposed.

3.8 Concluding Remarks

This chapter modeled the flow of information in keyword based social networks. We
developed a search algorithm for the given information flow settings that showed
improvement in orders of magnitude when compared to BFS. The algorithm con-
centrated on finding a subset of results that have good characteristics. We do so
with special focus on decentralization and privacy as proposed in future social net-
work architectures. We believe that the algorithms presented can be adapted for
network applications that may show graph properties similar to an unstructured
social network.

As future work, we would like to explore this work in multiple directions. First,
we want to evaluate the search strategy for real social network graphs as we pre-
sented a limited evaluation on a synthetic graph here. Second, we are interested
in further modeling the threshold function by incorporating the distribution of
‘value’ of friends between the minimum and maximum values. Third, we would
like to extend the definition of trust to bidirectional trust for an edge and model
accordingly. Finally, a broader expansion of the search algorithm using semantics

of query keywords will form the next stages.
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Chapter 4

Conclusion

This thesis makes two important research contributions towards the study of social
networks based on keywords. We believe that the algorithms proposed can be used
in applications and networks that are unstructured and are similar in nature to
what we assumed in this work. In this chapter, we discuss and summarize the

important contributions made.

e Social Network Model based on Keyword Categorization

Chapter [2| concentrated on the problem of quantifying similarity amongst
various users on a social network based on their profile attributes. We first
analyzed a Facebook data set to gain insights into keyword usage patterns. It
was found that a large percentage of keywords are used rarely by users. But,
as these keywords might be related to the more commonly used keywords
there is a need to categorize keywords semantically. Thus, we proposed a
‘forest’ model to categorize keywords and defined the notion of distance be-
tween different keywords. Based on that, we quantified the similarity between

users and came up with a social network model.
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e Information Flow and Search in Unstructured Keyword based So-

cial Networks

In chapter [3| we presented a model for information flow in an unstructured
keyword based social network. To address privacy issues, the identity of
users is not propagated beyond their direct friends during the information
flow. Then, based on the given information flow we designed and developed
a search algorithm to find targets in the social network. The algorithm is
based on a linear combination of topological distance and trust metrics. A
threshold function was also defined to dynamically prune the network that
is searched for a given query. We compared our approach with breadth first

search and found that it performed better for a simulated network.

An ideal approach would be to combine both the aforementioned techniques so
that the search process not only looks for topologically closer and more trustworthy
targets but also for targets having profile attributes that are semantically similar
to the keywords in the query. For instance, let’s consider Bob once again. When
he uses the keyword ‘soccer’ as the query keyword the targets that have ‘football’
as their profile attribute could also be of interest to him. A direct friend of Bob
who has ‘football” might be a better target than say a user having ‘soccer’ but
who is three hops away. Thus, after combining these techniques, a metric could be
defined to quantify the quality of the targets found. The metric should be based
on the topological distance, trust and the semantic similarity of keywords.

Once the search algorithm that uses the combination of both the techniques is
developed, another possible enhancement could be using the physical network to

speed up queries. The search algorithm that we have developed mainly concen-



20

trates on the virtual network (or the application layer). The more popular queries
could be cached in the physical layer itself which could help in speeding up the
search process for similar queries. The new query could be answered by using
the data stored at the physical layer without sending the query to the applica-
tion layer. We leave the development of modified search algorithm and the use of

physical network for speeding up queries as future work.
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