- 1 -

Anomaly Detection, Explanation and Visualization

Ian Davidson

SGI iand@sgi.co m

Abstract: Anomalydetection is the process of identifying unusual behavior. It is widelyused in data mining, for example, to identifyfraud, customer behavioral change, and manufacturing flaws. We discuss howa probabilistic framework can elegantlysupport methods to automaticallyexplain whyobservations are anomalous, assign a degree of anomaliness, visualize the normal and abnormal observations and automaticallyname the clusters. To our knowledge, interactive visualization of anomalies has not previouslybeen addressed, nor automatic naming of clusters for verification in the anomalydetection field. We specificallydiscuss anomalydetection using mixture models and the EM algorithm, however our ideas can be generalized to anomalydetection in other probabilistic settings. We implement ourideas in the SGI

MineSet product as a mining plug-in re-using the MineSet visualizers.

Keywords: Clustering, Ano malydetection, multivariate outlier detection, mixture model, EM, visualization, explanation, MineSet

Introduction toAnomal yDetection

^What does the data tell us? ~, is the general questio n that data mining, machine lear ning and statistical analysis attempts to answer. More specific q uestio ns involve deter mining what can we predict fro mthe data and ho wcan we summarize and generalize the data. Ano maly detection asks questions with a different aim. Given a set of data we wish to ascertain what observations don´t ^belong~ and which are interesting and sho uld be investigated. Some researcher s have postulated that ano maly detection is a separate class of kno wled ge discover ytask along with dependencydetectio n, class identificatio n and class description [ 1 ].

Ano maly detection has been used in many different co ntexts: detection o f unusual images fro mstill sur veillance images [ 2 ], identifying unusual organic co mpounds [ 3 ], data cleaning [ 4 ] and identifying flaws in manufactured materials [ 5 ]. In most applicatio ns the basic steps remain the same:

1) Identify nor mality b ycalculating so me ^signature~ of the data.

2) Deter mine so me metric to calculate an observation´s degree of deviation fro mthe signature.

3) Set so me criteria/ threshold which, if exceeded byan observatio n´s metric measurement means the observation is ano malo us.

Various application areas of ano maly detection have different methods of addressing each step.

T he signature of the data consists of identifying regularities in the data. T he type of data and domain determines the method of identifying the regularities. For example, networ k intr usio n applications might use learning techniq ues to exploit the sequential nature of the data [ 6 ]. Similarly, the criteria to determine if an observation is ano malous is typ icallyapplicatio n specific. In so me do mains observations where onlyone variable deviates fro mthe signature are called ano malous, whilst in others a systematic deviation across all variables is tolerable. Ho wever, the metric used to measure the degree of ano malousness is specific to the problemfor mulation ( modeling technique). In a probabilistic problemfor mulation it may be the maximu m likelihood or posterior probabilityof an observation or in a symbolic for mulatio n so me function of the distance between the observations and the remaining observations.

In this discourse we address the questions o f explaining why an observatio n is ano malous and to more preciselyanswer which observations are interesting. We argue that using a probabilistic modeling tool and evaluating the ano malies in a probabilistic framewor k offer flexibility and are naturally conducive to answering the questions that ano malydetectio n asks. We further illustrate that the inno vative methods of ano maly explanatio n and identifying local ano malies that have been proposed in the distance based outlier detection [ 1 ] can be applied to mixture models.

In the next section we introduce ano malydetection using mixture modeling and specify typical criteria and metrics that can be used to deter mine if an observation is anomalous and the degree of anomalousness. We then describe ho w a distance measure can be derived fro mmixture mo dels which enables application of the

Confidential ˘ Submitted for Publication

- 2 -

ideas fro mthe distance based outlier detection field. Visualization o f abnor mal and nor mal observations are described next, to our kno wled ge 3D visualization of clustering-based ano maly detection is unique. We conclude the wor k b ydescribing our methods of generating explanations of why observations are ano malo us and auto maticallynaming clusters for verificatio n purposes. We illustrate that this can be achieved using standard approaches in probability.

We will focus o n ano malydetectio n using mixture modeling, a co mmo n probabilistic clustering techniq ue.

Ho wever, our approach is not limited to mixture modeling or a probabilistic framework. T hroughout this paper, we demo nstrate our approaches on the UCI Adult data set which consists of 48,842 observations/records of 12 variables/columns. Each record represents an ad ult, variables are both categorical and continuo us measurements of demo graphic infor mation such age, inco me and years of education.

Anomal yDetection Using MixtureModeling

Mixture modeling [ 7 ], also called model-based clustering is philosophicallydifferent fro mtraditional numerical taxono my clustering techniq ues such as K-Means clustering [ 8 ]. T he aimof K-Means clustering is to find the set partitio n of observatio ns (using hard assignment) that minimizes the distortion or vector quantization error. Let the k classes partition the observatio ns into the subsets C

1�k

, the cluster centroids be represented by w

1� k

and the n elements to cluster be x

1� n

. T he minimum distortion or vector quantizatio n error that the K-Means algorithm attempts to minimize is shown in equation ( 1 ) . T he mathematical trivial solutio n which minimizes this expressio n is to have a cluster for each observatio n.

metric distance some is where , ) , (

2

1 1

) (

D w x D Distortion

k j

N i C S

S Class i j i

i

å å å

= = Î

= ( 1 )

T his can be viewed as grouping together observations that are mo st similar, whilst attempting to make the groups as dis-similar as possible to each other. Ho wever, model based techniques such as mixture modeling apriori specifies a model and attempts to estimate the parameters of the model. Philosophicallythe model is considered to be the generation mechanism that produced the observations. T o better model the generation mechanism, partial assignment of observatio ns to clusters/compo nents is used.

T he parameters we wish to estimate are: K the number of clusters, the relative weight/size of each cluster and the probabilitydistributions for each variable/column for each cluster. Fro mthese we can partially assign the observatio ns to the clusters. For mally, we can describe a K co mponent mixture model as follo ws:

iable column/var each

for ons distributi y probabilit the containing class the of estimates parameter the is

class the of weight)

(the y probabilit marginal the is

} ... { from values a with variable l categorica a is

variable random te multivaria a is

:

) , | ( ) | (

1

1 th k

th k

k

k

K k

k k k

k

c c C

where

c C p p

q p q p q

X x X x X å

=

= = = = ( 2 )

We use the EM algorithm [ 9 ] to find the local maximum likelihood estimates for and . Once we have

these then we can deter mine the nor malized likelihood probabilities for each observation fro meq uation ( 3

) .

) , | (

) , | (

) | (

1 k

K

k k k i i i

i

c C p c C p

p

q p q p

q

å

=

= =

= =

= =

x X x X

x X ( 3 )

Confidential ˘ Submitted for Publication

- 3 -

Mixture modeling is superior for ano malydetectio n over other clustering techniques such as K-Means

because of several properties that maximum likelihood and Bayesian estimators provide. T he specific

properties include:

1. K-Means cannot model overlapping classes (due to hard assignments) and provides biased class

parameter estimates.

2. K-Means is an inconsistent estimator.

3. T he estimator is not invariant to scale transfor mations.

4. T he estimator requires the a-priori specificatio n of the number of classes with no theor y(or method)

for comparing which is the best model space.

5. Euclidean distance measures can unequally weight variables

6. Continuous variables are represented in a no n-parametric form.

See [ 10 ] for a detailed discussion on each of these limitations.

T he cluster parameter estimates are the generation mechanisms that produced the observations. T he

likelihood of observations produced byo ne of the generation mechanisms should be high. Co nversely if an

observation´s nor malized likelihood is not high for anyparticular cluster, then one could infer that no ne of

the generation mechanisms produced the observations and hence the observation is an o utlier and is

ano malo us. T his is the simplest method of ano malydetectio n using mixture modeling. One sets a minimum

likelihood threshold and those observatio ns that do not belong to any one cluster with a likelihood greater

than the threshold are deemed ano malous. We shall call this minimum likelihood threshold anomaly

detection which we for mally define belo w:

[0,1] t , threshold likelihood minimum the is

:

false anomalous otherwise true anomalous then , ... 1 , ) | ( : every for if

=

= = = < =

t where

K i t p

i i q q x X ( 4 )

More complicated for ms of ano maly detection can be created in the probabilistic frame work b yconsidering

the mar ginal probabilities of the observation likelihood (equation ( 3 ) ).

Consider a mixture model of K classes and M columns. In the mo st simplest situatio n where each of the

columns is independent fro meach other, then the likelihood is the product of the marginal likelihoods for

each variable.

å Õ

Õ å

= =

=

=

= =

= =

=

= =

= =

= =

K

k kj

M

j k j j k

M

j ij i j j i k

K

k k k i i i

i

c C p c C p c C p c C p

p

1 1

1

1

) , | (

) , | (

) , | (

) , | (

) | (

q p q p q p q p

q

x X x X x X x X

x X

( 5 )

We can no wapplya minimum threshold, not to the entire likelihood but to the mar ginal likelihoods, which

we will call minimum marginal likelihood threshold anomaly detection and is defined in equation ( 6 )

[0,1] t , threshold likelihood minimum the is

:

false is anomalous else true anomalous then , ... 1 , ... 1 , ) | ( : every for if

=

= = = < =

t where

M j K i t p

ij j j ij q q x X ( 6 )

Confidential ˘ Submitted for Publication

- 4 -

Even more co mplicated ano malydetection thresholds can be created byco nsidering the consistencyo f the

marginal likelihoods.

Comparison of Mixture Modeling and Distance Based AnomalyDetection

Ng and co-authors have proposed a novel method which they call distance based outlier detection [ 1 ] [ 11 ].

In this sectio n I will illustrate that one can derive a distance measure fro ma mixture model and possibly

use the methods described in the distance based outlier/ano malydetectio n literature.

Distance based outlier detection considers an observatio n in an m dimensio nal space an o utlier if at least p

fraction of the objects in the data base do not fall within a distance D fro mthe observation. Fro mthis

definition the authors have described methods to categorize outliers as being trivial, non-trivial, weak and

strongest. Qualitatively speaking an outlier in m dimensional space is ter med non-trivial if and onlyif it is

not considered an outlier in any of the sub-spaces of the m dimensio ns. An outlier in an m dimensional

space is ter med strongest if no outliers exists in any of the sub-spaces o f the m dimensions. Conversely an

outlier in an m dimensio nal space is ter med weak if it is not the strongest outlier. T hese definitions are

instr umental in their method of explaining why an observation is an outlier [ 1 ]. T he distance based

approach [ 11 ] has been extended to include the notion of degree of ano maliness.

Consider the distance-based criterion for an observation. T his measure can be replicated in mixture

modeling in a few ways. An observation x

n is an outlier with regard to the remaining observations x

1�n- 1 if

the probabilityo f predicting the observatio n fro mthe remaining observations, that is P ( x

n

| x

1�n-1

) is belo w

the p threshold. Ho wever, this wo uld be co mputatio nallyintensive to calculate. A more feasible approach

could use the mean KL distance between t wo observations´s likelihood distribution as sho wn in equatio n (

7 ) . With this distance measure the distance based outlier detection approach and associated methods can be

applied to mixture modeling.

ú

û ù

ê

ë é

+

ú ú

û ù

ê ê

ë é

= å

=

) | (

) | (

log ). | ( 5 . 0

) | (

) | (

log ). | ( 5 . 0 ) , (

1 ki k j

k j

k j k i

k i

K

k j i x P x P

x P

x P x P

x P x x D

q q

q

q q

q ( 7 )

Visualizationof Normal and Abnormal Observations

In this sectio n we describe a visualizatio n approach for minimum likelihood threshold anomaly detection

(threshold set to 0.8) that can be used for other types of anomaly detection. Our aimis to effectively

communicate which observations are ano malo us and wh y. Further more, we wish to create a visualizatio n

that will enable easier understanding of the nor malized likelihood thresholds for each observation.

Figure 1 sho ws our visualization of ano malies. T he cluster centers that are close to each other are more

similar than tho se cluster centers far apart. Further more, the position of the observations around the cluster

centers reflects the ^pull~ of the clusters o n the observations. T he force of the pull is obtained fro mthe

likelihoods. T hose observations that belong stronglyto a cluster are to wards its central region. Ano malies

(that do not belong strongly to any one cluster) tend to be between the cluster centers. T he further away an

observation is fro manyo f the cluster centers, the more ano malous it is. Observations in the central region

are the most ano malo us because they are being pulled to wards all clusters. Specific details of the

visualization will be patented

It can be seen fro m Figure 1 that there are different types of outliers. Consider the upper left hand region of

the first figure. T his region actually consists of ano malous observatio ns which are marginally ano malous

because they could belong to one other class. T hese type o f outliers are different to those that are contained

in the center of the figures, which are essentiallythose observations that do not belong to any one class

particularlystrongly. If we were to measure the entrop y(degree of disorder) in the likelihoods of the

observations we wo uld find that the later type of ano malies has a higher entrop ythat the first type.

Confidential ˘ Submitted for Publication

- 5 -

Figure 1 ): Visualization of ano malies generated fro mthe UCI adult data. The first figure shows ano malies versus normal observations. With ano malies colored as red. The second figure shows the observations assigned to their mo st probable class with each class a different color.

- 6 -

Automatic Naming of Clusters/Components

T he purpose of clustering is to take a population of observatio ns and find distinct sub-populations.

T herefore, when naming a cluster we wish to convey ho w the cluster is different fro m the entire population and also all other clusters. T his enables a domain expert to verify that the classes found are intuitive and accuratelyrepresent the do main. T his is particularlyimportant for applications of ano maly detection as it is quite feasible that a given cluster, in the opinion of a do main expert, is a cluster of ano malies that is worth investigating.

T he probabilityframewor k allo ws us to consider ho w a different a column is populated for two clusters b y using the Kullback-Leibler distance. T he difference between two clusters is the sum of the columns differences. We can co mpare a cluster´s and the populatio n´s distribution of a column b yconsidering the population to be one larger undivided cluster. We propose two methods of auto matically naming clusters.

Naming The Cluster ByColumns That Differ From the Population

In this approach to name a cluster, we take each column and measure the mean KL Distance between the probabilitydistribution for the cluster and the populatio n. T hose columns no t within a distance of 0.5 are deemed to be significant and differentiate the cluster fro mthe populatio n. For continuous variables ( for example Gaussians) we can deter mine ho w the columns differ b yco mparing the mean values. For categorical variables we are limited to stating they are different. Figure 2 illustrates the results of auto matic naming for 6 clusters identified in the ad ult data set, whilst Figure 3 illustrates the differences between the population and fir st co mponent´s distrib ution of the marital status and relationship categorical variables.

Component #1: Age :Very Low, Gross Income:Low, Marital Status:Different, Relationship:Different, Hours

Worked:Low,

Cluster Size is :5880.15

Component #2: Education Type :Different, Relationship:Different, ,

Cluster Size is :11814

Component #3: Education Type :Different, Years of Education:High, Marital Status:Different, Relationship:Different,

Cluster Size is :7106.51

Component #4: Education Type :Different, Marital Status:Different, Relationship:Different,

Cluster Size is :10449.2

Component # 5 : Gross_income:Very High, Education Type:Different, Years of Education:Very High, Marital

Status:Different, Relationship:Different,

Cluster Size is :7645.1

Component #6: Education Type :Different, Years of Education:Very Low,

Cluster Size is :5946.99

Figure 2 : Auto matic cluster na ming of the UCI adult data set.

- 7 -

Figure 3 : Comparison of population (left) and co mponent #1 (right) distribution of M arital Status and Relationship categorical attributes.

Naming The Cluster ByColumns That Are Different From All Clusters

In this approach to name a cluster we can extend the prior approach to naming clusters b yconsidering the

KL distance between the probabilitydistributio n for a specific cluster and all remaining clusters. T hen if ever yKL distance between a cluster ´s column and all remaining cluster s´ columns are larger than 0.5 then the column is deemed significant and differentiates the cluster fro m all other clusters.

Explanation of Whyan Observation is Anomalous

In this sectio n we begin b ydescribing an explanation approach for minimum likelihood threshold anomaly detection . An observatio n is ano malo us in this situatio n if it does not belong to a cluster with a likelihood greater than so me threshold , t . Using a t value of 0.8, in total there were 1867 anomalous observations. For such observations we can easily explain why an observation is ano malous b yconsidering the mo st probable class and deter mining what changes to the observatio n could have increased the class likelihood above t .

T his involves iterating through all columns and deter mining which mar ginal likelihoods are belo w t and stating wh yas is sho wn in Figure 4 . T his figure sho ws the ano malies that could have belonged to component #1 had so me o f the observation values been different. Co mponent #1 observations are typically ver y yo ung single individ uals who don´t wor k manyhour s, earn much mo ney, students could co mprise a

- 8 -

large proportion of this class. Most of the ano malies that could belong to this class more stronglywere typicallyeither too old (perhaps part time married workers) to be in the class or earned too much mo neyb y working too many hours and did not have as much ed ucation (perhaps yo ung manual labourers).

Figure 4 : Explanations (partial list) of why observations fromUCI Adult data-base whose most probable co mponent is #1 are ano malous. The values in parent heses are marginal likelihoods.

An extension of this approach would involve iterating through all classes and generating a conjunctio n of the columns that do not pass the threshold to explain the anomaly.

Conclusions and Further Work

We believe that a probabilistic frame wor k allo ws us to elegantly address questions that anomaly detection asks for three main reaso ns. Fir stlymixture models has many benefits such as the ability to model overlapping classes and produce unbiased parameter estimates that are useful in ano maly detection.

Secondly, in the field of probabilitythere are well kno wn and accepted approaches to measure ubiq uitous qualities such as distance and degree of belongings. T hirdly, a probabilistic framework allows any number of parametric distributio ns to be used to model the data and still retain the same frame wor k we have used for explanatio n, visualization and co mponent naming. One can extend the mixture model to no n-vector data such as curves and sequences the later which our tool supports. An ad vantage mixture modeling based ano maly detection has over distance based approaches is that o ne does not need to introduce co mplicated distance functio ns for types of data (such as sequences) where the notio n of distance is non-intuitive.

We have illustrated that a likelihood for mulatio n of mixture modeling can be used to address issues of visualizing and explaining anomalies as well as naming clusters for verification. We believe our visualization of ano malies can graphically conveywhich observatio ns are ano malous and why. T he approach also allows users to for mcategories of ano malies that will most likely var y between do mains.

T he work of distance based outlier detection adds the novel notions of no n-trivial, strongest and weakest outliers. We have sho wn ho w b ycreating a distance metric fro mthe likelihood probabilities that these notions can be applied to mixture modeling.

T hough we have used a likelihood formulation of mixture modeling, we could easily extend our approach to a Bayesian for mulation that would allo w, amo ngst other things, encoding anyprior kno wled ge and making k beco me an unkno wn in the problem[ 12 ]. T he ano maly detection visualizatio n can be generalized to be a general purpose cluster visualizatio n tool, particularlyif a semantic meaning is given to the coordinate system.

- 9 -

Acknow ledgements

T hanks to Professor Matthew Ward, WPI for his help on specific visualization techniques.

References

[1] E. Knorr, and R.Ng, ^Finding Intensio nal Kno wledge of Distance-Based Outliers~, Proceedings of the 25 th VLDB Conference, Edinburgh, Scotland, 1999 .

[2] L. Lee, R. Ro mano, and G. Stein. "Monitoring Activities from Multiple Video Streams: Establishing a Co mmo n Coordinate Frame. ", to appear in IEEE PAMI Special Section o n Video Surveillance and

Monitoring (2000).

[3] G. C. Osbourn, J. W. Bartholomew, A. J. Ricco, and G. C., ^A New Approach to Sensor Array

Analysis Applied to Volatile Organic Co mpound Detection: Visual E mpirical Region of Influence

(VERI) Pattern Recognition~, http://www. sandia. gov/imrl/XVisio nScience/Xchempap.htm

[4] B.D. Wright, S. Rebrik and K.D. Miller, Spike-sorting of T etrode Recordings in Cat LGN and

Visual Cortex: Cross-channel Correlations, T hresholds, and Auto matic Methods, Societyfor

Neuroscience 28th Annual Meeting No vember 7-12, 1998, Los Angeles

[5] J. G. Campbell, C. Fraley, F. Murtagh and A. E. Rafter y, Linear Flaw Detection in Woven Textiles using Model-Based Clustering , Pattern Recognition Letters: 18(1997):1539-1548

[6] T . Fawcett, and F. Provost, Activity Monitoring: Noticing Interesting Changes in Behavior, in

KDD´99, ACM Press, 1999.

[7] B.S Everitt, D.J. Hand, Finite Mixture Distributio ns. Chap man and Hall, Lo ndon, UK, Lo ndon,

1981.

[8] MacQueen, J., Some Methods for classification and analysis of multivariate observations,

Proceedings o f the Fifty Berkeley Symposium on Mathematics, Statistics and Probability, volume 1, pages 281-296, 1967.

[9] Dempster, A.P et al, Maximum Likelihood fro minco mplete data via the EM algorithm, Journal of the Royal Statistical Society B , Vol 39 pages 1-39, 1977.

[10] I. Davidson, ^Understanding the Limitatio ns of K-Means Clustering~, T o Appear

[11] M. Breunig, H. Kriegel, R. Ng, J. Sander, ^LOF: Identifying Density-Based Local Outliers~,

Proceedings of the ACM SIGMOD 2000, International Conference on Management of Data, Dallas,

Texas, 2000

[12] I. Davidson, ^Minimum Message Length Clustering Using Gibbs Sampling~, 16 th International

Conference on Uncertaintyin A.I., 2000