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Complex systems

• Multiple length and time scales

• Irregular connectivity /
Networked patterns of interaction

• Emergent behaviors
(Collective behaviors not captured by
equations of individual parts)

– self organization
– phase transtions



Fundamental connections



What is a Network?

• Topology (i.e., structure: nodes/vertices and edges/links)
Measures of topology

• Activity (i.e., function, processes on networks, dynamics of
nodes and edges)

Modeling networks

• Network growth

• Phase transitions

• Algorithms: analysis, growth/formation, searching and
spreading

• Processes on networks



Example social networks
(Immunology; viral marketing; aliances/policy)

M. E. J. Newman



The Internet
(Robustness to failure; optimizing future growth; testing

protocols on sample topologies)

H. Burch and B. Cheswick



A typical web domain
(Web search/organization and growth

centralized vs. decentralized protocols)

M. E. J. Newman



The airline network
(Optimization; dynamic external demands)

Continental Airlines



The power grid
(Mitigating failure; Distributed sources)

M. E. J. Newman



Biology: Networks at many levels
Control mechanisms / drug design/ gene therapy / biomarkers of disease

protein-gene

interactions

protein-protein

interactions

PROTEOME

GENOME

METABOLISM

Bio-chemical

reactions

Citrate Cycle

Cellular networks:

• Genome, Proteome:
Dandekar Lab

• Metabolome:
Fiehn Lab

• Data intergration
BIOshare
Lin, Genome Center

• Network structure / search for biomarkers:
D’Souza



Software systems

(Highly evolveable, modular, robust to mutation,
exhibit punctuated eqm)

Open-source software as a “systems” paradigm.

Networks:
• Function calls
• Email communication
• Socio-Technical congruence
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A contemporary social network

(Taken from http://www.thenetworkthinkers.com/)



Networks: Physical, Biological, Social

• Geometric versus virtual (Internet versus WWW).

• Natural /spontaneously arising versus engineered /built.

• Directed versus undirected edges.

• Each network optimizes something unique.

• Identifying similarities and fundamental differences can
guide future design/understanding.

• Interplay of topology and function ?

• Unifying features:
1) Broad heterogeneity in node degree.
2) Small Worlds (Diameter ∼ log(N))
3) Clustering (Triangle motifs)



Natn Acam Sciences/Natn Research Council Study (2005)

“all our modern critical infrastructure relies on networks... too
much emphasis on specific applications/jargon/disciplinary
stovepipes... need a cross-cutting science of networks...

Research for the 21st century”



Past decade, explosion of work and tools

SOFTWARE PACKAGES (excerpt Table 9.1 Newman’s book)

Name Cost OS Description
NetworkX Free WML Interactive analysis in Python
yEd Free WML Interactive visualization
Graphviz Free WML Visualization (Interactive gui M)
iGraph Free WML C/R/Python libraries
Pajek Free W Interactive SNA and visualization
Net Workbench Free WML Interactive analysis and visualization



Past decade, explosion of work and tools

• Models of network topology:
– random graphs
– growth mechanisms
– robustness and resilience

• Measures of network topology

• Processes on networks
– Percolation
– Epidemic spreading
– Synchronization
– Web search

• Optimization
– User optimal versus system optimal
– Braess’s paradox

• Domain specifics and applications: CS, traffic, biology, social nets



Achievements of Single Network View

• Power law (broad scale) degree distributions ubiquitous.

• Small world effect (small diameter and local clusters).

• Vulnerability to “hub” removal / resilience to random removal.

• Percolation, spreading and
epidemics (phase transitions)

• Cascades.

• Synchronization.

• Random walks / Page rank.

• Communities / subnetworks.

• Structural roles of nodes.



In reality a collection of interacting networks:

Networks:

Transportation
Networks/
Power grid
(distribution/
collection networks)

Biological networks
- protein interaction
- genetic regulation
- drug design

Computer
networks

Social networks
- Immunology
- Information
- Commerce

• E-commerce→WWW→ Internet→ Power grid→ River networks.

• Biological virus → Social contact network → Transportation networks →
Communication networks→ Power grid→ River networks.
(Historical progression: Spatial waves (Black plague) Regional outbreaks (ships) Global

pandemics (airplanes))



How do we represent a simple individual network as a
mathematical object?



Representing a network: NETWORK TOPOLOGY
Connectivity matrix, M :

Mij =

{
1 if edge exists between i and j

0 otherwise.


1 1 1 1 0
1 1 0 1 0
1 0 1 0 0
1 1 0 1 1
0 0 0 1 1

 = M

Node degree is number of links.

(Diameter, Clustering, Assortativity, Betweenness centrality)



Network Activity: FLOWS on NETWORKS
(Spread of disease, routing data, materials transport/flow)

Random walk on the network has state transition matrix, P :


1/4 1/3 1/2 1/4 0
1/4 1/3 0 1/4 0
1/4 0 1/2 0 0
1/4 1/3 0 1/4 1/2
0 0 0 1/4 1/2

 = P

• Eigenvectors→ Page Rank, Communities/modules.

• Eigenvalues→ timescales.



Example Eigen-technique: Community structure
(Political Books 2004)

M. Girvan and M. E. J. Newman



Commonly observed: broad scale degree distribution

Illustration: Analysis of the Flight Weighted 
U.S. Air Transportation Network

! The flight weighted U.S. air 

transportation network exhibits a 

partial power law distribution

! Power law distribution for small and 

medium size nodes up to approximately 

250,000 flights per year

! Non power law distribution (above 250,000 

flights per year)

! Hypothesis: Limits to scale and 

capacitated nodes (i.e. capacity 

constrained airports) are present in the 
non power law part of the distribution

10

U.S. Air Transportation Network
(Airport level)

Analysis of the U.S. Air Transportation Network

*

Social contacts Airport traffic
Szendröi and Csányi Bounova 2009

We first identified protein classes significant-
ly enriched or depleted in the high-confi-
dence network (table S5). Enriched classes
relate primarily to DNA metabolism, tran-
scription, and translation. Depleted classes
are primarily plasma membrane proteins, in-
cluding receptors, ion channels, and pepti-
dases. Enrichment and depletion of specific
classes may be due to technical biases of the
two-hybrid assay.

We then classified each interaction ac-
cording to its corresponding pair of protein
classes to identify class-pairs that are en-
riched in the network. Rather than using a
contingency table (13), we used a random-
ization method to calculate statistical sig-
nificance (6 ). Enriched class-pairs involv-
ing structural domains (Pfam annotations)
may represent binding modules and could
provide the biological rules for building
multiprotein complexes. We identified 67
pairs of Pfam domains enriched with a P
value of 0.05 or better after correcting for
multiple testing (table S6). These include
known domain pairs (F-box/Skp1, P ! 9 "
10#20; LIM/LIM binding, P ! 5 " 10#8;
actin/cofilin, P ! 2 " 10#7) as well as
domain pairs involving domains of un-
known function (DUF227/DUF227, P !
9 " 10#5; cullin/DUF298, P ! 0.0003). An
additional 88 domain pairs are significant
at P ! 0.05 before correcting for multiple
testing and may represent additional bio-
logically relevant binding patterns.
Properties of the high-confidence pro-

tein-interaction network. Protein networks
are of great interest as examples of small-
world networks (14–16). Small-world net-
works exhibit short-range order (two proteins
interacting with a third protein have an en-
hanced probability of interacting with each
other) but long-range disorder (two proteins
selected at random are likely to be connect-
ed by a small number of links, as in a
random network).

Small-world properties arise in part
from the existence of hub proteins, those
having many interaction partners. Hubs are
characteristic of scale-free networks, and
the Drosophila network resembles a scale-
free network in that the distribution of in-
teractions per protein decays slowly, close
to a power law (Fig. 2D). To determine the
signature of biological organization in
small-world properties beyond what would
be expected of scale-free networks in gen-
eral, we calculated properties for both the
actual Drosophila network and an ensem-
ble of randomly rewired networks with the
same distribution of interactions per protein
as in the original network. We considered
only the giant connected component to
avoid ill-defined mathematical quantities.

The distribution of the shortest path be-
tween pairs of proteins peaks at 9 to 10

protein-protein links (Fig. 3A). A logistic-
growth mathematical model for the probabil-
ity that the shortest path between two distinct
proteins has ! links is (N #1)#1 K$(!; N, J ),
where K(!; N, J ) ! N/ [1% (N # 1) J#!] is
the number of proteins within ! links of a
central protein and the symbol $ indicates
differentiation with respect to !, K$(d; N,
J ) ! N(N # 1)(ln J )J#!/[1 % (N #1)J#!]2.
Although this model fits the ensemble of
random networks, the fit to the actual net-
work is less adequate.

Small-world properties of biological
networks may reflect biological organiza-
tion, and hierarchical organization has been
used to describe the properties of metabolic
networks (7). We tested the ability of a
simple, two-level hierarchical model to de-
scribe the properties of the Drosphila pro-
tein-interaction network. The lower level of
organization in this model represents pro-
tein complexes, and the high level repre-
sents interconnections of these complexes.
In this case, the probability Pr(!) that the

Fig. 2. Confidence scores for protein-protein interactions (A) Drosophila protein-protein interac-
tions have been binned according to confidence score for the entire set of 20,405 interactions
(black), the 129 positive training set examples (green), and the 196 negative training set examples
(red). (B) The 7048 proteins identified as participating in protein-protein interactions have been
binned according to the minimum, average, and maximum confidence score of their interactions.
Proteins with high-confidence interactions total 4679 (66% of the proteins in the network, and
34% of the protein-coding genes in the Drosophila genome). (C) The correlation between GO
annotations for interacting protein pairs decays sharply as confidence falls from 1 to 0.5, then
exhibits a weaker decay. Correlations were obtained by first calculating the deepest level in the GO
hierarchy at which a pair of interacting proteins shared an annotation (interactions involving
unannotated proteins were discarded). The average depth was calculated for interactions binned
according to confidence score, with bin centers at 0.05, 0.1, . . . , 0.95. Finally, the correlation for
the bin centered at x was defined as [Depth(x) # Depth(0)]/[Depth(0.95) # Depth(0)]. This
procedure effectively controls for the depth of each hierarchy and for the probability that a pair of
random proteins shares an annotation. (D) The number of interactions per protein is shown for all
interactions (black circles) and for the high-confidence interactions (green circles). Linear behavior
in this log-log plot would indicate a power-law distribution. Although regions of each distribution
appear linear, neither distribution may be adequately fit by a single power-law. Both may be fit,
however, by a combination of power-law and exponential decay, Prob(n) & n#'exp#(n, indicated
by the dashed lines, with r 2 for the fit greater than 0.98 in either case (all interactions: ' ! 1.20)
0.08, ( ! 0.038 ) 0.006; high-confidence interactions: ' ! 1.26 ) 0.25, ( ! 0.27 ) 0.05). Note
that the power-law exponents are within 1* for the two interaction sets.

R E S E A R C H A R T I C L E
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Protein interactions
Giot et al Science 2003

(node degree)

• Small data sets, power laws vs log normal, stretched-exponential, etc...
• Exceptions: Power grids? Router-level Internet?



Power law with exponential tail

Ubiquitous empirical measurements:

System with: p(x) ∼ x−B exp(−x/C) B C

Full protein-interaction map of Drosophila 1.20 0.038

High-confidence protein-interaction map of Drosophila 1.26 0.27

Gene-flow/hydridization network of plants
as function of spatial distance 0.75 105 m

Earthquake magnitude 1.35 - 1.7 ∼ 1021 Nm

Avalanche size of ferromagnetic materials 1.2 - 1.4 L1.4

ArXiv co-author network 1.3 53

MEDLINE co-author network 2.1 ∼ 5800

PNAS paper citation network 0.49 4.21



What is a power law?

(Also called a “Pareto Distribution” in statistics).

pk ∼ k−γ

ln pk ∼ −γ ln k
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Power Laws versus Bell Curves:
“Heavy tails”

• Power law distribution: pk ∼ k−γ.
• Gaussian distribution: pk ∼ exp(−k2/2σ2).
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If 1 < γ < 2, mean and variance→∞.
If 2 < γ < 3 mean is finite, but variance→∞.



The flip-side of hubs

Random Graphs with Power Law degree distributions :
(Albert, Jeong and Barabasi, Nature, 406 (27) 2000.)

letters to nature

NATURE | VOL 406 | 27 JULY 2000 | www.nature.com 379

called scale-free networks, which include the World-Wide Web3–5,
the Internet6, social networks7 and cells8. We find that such
networks display an unexpected degree of robustness, the ability
of their nodes to communicate being unaffected even by un-
realistically high failure rates. However, error tolerance comes at a
high price in that these networks are extremely vulnerable to
attacks (that is, to the selection and removal of a few nodes that
play a vital role in maintaining the network’s connectivity). Such
error tolerance and attack vulnerability are generic properties of
communication networks.

The increasing availability of topological data on large networks,
aided by the computerization of data acquisition, had led to great
advances in our understanding of the generic aspects of network
structure and development9–16. The existing empirical and theo-
retical results indicate that complex networks can be divided into
two major classes based on their connectivity distribution P(k),
giving the probability that a node in the network is connected to k
other nodes. The first class of networks is characterized by a P(k)
that peaks at an average 〈k〉 and decays exponentially for large k. The
most investigated examples of such exponential networks are the
random graph model of Erdös and Rényi9,10 and the small-world
model of Watts and Strogatz11, both leading to a fairly homogeneous
network, in which each node has approximately the same number
of links, k ! 〈k〉. In contrast, results on the World-Wide Web
(WWW)3–5, the Internet6 and other large networks17–19 indicate
that many systems belong to a class of inhomogeneous networks,
called scale-free networks, for which P(k) decays as a power-law,
that is PðkÞ"k! g, free of a characteristic scale. Whereas the prob-
ability that a node has a very large number of connections (k q 〈k〉)
is practically prohibited in exponential networks, highly connected
nodes are statistically significant in scale-free networks (Fig. 1).

We start by investigating the robustness of the two basic con-
nectivity distribution models, the Erdös–Rényi (ER) model9,10 that
produces a network with an exponential tail, and the scale-free
model17 with a power-law tail. In the ER model we first define the N
nodes, and then connect each pair of nodes with probability p. This
algorithm generates a homogeneous network (Fig. 1), whose con-
nectivity follows a Poisson distribution peaked at 〈k〉 and decaying
exponentially for k q 〈k〉.

The inhomogeneous connectivity distribution of many real net-
works is reproduced by the scale-free model17,18 that incorporates
two ingredients common to real networks: growth and preferential
attachment. The model starts with m0 nodes. At every time step t a
new node is introduced, which is connected to m of the already-
existing nodes. The probability Πi that the new node is connected
to node i depends on the connectivity ki of node i such that
Πi ¼ ki=Sjkj. For large t the connectivity distribution is a power-
law following PðkÞ ¼ 2m2=k3.

The interconnectedness of a network is described by its diameter
d, defined as the average length of the shortest paths between any
two nodes in the network. The diameter characterizes the ability of
two nodes to communicate with each other: the smaller d is, the
shorter is the expected path between them. Networks with a very
large number of nodes can have quite a small diameter; for example,
the diameter of the WWW, with over 800 million nodes20, is around
19 (ref. 3), whereas social networks with over six billion individuals

Exponential Scale-free

ba

Figure 1 Visual illustration of the difference between an exponential and a scale-free
network. a, The exponential network is homogeneous: most nodes have approximately
the same number of links. b, The scale-free network is inhomogeneous: the majority of
the nodes have one or two links but a few nodes have a large number of links,
guaranteeing that the system is fully connected. Red, the five nodes with the highest
number of links; green, their first neighbours. Although in the exponential network only
27% of the nodes are reached by the five most connected nodes, in the scale-free
network more than 60% are reached, demonstrating the importance of the connected
nodes in the scale-free network Both networks contain 130 nodes and 215 links
(〈k 〉 ¼ 3:3). The network visualization was done using the Pajek program for large
network analysis: 〈http://vlado.fmf.uni-lj.si/pub/networks/pajek/pajekman.htm〉.

0.00 0.01 0.02
10

15

20

0.00 0.01 0.02
0

5

10

15

0.00 0.02 0.04
4

6

8

10

12
a

b c

f

d

Internet WWW

Attack

Failure

Attack

Failure

SFE

Attack
Failure

Figure 2 Changes in the diameter d of the network as a function of the fraction f of the
removed nodes. a, Comparison between the exponential (E) and scale-free (SF) network
models, each containing N ¼ 10;000 nodes and 20,000 links (that is, 〈k 〉 ¼ 4). The blue
symbols correspond to the diameter of the exponential (triangles) and the scale-free
(squares) networks when a fraction f of the nodes are removed randomly (error tolerance).
Red symbols show the response of the exponential (diamonds) and the scale-free (circles)
networks to attacks, when the most connected nodes are removed. We determined the f
dependence of the diameter for different system sizes (N ¼ 1;000; 5,000; 20,000) and
found that the obtained curves, apart from a logarithmic size correction, overlap with
those shown in a, indicating that the results are independent of the size of the system. We
note that the diameter of the unperturbed (f ¼ 0) scale-free network is smaller than that
of the exponential network, indicating that scale-free networks use the links available to
them more efficiently, generating a more interconnected web. b, The changes in the
diameter of the Internet under random failures (squares) or attacks (circles). We used the
topological map of the Internet, containing 6,209 nodes and 12,200 links (〈k 〉 ¼ 3:4),
collected by the National Laboratory for Applied Network Research 〈http://moat.nlanr.net/
Routing/rawdata/〉. c, Error (squares) and attack (circles) survivability of the World-Wide
Web, measured on a sample containing 325,729 nodes and 1,498,353 links3, such that
〈k 〉 ¼ 4:59.

© 2000 Macmillan Magazines Ltd

N=130, E=215, Red five highest degree nodes; Green their neighbors.

Exp has 27% of green nodes, SF has 60

• Extremely “robust” to random failure (most nodes leaves).

• Extremely “fragile” to targeted attack (hubs are crucial).



Albert, Jeong and Barabasi, Nature, 406 (27) 2000

“The Achilles Heel of the Internet”
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Faloutsos3, SIGCOMM 1999

• “How robust is the Internet?” Yuhai Tu,
Nature (New and Views) 406 (27) 2000.

• “Scientists spot Achilles heel of the Internet”,
CNN, July 26, 2000.



Percolation theory and scale-free networks
(Extent of spreading)

More consequences of PLRGs with 2 < γ < 3

• Callaway et. al. Phys. Rev. Lett. (2000).

• Cohen et. al. Phys. Rev. Lett. (2000) – Percolation threshold
approaches zero for scale-free with exponent 2 < γ < 3.

• Pastor-Satorras and Vespignani, Phys. Rev. Lett. (2001) – SIR
and SIS models.

• If 2 < γ < 3 epidemic threshold approaches zero as
system size goes to infinity.



Modeling network growth

• Random graphs (Erdős-Rényi 1959, 1960; Gilbert 1959; Bollobás 1985)

• Configuration models (Bollobás 1980, Molloy and Reed 1995)

• Randomly grown graphs (CHKNS 2001)

• Growth by Preferential Attachment (Polya 1923; Yule 1925; Zipf 1949;
Simon 1955; Price 1976; Barabási-Albert 1999)

• Growth by copying (WWW inspired) (Kumar et. al. FOCS 2000); Copying
with mutation (bio inspired) (e.g., DMC – Vazquez et. al. 2003))

• Non-linear PA (Krapivsky-Redner 2000, 2001); Geometric PA (Flaxman-
Frieze-Vera 2006); PA from optimization (DBCBK 2007)

• Growth with feedback (White-Kejzar-Tsallis-Farmer 2006; R.D.-Roy 2008)

• Growth with choice (Bohman-Frieze 2001, Achlioptas-D’Souza-Spencer
2009, ....)



Many network growth models produce power law degree
distribution

• Preferential attachment

• Copying models (WWW, biological networks, ...)

• Optimization models

Some outstanding challenges

• Incorporating additional attributes beyond degree

• Validation



Outstanding issue – Validation of growth model

• Currently more advances in Model Selection
(selecting the best model from a set of choices)

• Middendorf, Ziv, and Wiggins PNAS 102, 2005

• Discriminative classification to compare seven proposed models.
Determine which model best describes data of Drosophila protein
interaction network.

An example of an ADT is shown in Fig. 2. A given network’s
subgraph counts determine paths in the ADT dictated by
inequalities specified by the decision nodes (rectangles) (sub-
graphs associated with Fig. 2 are shown in Fig. 3). For each class,

the ADT outputs a real-valued prediction score, which is the sum
of all weights over all paths. The class with the highest score wins.
The prediction score y(c) for class c is related to the probability
p(c) for the tested network to be in class c by p(c) ! e2y(c)!(1 "
e2y(c)) (42). (The supporting information gives additional details
on the exact learning algorithm. Source code is available from
C.H.W. on request.)

An advantage of ADTs is that they do not assume a specific
geometry of the input space; that is, features are not coordinates
in a metric space (as in support vector machines or k-nearest-
neighbors classifiers), and the classification is thus independent
of normalization. The algorithm assumes neither independence
nor dependence among subgraph counts. The subgraphs reveal
their importance themselves solely by their abilities to discrim-
inate among different classes.

Results
We perform cross-validation (ref. 13 and supporting informa-
tion) with multiclass ADTs, thus determining an empirical
estimate of the generalization error, i.e., the probability of
mislabeling an unseen test datum. Table 1 relates truth and
prediction for the test sets. Five of seven classes have nearly
perfect prediction accuracy. Because AGV is constructed to be
an interpolation between LPA and a ring lattice, the AGV, LPA,
and SMW mechanisms are equivalent in specific parameter
regimes and correspondingly show a nonnegligible overlap.
Nevertheless, the overall prediction accuracy on the test sets still
lies between 94.6% and 95.8% for different choices of p* and

Fig. 2. ADT: The first few nodes of one of the trained ADTs are shown. At each boosting iteration one new decision node (rectangle) with its two prediction
nodes (ovals) is introduced. Every test network follows multiple paths in the tree, dictated by the inequalities in the decision nodes (S# refers to a specific subgraph
count; see Fig. 3). The final score is the sum of all prediction scores over all paths, and the class with the highest prediction score wins.

Fig. 3. Subgraphs associated with Figs. 2 and 4. Shown is the subset of 51
subgraphs (of 148) that appear in the learned ADT.

3194 " www.pnas.org!cgi!doi!10.1073!pnas.0409515102 Middendorf et al.

• Build classifier:

• DMC wins for Giot Drosophila data!



Outstanding issue – Fitting multiple network metrics
(e.g. Filkov et. al. Europhysics Letters 86 (2009))

• Multiple network attributes: degree distribution, clustering coefficient,
betweenness distributions, higher-order loops, diameter, assortativity,
degree-degree correlations, etc.

• Heat map of correlations:

V. Filkov et al.

Fig. 3: (Color online) Illustration of the
∨
β model. Once the

graphlet attaches to the network, based on α, we introduce up
to l (here l= 4) additional edges from the graphlet into random
nodes of the network, each with probability β.

properties, and most commonly the degree distribution.
In this letter, we introduce a fifteen-dimensional attribute
vector of seven well-known network properties, which
should enable a general and comprehensive comparison
between any set of networks. These properties are: the
number of nodes, the number of edges, the geodesic
distribution, the betweenness coefficient distribution,
the clustering coefficient distribution, the assortativity,
and the degree distribution of the network. For the four
distributions, we use the mean, standard deviation, and
skewness as proxy attributes, for a total of 15 attributes.
Networks are mapped to points in a 15-dimensional
space defined by these attributes, normalizing each value
by subtracting the attribute mean and dividing by the
attribute’s standard deviation.
Our collection of real-world networks consists of 113

diverse networks from biological, social, and technical
domains. It includes software call graphs [13], a social
network of software developers [14], political social net-
works [15,16], three gene networks [17–19], three protein-
protein interaction networks [20], cellular networks for
several organisms [21], and several others downloaded
from a web repository of networks [22–29]. The degree
of overlap, or dependence, between the attributes when
characterizing networks can be assessed by the symmetric
heatmap in fig. 4, showing the pairwise correlations
(Pearson) of the network attributes over a representative
sample of real-world networks (one from each data set
described above). The rows and columns of the heatmap
are ordered so that, within the limitations of the hier-
archical clustering used, the attributes most correlated
with each other are placed closest. The map allows us
to identify clusters of “similar” network attributes by
looking for blocks of squares along the diagonal of the
figure. Since there is only a small amount of clustering
along the diagonal, it follows that most network attributes
we have chosen are relatively independent, and thus,
provide information to our analysis.

Fig. 4: (Color online) Symmetric heatmap of attribute correla-
tions among networks. Red (blue) indicates perfect correlation
(anti-correlation). White is the intermediate case of no correla-
tion. The small amount of clustering along the diagonal attests
to the relative independence of the attributes.

In the following analysis we have eliminated 4 of the
15 network attributes and retained 11. One reason is that
some attributes, such as number of nodes and edges, were
tightly correlated as indicated in the heatmap. Hence, we
kept only one of them, the number of edges. Another
reason is that since the l-th moment of a power-law
distribution, p(k)∼ k−γ , is only defined for l < (γ− 1),
we have omitted the skew of the degree distribution, as
a precaution. For the same reason, the variance and skew
of the betweenness distribution have been left out, even
though the exact nature of the betweenness distribution
does not seem to be known. The distribution of the
clustering coefficient and geodesic are defined for the
models investigated in this paper [30] and have hence been
retained.
Next, we compare a collection of

∨

β-arrival growth
networks to the above collection and to a baseline collec-
tion of networks from the well-known BA model [31]. We
chose BA as a baseline because, like BA, our graphlet
arrival model uses the mechanism of preferential attach-
ment, only instead of nodes we have graphlets arriving.
We sample a large swath of the parameter space for the
∨

β-arrival model, iterating across several possible values
for each parameter and creating networks that cover the
size range of real-world networks. To this end, we use
network sizes ranging from 500 to 5250 nodes at 250 node
intervals, α values in the range 0! α! 1 at intervals of 0.1,
β values in the range 0! β ! 1 at intervals of 0.1, and l
values in the range 1 to 5. For each possible combination of
values of these four parameters, we create five networks,
giving us a total of 60500 networks. For the BA model,
we generate 500 sample networks by varying the number
of nodes in the same range as our model (with identical
increments), varying the number of edges added at each
attachment from 1 to 5, and creating five sample networks
for each possible combination of these two parameters.
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• Again, Model Selection :
Use PCA to compare real-world
networks and competing models.

Modeling and verifying a broad array of network properties

Fig. 5: (Color online) A projection of our model nets (orange points), the BA model nets (light blue), and real-world nets
(black) onto the first three principal components of the eleven-dimensional PCA space of our real-world data set (we omitted
the number of nodes, skew of the degree distribution, and variance and skew of the betweenness distribution from the original
15 attributes, as described in the text). Here, the PCA1 axis is primarily composed of (in terms of their coefficient’s magnitude)
a combination of the number of edges, mean and skew of geodesic, mean and st. dev. of clustering, and mean and st. dev. of
degree. PCA2 is mainly a combination of the st. dev and mean of geodesic, and assortativity. PCA3 is mainly a combination
of the mean of betweenness, mean of clustering, number of edges, and st. dev of degree. As an example of a spread along an
original parameter, the gray arrow is parallel to and shows the direction and magnitude of assortativity when projected onto
this space.

To objectively assess the extent to which our model
networks cover the range of attributes simultaneously,
we visualize the attribute space using an established
statistical dimension-reduction technique, Principal
Components Analysis (PCA), which guarantees maximal
retention of the variance when projecting data into
a lower dimension [32]. PCA finds the projection of
an n-dimensional data set onto a space of the same
dimension, where the new axes, or principal components,
are orthogonal and linear combinations of the original

dimensional variables, such that the first d axes, d! n,
retain the maximal variance of the original data set
possible with that many dimensions. Figure 5 shows
the projections of the sets of

∨

β model, BA model,
and real-world networks onto the first three principal
components (out of 11) of the real-world data set found
by the PCA algorithm. These principal components
retain 71% of the original data variance and demonstrate
the larger coverage potential of the extended graphlet
arrival model. We note that these results are fairly stable
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These results follow from the “statistical physics”
treatment of networks

• Calculate properties of the ensemble of all random graphs with
certain properties.

• Phase transitions:
– Connectivity (emergence of the giant component)
– Epidemic thresholds (truncated power law deg dist have pc > 0)

• Master equations / typical evolution of growing network.

• Models of network growth



Ensemble versus an Individual
engineered or biological system

• More than just degree distribution: Fine structure
Doyle, Alderson, Li, Low, Roughan, Shalunov, Tanaka, Willinger, PNAS 102 (4)2005.

All these have
same deg dist:

the resulting models are widely conjectured to be asymptotically
equivalent (e.g., see ref. 6 and references therein).

In particular, for a graph g having degree sequence D, we
define the purely graph-theoretic quantity s(g) ! "(i, j)!E(g)didj,
where E(g) is the set of edges in the graph. It is easy to check that
high s(g) requires high-degree vertices to connect to other
high-degree vertices. Normalizing against smax ! max{s(g): g !
G(D)}, we define the measure 0 ! S(g) ! 1 of the graph g as
S(g) ! s(g)!smax. Although s(g) and S(g) can be computed for any
graph and do not depend on any particular construction mech-
anism, they have a special meaning in the context of ensembles
of graphs. Specifically, S(g) has a direct interpretation as the
relative log-likelihood of a graph resulting from the generalized
random-graph construction (17); thus, all of the SF-model–
generation mechanisms generate essentially only high S graphs.
The S-metric also potentially unifies other aspects of SF graphs,
because it is closely related to betweenness, degree correlation
(6), and graph assortativity (18) and captures several notions of
self-similarity related to graph trimming, coarse graining, and
random rewiring (6).

The focus on ensemble-based methods means that the analysis in
SF models has implicitly ignored those graphs that are unlikely to
result from such constructions, in particular graphs with small S.
Thus, although power-law degree distributions are unlikely under
some traditional random graph constructions [e.g., Erdös–Renyı́
random graphs (19)], there are a multitude of other model-
generation mechanisms that give rise to power laws (20). The
SF-generating mechanisms are only one kind, but they tend to
generate only high S graphs, which leaves unexplored an enormous
diversity of low S graphs, as seen in Fig. 1. The graphs in Fig. 1 a
and b are relatively likely to result from probabilistic construction,
whereas the graphs in Fig. 1 c and d are vanishingly unlikely. The
PA-type graph shown in Fig. 1a has S(ga) ! 0.61 and is typical of
the graphs that are likely under a variety of random-generation
methods. The graph shown in Fig. 1b is the smax graph and thus by
definition has S(gb) ! 1.0. It can be thought of both as the most
likely graph and also (uniquely) as the most ‘‘perfectly’’ SF graph
with this degree sequence. Of course, the sheer enormity of the
number of different high S graphs means that any particular one

graph, even the relatively most likely, is actually unlikely in absolute
terms to be selected. The graphs in Fig. 1 c and d have the values
S(gc) ! 0.33 and S(gd) ! 0.34, respectively; furthermore, there are
relatively few graphs with S values this low, and thus any graphs
similar to these are vanishingly unlikely to arise at random (6). The
remainder of this article explains in more detail why the underlying
forces at work in the evolution of the real router-level Internet avoid
the generation of high S graphs and how this feature can be
captured in an optimization-based design framework. We also
consider what, if anything, this framework has to say about the RYF
nature of the Internet.

A Look at the Actual Internet
An obvious starting point for investigating the structure and
underlying forces at work in the Internet is to inspect detailed
router-level maps from Internet service providers (ISPs).
Abilene, the backbone for the Internet2 academic network, is
illustrated in Fig. 1 and is an ideal example for many reasons that
will be exploited throughout this analysis.** Abilene publishes
detailed hardware specifications for each router and link, so Fig.
1 is exact, not an approximation based on indirect measure-
ments. Abilene is also a state-of-the-art network with essentially
no difference between physical (i.e., layer two) and Internet-
protocol (IP) (i.e., layer three) connectivity. This simplifies the
exposition without loss of generality and also eliminates a source
of confusion in measured data from networks that use older
legacy technologies. Using regional academic networks and
commercial ISPs, we verified that all the inferences and conclu-
sions based on Abilene hold in general. Commercial ISPs do not
allow publishing such details because of proprietary consider-
ations, but router-level measurement studies (21, 22, ††) further
confirm our analysis (7, 23, 24), although this requires additional
statistical and Internet-specific expertise beyond the intended scope
of this article.

**Detailed information about the objectives, organization, and development of the
Abilene network are available from www.internet2.edu!abilene.

††SKITTER Project. Cooperative Association for Internet Data Analysis, University of Cali-
fornia San Diego Supercomputing Center (www.caida.org).

Fig. 1. Diversity among graphs having the same degree sequence D. (a) RNDnet: a network consistent with construction by PA. The two networks represent
the same graph, but the figure on the right is redrawn to emphasize the role that high-degree hubs play in overall network connectivity. (b) SFnet: a graph having
the most preferential connectivity, again drawn both as an incremental growth type of network and in a form that emphasizes the importance of high-degree
nodes. (c) BADNet: a poorly designed network with overall connectivity constructed from a chain of vertices. (d) HOTnet: a graph constructed to be a simplified
version of the Abilene network shown in Fig. 2. (e) Power-law degree sequence D for networks shown in a–d. Only di # 1 is shown.

14498 " www.pnas.org!cgi!doi!10.1073!pnas.0501426102 Doyle et al.

• “Scale-Free” neglects correlations, additional structure.

• REDUNDANCY! a key principle in engineering and bio.
(Connect up the low degree nodes and scale-free resilient to
targeted attack.)



Small scale interactions and individual differences can
matter: (social systems and biology)

A classic example from Social Network Analysis (SNA)
[http://www.fsu.edu/∼spap/water/network/intro.htm]

The “Kite Network”

Who is important and why?
See also Borgatti Science 323, 2009. Social networks vs

random graphs



The Kite Network

• Degree – Diane looks important (a “hub”).

• Betweenness – Heather looks important (a “connector”/“broker”).

• Closeness – Fernando and Garth can access anyone via a
short path.

• Boundary spanners – as Fernando, Garth, and Heather are
well-positioned to be “innovators”.

• Peripheral Players – Ike and Jane may be an important
resources for fresh information.



Beyond Topology

Network Activity: FLOWS on NETWORKS

(Spread of disease, routing data, materials transport/flow,
gossip spread/marketing)



FLOWS on NETWORKS : Random walks

Random walk on the network has state transition matrix, P :


1/4 1/3 1/2 1/4 0
1/4 1/3 0 1/4 0
1/4 0 1/2 0 0
1/4 1/3 0 1/4 1/2
0 0 0 1/4 1/2

 = P

The eigenvalues and eigenvectors convey much information.
Markov Chains, Spectral Gap.



Random walk on the WWW is the “Page Rank”

Page Rank of a node is the steady-state random walk
occupancy probabilty.



Example Eigen-technique: Community structure
(Political Books 2004)

M. Girvan and M. E. J. Newman



Beyond Topology and Flow

DYNAMICS OF NETWORKS



Key distinction:
Dynamics of networks vs dynamics on networks

• Dynamical process taking place on a network substrate
– Information flows
– Epidemic spreading
– Synchronization, etc.

• Dynamics of the nodes and edges constituting the network
– Network growth/decline; edge intermittency; etc.

Separation of timescales.

i.e., when is the network substrate essentially static over the
timescale of the dynamical process? .... (e.g web crawling;
routing tables in mobile ad hoc networks; epidemic spreading.)



Dynamical processes on (static) networks
(Durrett, Random Graph Dynamics, Cambridge Univ. Press (2006))

(Barrat, Barthélemy, Vespignani Dyn. Proc. on Complex Networks, Cambridge (2008))

• Diffusion

• Spreading / Percolation / Contact processes / Epidemics

• Synchronization – fireflies, Josephson junctions, ad hoc
sensor networks ...

• Searching on networks (WWW, P2P, sensor nets, social nets)

• Flows: data, materials, transportation, biochemical (on many
levels – genes, proteins, metabolites)

• Traffic, congestion, jamming

• Cascades / Avalanches / Sandpiles



Dynamics of the underlying network

• Network growth (long list here.... see previous slide)

• Vulnerability to node and edge deletion

• Network shrinking (nodes – banking, garment industry)

• Online Social Networks: shrinking diameter and densification

• Link intermittency (Internet)

• Shifting centrality (AS level internet)

• Ad hoc / MANETS (wireless radio communications)
(self-org algorithms, capacity, scaling, energy conservation)

• Coevolution:
(socio-technical – land use/population growth; task oriented social networks
(OSS)); (biological – gene regulatory/ppi (conserved motifs) / ecosystems )



If there is time, we will discuss phase transitions here....



Concepts covered today

• Social, physical and biological networks

• Simple network metrics (recapped next page)

• Power law random graphs

• Model selection

• Random graphs

• Phase transitions in connectivity

• Random walks on networks



Outstanding challenges

• How do we connect network structure to function?

– Degree
– Clustering Coefficient
– Motifs
– Betweeness Centrality
– Assortativity
– Flow and transport
– Growth/evolution mechanisms.

• Interacting networks

• Strategic interactions / Game theory on networks


