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Abstract— Preliminary studies and general observations indi- « A secondary user may not have global information re-

cate a significant amount of “white space” in radio spectrum, garding the topology of the network; e.g., node locations
varying in frequency, time, and geographic locations. Enabled

At X ; and density.
by regulatory initiatives and radio technologies advances, oppor- Th fi t t the del d interf
tunistic usage of the white space can potentially mitigate the € evacua IQI’] process mus mfae € delay and Interier-
spectrum scarcity. In this paper, we consider a scenario in which ence constraints imposed by primary users or regulatory

secondary users can opportunistically access unused spectrum bodies.
vacated by idle primaries. In such a spectrum-agile system, a Because of these challenges, naive strategies may not ef-

critical and unique issue is the fast_and reliable evacuation of fectively evacuate the channel. Failure to evacuate serynd
secondary users upon the return of primary users. To addressiis

need, we propose an in-band signaling scheme, named ESCAPEUSErs may cause undesirable interference to primary users.
We present the design of the ESCAPE protocol in physical, addition, a secondary user failed to evacuate (leave theapyi
MAC, and routing layers in the paper. The proposed scheme channel) may lose connectivity. In this paper, we propose
is distributed, reliable, and has minimum requirements on the 4 simple yet reliable protocol, named Embedded SpeCtrally
system. Agile radio Protocol for Evacuation (or ESCAPE), to enable
fast and reliable evacuation information disseminatioroiagn
secondary users. The design of ESCAPE involves the physical
|. INTRODUCTION link, and network layers, as briefly explained next.
In the physical layer, a secondary user that detects the pres
ce of primary user(s) sends a predefined warning message
t declares “primary-active”. The message is sent as CDMA
nal to its neighbors using a predefined spreading code.
her neighboring secondary users hearing the message will
bort their own transmissions and repeat a verbatim copy of
e warning message “primary-active” for a few times. A node
an transmit the warning message as soon as it receives it.

In this paper, we consider a spectrum-agile network wit
two types of users. Primary users are the rightful owners aj¢
have strict priority on spectrum access. Secondary users ar
cognitive devices that can sense the environment and anlapi?
appropriate frequency, power, and transmission schentey. T
can opportunistically access unused spectrum vacatedl®y |
primaries. The objective is to design secondary networks ”E

are nonl;mtrusve and pose rrlur_1|mum.d|sruprt]|on to primary-ry, routing protocol is a simple flooding protocol. To satisf
e e e e, o ase o une,ae pertrmance constans set by primay users (such as
the return of primary uysers which is the focus 0¥ this papgr&%cuaﬂon delay and peak int_erferen_ce dur@ng evacuation)
) . . ' ) "“We need to determine the design variables in the ESCAPE
Consider anllustrative scenario: a set of spectrum-agile

ication devi q . (%rotocol including transmission power, code type and lengt
communication devices (secondary users) communicate2oVey,, nper of repetitions, and detection threshold.

spectrum unused by primary users. These secondary users e intuition of ESCAPE design is as follows: 1) Spreading

deployed in an ad-hoc manner with no centralized contmller, ,\iges good interference tolerance properties because s
Upon the return of primary users, the secondaries need oy ation information is subject to interference of both p
exit the channel quickly in order to be the least mtruswqnary and other secondary transmissions: 2) A well constelict

Due to differences in device capability, environment, and, eaqing code can have very good autocorrelation property
communication load, not all users can sense the return gf o multiple users can announce “primary-active” wittiei
primary users. Therefore, the secondary users that delggh gination among themselves. This significantly simgsfi
the return of primaries need to propagate such evacuatign \jac and alleviates the potential instability and coriges
information to other secondaries quickly and reliably. Ve C g, g 4 high burst of traffic demand: and 3) Routing is based
this information dissemination procesi® evacuation process o, fio0ding and thus requires little prior knowledge on netwo

and the evacuation information thearning message. Such 554169y, It also provides redundancy in the warning messag
information exchange encounters a few challenges: dissemination and thus improves reliability.

« The transmission of evacuation information is subject to In summary, our objective is to disseminate the evacuation
interference from both primary users and other secondanformation among all secondary users and thus evacuate the
transmissions. primary channel reliably. The ESCAPE protocol can tolerate

« A secondary user in transmission cannot receive simiuterference from both primary and other secondary trassmi
taneously. sions. It requires little prior information on the netwodpbl-



ogy and density. It is distributed in nature. It works redesd (Time Division Duplexing) devices (such as WLAN devices)

the number of secondary users that detect the primary. & dakie to antenna constraints. We further assume that each node

not require synchronization among users. Thus, the ESCARE&s a peak transmission power constraint as most radioagevic

protocol is suitable for evacuation purposes. do. We consider in-band signaling and show that it suffices fo
The paper is organized as follows: system model is intrthe purpose of channel evacuation.

duced in In Section Il. We also discuss the limitations of The performance metrics of primary users include

some common protocols if used for evacuation. The ESCAPE, Eyacuation time: From the moment a secondary user

protocol is presented in Section I, followed by its paraene detects the primary to the instant all interfering secopdar
design in Section 1V. The performance analysis is inclused i ;sers evacuate the channel,
Section V and simulation results in Section VI. Related work , peak aggregated interference during the evacuation pro-
is discussed in Section VI, followed by conclusion and fatu cess,
work in Section VIIL. « Average aggregated interference during the evacuation
process, and
Il. SYSTEM MODEL « Evacuation failure probability: the probability that some

. ) . secondary users fail to evacuate the channel due to the
We consider two types of users. Primary users have strict failure of the warning message dissemination protocol.
priority on spectrum access, who are often conventionaldgg

users whose hardware and protocols should not be required "€ Performance metrics for secondary users include

to retrofit secondary user access needs. Secondary users areEvacuation time: the longer the evacuation time, the

cognitive devices that opportunistically access unusest-sp  larger the discrepancy of services among secondary users,

trum vacated by idle primaries. Secondary users are deploye and

in an ad-hoc manner with no central controller. For instance » False alarm rate: it is possible that a secondary user

multiple WLAN devices in a building may use an unoccupied falsely detects a warning message due to noise and

TV band [5]. interference while there is no such message in the air.
Our focus is on channel evacuation. Therefore, we assume A secondary user will broadcast such a (false) warning

that the detection of primary users is achieved by at least message and cause additional secondary users to vacate
one cognitive user using methods proposed in the many the channel when not needed. False alarm causes service

studies on cognitive radio, e.g., [2]. We note that the prima interruption and resource waste and thus should be kept
user detection is a critical and challenging research probl extremely low. (Note that this is a false detection of
by itself. Proposals include power-sensing, feature dierec warning message instead of primary users. We assume
centralized database, and other approaches, which is theyon no latter case in this study.)

the scope of this paper. ESCAPE is used for the sole purpose of spectrum-agile

We do not assume that all secondary users that shouddliio evacuation and does not handle PHY, MAC, or routing
evacuate can detect the return of (a) primary user(s). Tisgues for regular secondary communications. The protocol
reason is multi-fold. First, secondary devices can havergifit performs well under the scenario when multiple or even all
detection capabilities. For instance, one device may havesecondary users detect the return of primary users. Such
very sensitive detector and feature detection capalsilitiat multiple detections in general can accelerate the evamuati
others do not have. It is also possible that a fraction of sgerocess.
ondary users (e.g., access points) has Internet accesetk ch We note that because of the specific challenges in the
a certain database frequently while others do not. Anothefiannel evacuation scenario, naive strategies may not work
possibility is that due to channel fading and/or shadowingffectively. We next consider the following possible stries
some nodes may fail to sense the primary transmissions wtiled their limitations for channel evacuation. First, a seleoy
other peers do. Furthermore, certain detection of primaeysi user can broadcast the warning message using extremely high
requires that secondary users listen to a channel for alsizgower. This scheme may not work because 1) users have
duration. Thus, secondary users with light communicataull peak transmission power constraints; and 2) devices cannot
and more power resource are more suitable for such detectimmsmit and receive simultaneously. In addition, trassioin
tasks. In summary, joint detection has the advantage oedhapower, within its limit, is a control variable in the ESCAPE
work load and detection reliability. It is thus importantsieare protocol. Second, a primary user can jam the channel and thus
information on primaries among secondary users. ESCAPEeiacuate secondary users with high power. This scheme may
specifically designed for such a purpose. not be feasible due to peak transmission power constraints o

We focus on one primary band. When a primary us@rimary devices. In addition, primary users are legacy sjser
activates, it will occupy the channel and no secondary useniho are not required to retrofit the need secondary users.
allowed to co-exist in the vicinity. We assume that the priyna Third, an existing random access scheme, such as CSMA/CA
power level is known to the secondaries. This information & ALOHA, can be used to disseminate the warning mes-
needed to determine the power/length of the spreading cagge. ALOHA-family schemes suffer from instability. Carri
used by secondaries. sensing-based schemes may incur collision and backoff gmon

We do not assume that cognitive radios can transmit amérning messages and regular secondary transmissions. The
receive simultaneously, which is the case for widely use®TDneed to flood the warning message may result in a high burst



of traffic and thus cause large delay and delay variation (durtialization is to establish and broadcast the spreadsages
to the uncertainties in backoff schemes). In addition, aith Any communication protocol may be used for such a purpose.
protection, the warning message may not be correctly redeivA secondary user switched to the primary band after the
in the presence of primary interference. initialization stage would obtain information on the wangi
Last, an out-of-band control channel can be used for wanmessage of the area from its neighboring nodes or a central
ing message. We note that a control channel carries otlerthority.
control information, such as traffic load and link condition
Because of such traffic in the control channel, the contrgl
channel incurs the same issues, such as delay and intexeren’
as a regu|ar data ChanneL a|th0ugh less severe in generaﬁﬁer the initialization, secondaries would sense andagtil
Therefore, the ESCAPE protocol can also be used in tHe idle primary spectrum. During its normal operational
control channel to handle interference and reduce delay #ftfse, a secondary user performs the following procedure
delay variations. Certain parameters may need to be adjustedividually.
based on the traffic load, packet length, and other factors ine Step 1: If a secondary user has a packet to transmit,
the control channel. We note that both in-band and out-of- it transmits its packet according to its regular access
band control channels are being considered for spectrilm-ag  protocol. Then go to Step 2. If a user has no packet to
communication. Out-of-band schemes distinguish data com- transmit, go directly to Step 3.
munication channel and control channel physically. It iszg1  « Step 2: Listen to the channel fdr, time unit.

Protocol Description

either multiple radio interfaces or periodic (synchrondize — If the user notices that the primary is back or it
switching. In comparison, in-band signaling requires alein detects the warning signal, go to Step 4.

radio interface, no frequent switching/hopping, and hameet — Ifthe user has a packet to transmit or retransmit (e.g.,
cost. On the other hand, because our signaling is based on a due to a received or missing ACK/NACK or a newly
predefined CDMA warning message, we can also consider it generated packet), go to Step 1.

as a logical control channel, as discussed in CORVUS [2]. — Otherwise, go to Step 3.

« Step 3: Listen to the channel.

I1l. ESCAPE RroToCOL — If the user detects a primary or a warning message,

The objective of ESCAPE is for multiple cognitive radios go to Step 4.
to evacuate the channel quickly and reliably. Consider the  _ |f it has a packet to transmit, go to Step 1.
initiate state when the primary channel is unused. A group  _ Otherwise, stay in Step 3.

of secondary use_rs_detect the band and start to occupy the Step 4: The secondary user sends/relays the warning
channel opportunistically. Later, primary users returimjcl signal at the predetermined power level fr times as
is detected by one or more secondary users. The evacuation shown in Figure 1. Go to Step 5

step begins. Secondary users who detect the primaries will o) 5: The user leaves the current band and moves back
transmit a pre-defined warning message declaring "primary- o the default band

active”. The warning message is modulated using apredefineqN tice that Step 2 | ired listeni h ft
CDMA spreading code. Other secondary users hearing the an- € notice that Step 2 1S a required flistening phase after

- : e ch transmission. In current access protocols, a nodesneed
nouncement will repeat the same warning message “primary-: . o
active”. In this section, we discuss the details of the ESEAP listen for its ACK/NACK packet after a transmission. Oe th

other hand, in this proceduré, can be set larger to enhance
protocol. > : .

the chance of receiving a warning message, as discussed late
Step 3 is the “idle” listening stage where users listen to the
A. Initialization Phase channel when they have no packet to transmit.

A group of secondary users operating on a primary bandin Step 4, a secondary user broadcasts the warning message
need to agree on a few parameters of the warning messaggenode “B” in Figure 1. In the figurey is the number of
including the pattern of the warning message, CDMA spreadiarning message transmissions each user should ggnid,
ing code to be used, transmission power, and a few othbe maximum transmission time of a regular secondary packet
parameters. An evacuation group is a group of connectéd is the amount of time a secondary user listens to the
secondary nodes sharing the same spread warning messelgannel, L, is the prefix transmission time of the warning
One user in the group detecting a primary user(s) will itétiamessagel,, is the transmission time of the warning message,
the warning message that evacuates the whole group. Hmal L; is the idle interval between two consecutive warning
size and membership of the group are determined by theessages from the same secondary user. If a secondary user is
geographic area that need to be evacuated for active pamarlistening to the channel during the transmission of the prefi
For instance, all WLAN devices in a building may belongf the warning message and detects the prefix successfully
to the same group while devices in different building déknown as acquisition), the user will listen to the channel
not. Nodes in a group may belong to different networks (dor the following L., period of time expecting a warning
authority) and do not have regular communications (exaapt fmessage. If it receives the warning message successfully, i
the warning message). A node may also belong to differentll broadcast the warning message. Otherwise, the secpnda
(partially overlapping) evacuation groups. The purpos¢hef user returns to its regular state.



we can setl; = 0. In this case, a secondary user will send

L Ls N warning messages back to back. The delay is minimized in

Packet . . . .
A Listen such a case. However, there can be (minor) negative impact:
||t Warning 1) More warning message transmissions imply more cumu-
BE— 1 = @] -eee- : N lative interference to primary users; 2) More simultaneous
Lw L transmissions of the warning message can gradually decreas

the reception success probability of the warning message.
A similar argument enables the system to support sleep-
Fig. 1. Transmission of the warning message. Node A transmitgyalar wake scheduling of users. In particular, a user can sleep up
secondary packet and Node B is sending the warning message. to L, time units and it has to listen to the channel fbr
time units. In this case, a sleep node can be informed of the
vacuation with a high probability.

. . .
. .A USEr may miss a warning message for two reasons: F'rSt’I’he above design guarantees that a secondary node has a
it is transmitting (a regular secondary packet) and thusaan . :

chance to listen for the warning message, and we can further

receive the warning message. Second, the warning mesS A Fease the value d¥ to improve reliability. In Section IV-C,
signal is received but cannot be correctly decoded due tmbkig . . .
we explain the design of the warning message such that the

propagation loss and interference. Such possibilitiesl iee ssage can be received with a hiah success rate
be accommodated in the protocol design. We address the ﬁP§ 9 g ’

issue by repetition{) plus an enforced listening windowL()
and the second by appropriate selection of spreading catle & MAC and Routing

transmission power. - - , The objective of the ESCAPE protocol is to evacuate the
_ Consider that "B” is transmitting a warning message ang,anne| as fast and reliable as possible. To elaborate, et ne
A’ is a one-hop neighbor of “B”. We have two options iny, gisseminate the warning message “primary-return” to all
choosing the values af, and IV, depending on whether o socqndary users as soon as possible. It does not matter where

not a warning message can reach a two-hop neighbor with, &y \yho ‘start to broadcast the message. It does not matter
high success rate. If so, then the first issue can be solvedcas, \wvhom a user gets the message.

follows: Suppose “A’ is transmitting to a one-hop neighbor, g.c4ise of the unique objective and the physical layer

‘R". Because "R" is within two hops of "B", "R” can receive poherty the MAC of the warning message is simple: a user
th.e warning message. Instegd of sending an ACK to A “transmits the warning message as it wishes, which is sinailar
will start repeating the warning message. Therefor_e, Al Wighe ALOHA protocol (but without backoff and retransmission
not receive its ACK but the warning message. In this cdse, ¢ overlapping transmissions, which is considered as- coll
can be set as small as possible. This is the preferred mogg, ALOHA, are handled by spreading code. As discussed
because it maximizes the possibility of regular secondagy section Iv-C, numerical results show that an m-127 code

transmissions. In other words, as soon as a node receivesi§y|as 4 receiver to successfully detect the warning messa

ACK, it can return to the transmission state. _in the presence of tens of simultaneous copies of the warning
On the other hand, if, due to physical constraints, a Wam"?ﬁessage

message may not reach a two-hop neighbor with a high SUCCESFhe MAC here is similar to that of the spreading ALOHA.

rate, therr: we have to set, arjl_dNI tl()) tfe:?rge ebnolugh 10 1, spreading ALOHA, different users exploit the same spread
receive the warning message. To elaboratehas to be longer ing code for multiple access. Different users can be distin-

ghalm(L.fprL.‘”*EHLiJﬁp’ Wh?re€f>h0' The f_'rSt term is the uished because of the asynchronization of the transmissio
clay | Just missed the prefix of the warning message, thg/nen the number of users increase, it is more likely that

secéc?d.on;]a/:i, 's]:. thle tm;}e Ec)ert_lween two warning m_?_isageﬁ’le transmissions of two or more users are synchronized in
and Ly, Is the prefix length of the warning message. Thus, ‘Aé?chip-level and thus cannot be distinguished, which resalt

have collision. In comparison, in ESCAPE, different users traits
Ly =2L,+ Ly, + L; (1) the verbatim copies of the warning message. Asynchronized
N o transmissions are processed by spreading code. Chip-level
In addition, to guarantee that a transmitting secondaryehagynchronized transmissions, which happens by coincidence
chance to listen to a warning message, we have (since we do not synchronize users on purpose), actually
Li+Ls=Ly+ (N —1)(Lp + Lo + L;) + L. bene_fit the reception because the _signal strength of th_ia/efei:e _
warning message is the summation of multiple copies. This
To elaborate, “A” will not start its transmission if it rewes the simple MAC does not claim any capacity gain but for the
prefix of the warning message sent by “B”. After transmittingurpose of the warning message propagation.
a packet, “A” will listen to the channel for ACK and for the The routing of the warning message is also simple. Basic
warning message. Its listening periodlis. Thus, we have  flooding is assumed. This simplicity again benefits from the
. auto-correlation property of the spreading code. Floodilsg
Ly =(N=2)(Lp + Lu + Li) + Ly ) provides reliability enhancement because of its redunddhc
In the above equation, we have two degrees of freeddm, a secondary user misses a warning message, it is highly likel
and L;, while other parameters are fixed. In the extreme cagbat it will receive the message from other neighboring 1sode



who echo and flood the same warning message. Floodsigwultaneously. This occurs in two scenarios. The first isnvh
protocols been studied in various scenarios. One focusaibsecondary users detect the primary and start to trartbmit

to reduce flooding overhead by eliminating (unnecessamyparning message. The second is that different secondarg use
transmissions. Such schemes are orthogonal to ESCAPE amaly repeat the warning message at a certain time. In this case
can be combined in the ESCAPE to reduce the number the maximum transmission power of the warning message
transmissions. On the other hand, we stay with the most eimg determined. Based on this information and the power of
form of flooding for simplicity and for reliability caused bythe primary and other secondary, we select the code that has
redundancy in this paper. sufficient interference tolerance capability.

It is possible that more than one user detect the return of\We note that information such @3, Pss can be estimated
primaries and start the warning messages. This is similaritogeneral. For instance, consider the scenario when ungést
flood the area from several locations with the same messa@éd.AN devices use unoccupied TV broadcast channels. In this
It will speed up the evacuation process; i.e., the propagaticase, information on the transmission power, the location o
of the warning message. A user will not resend the warnitige TV tower, the service contour, the transmission power
message if it has already done so. of a WLAN device, the rough density of a WLAN are all

available. Such information can be used to estimaje and
IV. PROTOCOLDESIGN P,, and determine the code and transmission power level.

ESCAPE is designed for the purpose of fast and reliablghen the information is less accurate, the design needs to be
evacuation. This is different from typical protocol designmore conservative. Note that code selection should be done
where capacity, fairness, and coexistence are critic@mFr infrequently since such information is needed BEFORE users
the perspective of primary users, the performance metfics gperate in opportunistic bands.

ESCAPE include evacuation time, peak interference, agerag
interference, and evacuation failure probability. The nmet C. Warning Message Detection

for secondary users include evacuation time and false alarmp ESCAPE, the warning message is sent as CDMA using
rate. Thus, design parameters of ESCAPE are spreading cgd@edefined spreading code. The transmission of the warning
length, transmission power of the warning message, messag&ssage is subject to 1) interference from both primary and
repetition time (V), and warning message detection thresholgther regular secondary transmissions; and 2) interferenc
given performance constraints of primary and secondamsus@rom other (unsynchronized) copies of the warning message
We report our design of ESCAPE parameters in the followingye to the design of MAC and routing. Therefore, the spread-
) ) ing code needs to provide a good spreading gain and superior
A. Evacuation Time Constraint auto-suppression capability. The technique of spreadams h
Consider the case where evacuation time is the constrajglen studied extensively in the field of communication. We
set by primary users. Assume that the channel is expeciggplore the following properties in the ESCAPE protocol.
to be vacated inlz time units. Assume that the primary We require the spreading code to have a good auto-
transmitter is far away from secondary users and thus tberrelation property so that a user can detect the “warning”
average receiving power of the primary at all secondarysusgignal even when the transmissions of the warning message
are the same, denoted &5. Let the chip length be.. and at multiple secondary users are overlapping. A secondary
the number of symbols of the warning messageMe The user may lock onto any one of the transmissions by treat-
average receiving power of other one-hop secondary usgig others as interference. A good auto-correlation emssure
is Py, It is desirable that the transmission power of tha good reception probability under multiple transmissions
warning message to be at least at the same level as otfire properties of various spreading codes have been studied
secondary transmissions. This selection is both phygicalixtensively in the field of CDMA communications. We choose
feasible and desirable. If other secondary transmissioas gn-sequence as the spreading code for ESCAPE because of its
narrow-band, then the transmission of the warning message&iiperior auto-correlation property as shown in the Appendi
likely to cause collision, which is desirable to stop theulag Numerical results show that an m-127 code can sustain tens
secondary transmissions. On the other hand, if other seepndof simultaneous copies of the warning message with little
transmission are spread spectrum, we would like the warnipgrformance degradation.
message to use a spreading code at least as long as and tlMA spreading also provides interference tolerance
transmission power as high as other secondary transmsssiQiyainst transmission of primary and other secondary users.
Given such information, the spreading gain can be detedningor example, the m-127 spreading code provides a spreading
If the chosen spreading gain does not satisfyfgeconstraint, gain of more than 20dB. The detection and false alarm rate are
we choose the longest code that satisfiesThatonstraint and discussed in the Appendix. We also note that the false alarm
select power level such that the primary interference can kste can be kept very low by appropriately tuning parameters

efficiently suppressed. If a Rake receiver is available, the interference and noise
) suppression capability can be improved significantly. lis th
B. Peak Interference Constraint case, multiple overlapping transmissions of the warning-me

Consider the case where peak interference is the constraiatje can be exploited to significantly improve the perfor-
set by primary users. The worst case peak interference hagance. (All numerical results in the paper assume no Rake
pens where all secondary users transmit the warning messeggeiver to be conservative.)



Note that the transmission power of the spread warnimggular secondary packet has a fixed lenfthwe have
message is not necessarily low compared to the transmission
power of a regular packet. In addition, the warning message
can use the same band as a regular packet instead of a wide
band as in a CDMA system. In other words, a chip length in
the warning message can be as large as a bit length in a regyWgéren’ = |Li/(Ly + L;)| andA = L, — 0/ (Lo, + L;).
packet. In this case, the effect of spreading code is to makewhen the packet is exponentially distributed with mean
the warning message longer instead of over a wider band. We— 1/u, we haveP, = p, + p, and
spread the warning message for the purpose of interference
tolerance and auto-suppression. Py = exp(—(i = (Lo + Li)) — exp(=ip(Lw + Li)),

We wish to clarify that we do not propose any new spreadifgr ; — 1,... | N —1. In addition, the user will miss all copies

or signal processing techniques. Our purpose is to expieit tof the warning message with probabili., where P, =
physical capabilities of a spread warning message to d@sig@xp(_(N — DLy + Ly)).

protocol for fast and reliable channel evacuation in speetr  Therefore, the first and second moment of one hop delay in

Dy + Ps 1=0
pt[% i:nl+1a

agile communication networks. the case of fixed packet length is
N-1
V. DELAY AND FAILURE PROBABILITY ANALYSIS E(Dj) = Ly+ Y i(Ly+L)P,
=0
When a secondary user starts to transmit the warning  (Lw + Li)pe(n' +1) (0 (L + Ly) A
message, its neighbor may be in transmission and thus neiss th o L, 2 +
warning message. (We do not assume two-hop reception with , n'+1
high success rate.) This introduces randomness in the dela@(Df) = (Lw+Li)°p: L
and potential failure of the evacuation process. In thisicec w20 +1) )
we analyze the average delay and failure probability for a ( 5 (Lw + L) + (0" + I)A) (3)

one-hop transmission of the warning message. We consider _ o _
two cases where the packet length of a regular secondéijthe case of exponentially distributed packet length,dcon

transmission is fixed and is exponentially distributed. tioning on the user receives the warning message, we have
With some abuse of the terminology, we call the time (Lw + Li)p: a(l —a-1)
between the end of the enforced listening period and the E(De) = N <1 ~Na"'+ ?)
beginning of the next regular secondary transmissagation 1 >~
time. We assume that the vacation time is exponentially E(D?) = T p (L + Li)*p; -
distributed with mearL., = 1/A. Because the prefix length is > 14+ NaV+1 _ gV _ NN
relatively short in comparison to the warning packet lengté (=1 —N?aN"1 42 >
ignore it here in the analysis for simplicity. We set the ecéal (1—-a)
listening windowL, = L,,+ L;. Let L, be the average packet _a(l - aN_l) (4)
length of a regular secondary transmission. Before it vesei 1—a ’
the warning message, a secondary user can be in one of Wfiereq = exp(—p(Ly, + Li)).
three states: transmission),(listening §), and vacation«). e next analyze the probability that the secondary uses fail
Let p, be the probability that a secondary user is in staté g receive the warning message of its one-hop neighborg Let
e the probability that the warning message is not recei
We have be the probability that th t received d
L, to interference. LetZ; be the probability that théth warning
Dz = Li+L.+ L, z € {t,s,v}. message is not received. We have
Pra = P(N{L17Z;)

Let N be the number of repetitions. We consider delay
D which is defined as the time before the user begins to
receive the warning message. We analyze the first and second
moments ofD for fixed and exponentially-distributed packet
length.

There are two reasons for delay: 1) the secondary useneresS;_; is the state of the secondary user at the beginning
may be in transmission and thus cannot receive until it§ the (¢ — 1)th warning message an®#(Z;|S;_1 = ¢) is
transmission ends; or 2) the secondary user fails to ddtect the probability that theth warning message is not received
warning message due to interference. As discussed edker, given stateS; _; = t. In the above equation, we note that
warning message can be received with a high success maentsZ;s are not independent. Therefore, for a large value
through appropriate code and power selections. Therefege, of N, we use the approximation presented in the last step.
ignore the receiving failure probability in the delay arsddy For a large value ofV, in the case of fixed packet length, the
Let P; be the probability that the receiver misses the firgailure probability is extremely low when enforced listegi
1 warning messages due to its own transmission. When thandow is L, = L, + L; andg small. Therefore, we focus the

N
P(zy) [ P(Zi| niZy Z5)
=2

~ P(Zl)P(Z2|Zl)P(Zg‘leg)P(Z7|Sz_1 = t),



analysis on the case where the packet length is expongntialistributed packet length. In both cases, we et {4, 9},
distributed. Due to page limit, we omit the steps and preseaterage packet length 200 bits, and a secondary user is

the result here. We have transmitting 49.6; of time (including the time for enforced
listening). The warning message starts to propagate fram th
P(Zy) = pe+(potps)a node in the left-upper corner. This represents the worst cas
P(Z2,Z1) = pi(pue + porq + pseq) performance in terms of delay and failure probability. le th
+ Z Pya(Dey + Poyd + Peyq) case of fixed packet length, in all iterations, all 25 nodeséde

the system; i.e., evacuation failure does not occur.

i In the case of exponentially distributed packet length, we
P(Z3,2,21) = ) (bey+ Doyt + Psyd) notice20% and1.2% of evacuation failure fo&V = 4 andN =
y={v,s,t} 9, respectively. An evacuation fails if one or more secondary
P(Sy =y, 22, 21) users does not receive the warning message. This is mainly
P(Zi|Si—1=1t) = pu+ potq + pstq, due to the existence of large transmission packets. We note
that a packet length exceeds the length(&f — 1) warning
where L. = L, + L;, and messages with probabiliBs% and6% for N = 4 andN = 9,
pw = exp(—puL.) respgctivel_y. Because we expect a'maxir.num pgcket length in
pe = 1—exp(—pLe) practical wireless systems, evacuation failure will occurch
s ¢ less frequently. To improve reliability, we could incredbe
Pt = 0 value of N.
S LI pexp(—=ALc) — Aexp(—pLe) Figure 2 is the evacuation delay histogram for the exponen-
pLe pLe(A — p) tial case withV = 9. In the figure, the x-axis is the evacuation
1 —exp(=AL.) time normalized over the average packet length (200 bits). T
Pos = AL, actual time unit depends on the physical layer. For instance
Pss = 1 —Pis — Pos if the data rate is 11Mbps, each chip-length is/3.9The
exp(—pL.) — exp(—AL¢) evacuation time is around 1-2ms. The y-axis is the number of
P = A A—p times that the delay occurs in 1000 iterations. We observe a
Pow = exp(—ALc) few clusters. The delay histogram of othgr cases are simiIa}r
T As a benchmark, we note that the normalized delay is 3.75 in

the most optimistic case, where the first warning message is
heard by all other nodes.
VI. SIMULATION In all cases, we notice that with a large chance, the last node

In this section, we present simulation results of the ESCAREceives the warning message before the first node finishes
protocol. We consider two types of topologiess a 5 regular its N transmissions in the 365 grid. Therefore, the peak
grid and a 25-node random network. We consider interfereniegéerference usually occurs when all nodes are transmittin
from primary users, other secondary transmission, maltiplvarning messages. In Figure 3, we plot the transmission
copies of the warning message, and background noise. Twver of the5 x 5 grid in one iteration with exponentially
transmission power of the warning message is the same asdistributed packet length anty = 9. We show two curves.
transmission power of a regular secondary message (unl&kg solid curve is the total transmission power includinghbo
otherwise specified). We assume, at secondary users, Waning message and other secondary transmissions. The y-
received power from the primary transmission are 3dB highakis is the transmission power, its exact value depends on
than the power from the nearest secondary transmission. The physical layer. For instance, if the transmission powfer
power pathloss exponent is 4 and the detection thresholdesch user is 100mW, the maximum value in the y-axis (250)
21 dB above the background noise level. We consider a shagpresents 2.5W. The dashed curve is the total emissionrpowe
spreading code (for fast simulation). We consider an m-1fy the transmissions of warning messages. We note that in the
spreading code with a symbol length of 4. Therefore, eableginning, other transmission power dominates and aftér 80
warning message is 60-bit long. The prefix is set to be 6 bitime units (the unit is chip-length), only warning messages
If a secondary user detects a prefix successfully, it suspemdinsmitted. In this case, the peak interference (250) éstdu
its transmission (if any) and listens to the channel for thee combination of warning message transmission and regular
duration of the warning message. Idle interval between tveecondary transmission (e.g, at 400 time units).
consecutive transmissions of the warning message is set t&Ve next show the impact oV and P, on average evac-
be 10 bits. A small uniformly distributed random delay withuation delay and failure probability. Each simulation is ru
mean 5-bit is introduced before a secondary user starts1@0 times. In Figures 4 and 5, we show the average delay
forward the warning message. This delay is introduced (normalized over the average packet length of 200 bits) and
model the random processing time of secondary users. In thdure probability as a function aV. As NV increases, average
simulation, it avoids perfect synchronization of the wami delay increases and the failure probability decreases. In
message among secondary users (which will be too optimistiEigures 6 and 7, we show the average delay (normalized over

We first run simulations on & x 5 grid for 1000 iterations. the average packet length of 200 bits) and failure proligitzg
We simulate two cases: fixed packet length and exponentiadffunction of P,,. The x-axis isP,, normalized overP,. As P,
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increases, both the failure probability and delay decreadee
gain is significant wherP,, is relatively small and diminishes
as P, increases. We note that increasiiy, along is not
enough to totally eliminate evacuation failure, partialiye to VIl. RELATED WORK

the existence of extreme long secondary packets. The sesulty\e note that the access scheme used in our protocol is
for a random network are similar and thus omitted here.  jifferent from spreading ALOHA. In spreading ALOHA,

In summary, simulation results demonstrate that the prgifferent users use the same spreading code to convey their
posed ESCAPE protocol can reliably evacuate secondarg Us@fiividual messages [1], [17]. Users can be distinguished
in the presence of interference from primary and secondafye to the asynchronous transmissions of different usérs. T
transmissions. In addition, our simply MAC and routingyerformance of spreading ALOHA is limited by chip-level col
schemes work well due to the superior auto-suppression prgion. In other words, if one receives two or more packetfiwi
delay difference within a chip-interval, the packets qotla
and cannot be recovered. As the number of users increases, so
does the collision probability. In comparison, becausteéht
users are sending the SAME warning message in our scheme,
if chips synchronize, it will indeed benefit the reception by
providing a stronger signal, to which a receiver is moreljike
to detect. In other words, such “synchronization” benefits t
reception of the warning message. Numerical results itelica
that the access scheme can tolerate a large number of simulta
, ] neous transmissions of the warning messages. Our scheme is
45 ] also different from traditional CDMA systems where diffete
communications use different spreading code.

N A few MAC protocols have been discussed in the context
of cognitive radio. In [2], [10], dedicated control chamnelre

Fig. 4. Normalized average delay insax 5 grid with exponential packet Proposed for secondary users. Our protocol applies in-band
length as a function ofV. signaling and does not require a dedicated control chafel.

erty of m-sequence codes.
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035 ‘ ‘ ] VIII. CONCLUSION AND FUTURE WORK

0.3 ] Channel evacuation is an important yet unique issue in
frequency-agile communication networks. In this paper, we
present the ESCAPE protocol for channel evacuation of sec-
ondary users. The objective of the protocol is to disserainat
0.15 1 evacuation information among secondary users fast and reli
01l ] ably with minimum requirement on topology information, net
work synchronization, and routing maintenance. The ESCAPE
protocol is based on joint considerations of physical, MAC,
102 P 00 and routing layers. In the physical layer, a secondary user
Puips that detects the presence of primary user(s) sends a predefin
warning message that declares “primary-active”. The nggssa
Fig. 7. . Failure probability in & x 5 grid with exponential packet length as jg Spread using a predeﬁned Spreading code. Other Secondary
a function of Py users hearing the message will abort their own transmission
and send a verbatim copy of the warning message “primary-
active” as soon as the message is received. We choose an
m-sequence code for spreading because of its superior auto-
course, the control channel can benefit many other purposgssrelation characteristics so that MAC and routing are sig
such as resource sharing among secondary users, which isrifigantly simplified. In addition, the spreading code po®s
among the functionality of ESCAPE. In this sense, the prgufficient processing gain for interference tolerance. Biical
posed scheme can be combined with the proposed protocelssults indicate that the protocol performs well.

Many MAC protocols have been proposed in the IiteratureThere are a few issues that need to be further studied. The

that focus on resource sharing among users. These proto&%ﬁrsrem work mgludes an average delay gnd.fanure proh@bll
:im'alyss for a single hop. We are extending it to the mulp-ho
i

Avg. failure prob.
o
N

can be potentially used by secondary users. One particu . o . o
challenge is to distinguish among primary transmission aﬁ%lay and failure probability. In particular, the tail dibution

secondary transmissions. If one can detect primary trasm N de:(ézg'se?: bielc?re:‘illdﬁggnirr\eelgtelg :()j diet\i/::u\?vttlaonlatgmti
sion, our protocol can help solving the problem. In othé} y ' ' P

words, only the “warning message” indicates the return vestigate information authentlcanon and \_/e_rlflcanseues.
rst, the current scheme is prone to malicious user abuse,

primaries. We note that the ESCAPE is complimentary the g o
MAC protocols. vifus attacks, and falge alarms. Indegd, a mallcpus uger ca
broadcast an evacuation message without detecting then retu
Many flooding schemes have been proposed in the literatupé,primary user(s). Second, a secondary user falsely detect
many with the focus on overhead reduction. We first notbe primary user or warning message can cause unnecessary
that “overhead” can cause significant delay in tradition MA@vacuation. We plan to address the issues by including authe
schemes, e.g., CSMA/CA, especially when the network fication schemes that verify the identity of the initial wang
dense. In other words, when a large number of nodes trynessage. The authentication and identification proces®ean
access the channel, congestion occurs which results iy delised to reduce false evacuation. For instance, the systessis
and packet loss. On the other hand, multiple transmissidgihs wprone to false evacuation if it evacuates when two or seegnda
not cause serious concern in our protocol. An m-sequenceuskrs corroborate the detection of primaries. Other isswues
127 chips with simultaneous transmissions of tens of usdye considered include theoretical and numerical compariso
can cause little degradation in the performance without tloé the ESCAPE protocol with other broadcasting schemes.
presence of other transmissions. Furthermore, we shouél no
that overhead reduction schemes proposed in the literature IX. APPENDIX WARNING DETECTIONANALYSIS

be applied in combination with ESCAPE to reduce interfer- di q lier th di d ds t id
ence to primaries and to enhance the transmission succe S discussed earlier, the spreading code heeds 1o provide a

probability. In this paper, we ignore overhead reduction I%OOd spreading gain and superior auto-suppression capabil

emphasize the characteristics of the proposed ESCAPE g‘?l%ryolerate mf[erference from other_transm|ssmns and 1o si
also for simplicity. plify the design of MAC and routing schemes. We choose

m-sequence codes for its superior auto-correlation ptigser
Cognitive radio has the ability to sense and learn from tlaver other spreading codes (such as Gold codes).

environment and adapt to appropriate frequency, power, andConsider an m-sequence of length 127 for illustration pur-
transmission schemes. It has attracted a lot of researtesis pose. The m-127 spreading code provides a spreading gain
(e.g., [9], [8], [2], [6], [3]). Research efforts includeesgtrum of more than 20dB and superior auto-suppression property.
pooling (e.g.,[16], [11]), game-theoretic analysis (e[@2], In Figure 8, the left subplot shows the auto-correlation of
[15], [7]), channel sensing and detection (e.g., [14], J13]an m-sequence code of length 127. In this figure, the x-
dynamic spectrum sharing (e.g., [10], [4]), etc. To the beakis is the shift of chips and the y-axis is the autocorrefati

of our knowledge, this paper is the first attempt to design amlue. The right subplot is the auto-correlation of a random
in-band signaling protocol for channel evacuation. 127-bit code. Note that the m-sequence code has a much
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Fig. 8. Compare the autocorrelation functions of an m-seqeiende and a + Z Z n(m, k)w(m)e(k)

random sequence with length 127. m—1 k1

~ +/Pyl.M+ N,

better auto-correlation property than a random 127-bit Sghere N, is the aggregated interference. It is approximated
guence code. This property is exploited to handle S|muuase§ a zero-mean Gaussian variable withe varia(g, M -+

transmissions of the same warning message and to simpk Nsl Py(i)l.M +02l1,M). Let Dy, be the detection threshold.

MAC and routing issues. Numerical results show that a 1 eit:Dth — pun/Pul. M. We have

m-sequence can sustain tens of simultaneous copies of the

warning message with little performance degradation. Piet = P(yo > D)
Next, we discuss the detection and false alarm issue of a = P(\/Pyl-M + N, > Dy)

spread warning message. Consider a warning message with B
symbols W = [w(1),w(2),---,w(M)], where M is the = r (N“ <V PuleM — D”‘)
number of symbols in the warning message and is predefined. r—
Let C = [¢(1),¢(2),---,c(l.)] be the spreading code used. = PNy < PuleM — Dun
WLOG (Without Loss of Generality), assume that a receiver ,/ZCM\/PP + Zf\gl P,(i) + o2
detects the prefix and thus is synchronized to(tiecopy of
the warning message. The received signal is then 1.0 VPl M(1 — pyp) 5)

y(m, k) = \/Pa(0)w(m)e(k) VP + XN Pui) + 02

N, . . . .
- - , 4 where Ny is a normalized Gaussian random variable. The
+Z V P (@yw(m)e(m + 6;) corresponding false alarm rate for the threshold is caledla
=t N as follows:
+/Bpsp(m, k) + > V/Pu(i)ss(m, k) +n(m, k), Pesa = P(N,> Dy)
=1

where P, (i), P,, Ps(i) are received power of thith copy of = P|N,> punV Pule M
the warning message, the primary user, andithesecondary P, + vazsl Py(i) + o2
transmission, respectively,; is the shift of theith copy of
the warning message. In the above equation, the first term is -0 PtV Pl M ©6)

the signal of the warning message to be detected. The second p N, . 9
. ; . : VP+ SN Pi) + o

term represents multiple copies of the warning message with g

a random shift with respect to tti¢h copy. The random shift We note that the energy per messagePjd .M. Therefore,

is due to multipath and other unsynchronized transmissabnsfor fixed energy per message, the detection and false alarm

the warning message. The third term is the interferenceechusate for the same value @f;, is fixed regardless of spreading

by primary users, and the fourth is the interference cauged dnde length. For fixed energy per message, the longer the code

other secondary transmissions. The last one represerds z&ngth, the lower the transmission power, but the longer the

mean white Gaussian noise with variangg length of the warning message. Using Egs. (5) and (6), we
We consider a special case where the second termcémn determine the appropriate threshold, transmissiorepow

zero and both the primary and other secondary transmissi@msl code/message length.

are independent of the transmission of the warning messag&Ve should note that the false-alarm rate must be kept very

and the spreading gain over these transmissions is one.ldw. There are many possible measures. First, by choosing an

other words, the warning message use the same spectruna@zopriate transmission power and code length. Second, by

primary and other secondary transmissions. In this case, al®osing a good detection threshold. For instance, to keep

can approximately calculate the detection and false alate rthe false-alarm rate at0—%, we havep,;, = 0.6099 and

of the warning message using the central limit theorem. W&, = 0.9998 when P, = 2, P, = P, = 1, N,=4,

assume that the bit streams of primary users are independefit= 0.01, [. = 127, and M = 4. Note that we can also



choose different thresholds to lower the false alarm rate. W
choose one (higher) threshold for a user to rebroadcast the
warning message. Another (lower) threshold for a user to
suspend its regular transmission. It can either listen ® th
channel or send probing message asking whether a warning
message was sent. It will only broadcast if the receivedagign

is above the first (higher) threshold.
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