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Abstract.  Many times, network intrusion attempts begin with either

a network scan, where a connection is attempted to every possble des-
tination in a network, or a port scan, where a connection is at tempted
to each port on a given destination. Being able to detect such scans can
help identify a more dangerous threat to a network. Several t echniques
exist to automatically detect scans, but these are mostly de pendant on
some threshold that an attacker could possibly avoid crossing. This paper
presents a means to use visualization to detect scans interatively.
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1 Introduction

Network scans and port scans are often used by analysts to sk their networks
for possible security hazards in order to x them. Unfortunately, these same
hazards are exactly what an attacker is also interested in rding so that they
can be exploited. Therefore, scanning the computers on a tget network or the
ports of a target computer are very common rst steps in a network intrusion
attempt. In fact, any network exposed to the Internet is likely to be regularly
scanned and attacked by both automated and manual means [13Rlso, many
Internet worms exhibit scan-like behavior, and so for the puposes of detection
can be treated similarly [16]. Thus, it is in the best intereds of network analysts
to be able to detect such scans in order to learn where an attdcmight be coming
from or to enable countermeasures such as a honeypot system.

Also, it is possible to take an attacker's attempt to gain information about a
network through a scan and use it to gain information about the attacker, using
methods such as in [14]. That is, a scan can be analyzed in ordéo identify
features of an attacker, such as the attacker's operating sstem, the scanning
tool being used, or the attacker's particular hardware. Timing information can
even be used to analyze routing delays which can reveal the t@cker's actual
location in cases of IP address spoo ng. Thus, it is also beneial to detect scans
for counterintelligence purposes.

Previous research has been done in nding ways to automatidy detect
network and port scans. These methods usually involve distiguishing between



an attacker and a normal user by checking to see if the tra c meets some criteria.
However, it is usually possible for an attacker to avoid detetion by avoiding
meeting the criteria in question. The simplest kind of detedion system is to
designate a tripwire port or IP address, such that if there isany tra c to that
port or IP address, the tra c is designated as a port or network scan respectively.
However, this method is essentially just security through doscurity. If an attacker
can determine what port or system is being used as a tripwireit is a relatively
simple task to just avoid connecting to that port or system. One of the most
common scan detection methods, however, is based on timincghtesholds [6]. If
tra ¢ from a particular source meets some threshold of connections per unit time
to di erent ports or systems then it is classi ed as a scan, oherwise it is classi ed
as normal tra c. The di culty with this method is that if the t  hreshold is too
low, then normal tra c can be determined to be a scan, and if the threshold
is too high, then scans could be classi ed as normal tra c. Therefore, if an
attacker runs a scan slowly enough to be classi ed as normalra c, then it
would go undetected entirely.

Visualization provides an alternate approach to solving ths problem. Many
attempts have been made to ease the detection of interestingppformation in the
logs, using both traditional information visualization me chanisms like parallel
coordinates, self-organizing maps, and multi-dimensionlascaling, and novel vi-
sualization mechanisms designed speci cally for this task4, 3]. Instead of work-
ing with the low level timing information for every packet, h owever, one can
summarize the data and display it for the user to look for patterns. Because it
requires human interaction, this is a somewhat more time cosuming method
and would not be very useful when a quick response time is nesgary. However,
it provides a high level view of the data, from which patterns such as network or
port scans should be easily visible. Visualization also prades a means to detect
new and interesting patterns in the information that could b e missed by auto-
mated rules. From these patterns, new rules can be de ned in @ler to improve
the automated methods. This allows an analyst to iteratively re ne the rule set,
and with each cycle the detection improves.

We have developed e ective visualization representationsand interaction
techniques within a uni ed system design to address the chaénges presented
by the complexity and dimension of the tra ¢ information tha t must be rou-
tinely examined. In our study, the (sanitized) tra c data ar e provided by the
Computer Incident Advisory Capability group at the Lawrenc e Livermore Na-
tional Laboratory (LLNL).

2 Related work

This overall method of creating an image of network tra c is n ot wholly new.
SeeNet [1] uses an abstract representation of network desttions and displays
a colored grid. Each point on the grid represents the level ofra ¢ between the

entity corresponding to the point's x value and the entity corresponding to the
point's y value. NVisionIP [8] uses network ow tra ¢ and axes that cor respond



to IP addresses; each point on the grid represents the intei@ion between the
corresponding network hosts. The points can represent chages in activity in
addition to raw activity. In [17], a quadtree coding of IP addresses is used to form
a grid; Border Gateway Protocol (BGP) data is visualized as ®lored quadtree
cells and connections between points on the quadtree. The 8ming Cube of
Potential Doom [9] is a visualization system that uses two IPaddress axes and a
port number axis to display network activity in a colorful, 3 -dimensional cube.
The combination makes attacks like port scans very clear; aacks that vary over
the IP address space and port number produce interesting visals (one method
of attack, for instance, produces a \barber pole" gure). In [14], scans of class B
networks are visualized by using the third and fourth octets of the destination
IP addresses as thex and y axes in a grid, and coloring these points based on
metrics derived from connection times.

PortVis [11] is a system designed to take very coarsely dethid data|basic,
summarized information of the activity on each TCP port during each given
time period|and uses visualization to help uncover interesting security events.
Similar to the other related works, the primary methods of visualization used
by PortVis are to display network tra ¢ by choosing axes that correspond to
important features of the data (such as time and port number), creating a grid
based on these axes, and then lling each cell of the grid witha color that
represents the network activity there. However, all the other related works work
with the low level data itself, so they can not scale as large sieasily as a system
like PortVis that works with summarized information.

This paper presents the design of a port-based visualizatio system and a
set of case studies to demonstrate how the visualization dacted approach im-
plemented e ectively helps identify and understand network scans. Our designs
were made according to the lessons we learned from buildingnd using PortVis
[11]. This new system o ers analysts a suite of carefully inegrated capabilities
with an interactive interface to interrogate port data at di erent levels of details.
This paper also serves to suggest some general guidelinesttmse who intend to
incorporate visualization into their IDS.

3 A Port Based Visualization System

We have developed a portable system, written in C++ with OpenGL and a
GLUT based widget toolkit, that takes general, summarized retwork data and
presents multiple, meaningful perspectives of the data. Tle resulting visual-
ization often leads to useful insights concerning network etivities. The system
design was tailored to e ective detection and better undersanding of a variety of
port and network scans. However, the system is also capable detecting other
large-scale and small-scale network security events whileequiring a minimal
amount of data and remaining interactive and intuitive to use.

It is port based, so it should be able to permit analysts to dicover the
presence of any network security event that causes signi aat changes in the
activity on ports. Since it uses very high-level data, it is avery high-level tool,



and is useful mostly for uncovering high-level security evets. Security events
that consist of small details|an intrusion that includes on ly a few connections,
for instance|are unlikely to be caught using these methods.

Since information about the network's size, structure, andother important
attributes may be sensitive, it is expedient to look at visudizations that permit
network security events to be detected without the use of th@e attributes. The
system was designed to use a very minimal set of aggregate attutes that reveals
a minimal amount of information about the network. Since the data consists
of only counts of activities (rather than records of the activities themselves),
analysis can only go so far. It can identify scans and other spicious trac
patterns, but it cannot see the tra c that caused the pattern s. This is still useful,
however; analysts using it can send the suspicious tra c sighatures to analysts
that have access to the full set of network tra c logs. Also, sometimes the original
logs contain information that can not be distributed due to sensitivity concerns
or the potential for violation privacy laws. But even if the original tra c logs
are sensitive, and can not be disseminated, the summarizedath is likely not
sensitive and can be distributed and analyzed by third parties.

In addition to mitigating security concerns, using aggregde data results in
an immense reduction in storage and transmission requirenmgs. Storing and
transmitting detailed data about network activity can be ch allenging or even
impossible for non-trivial periods of time, but if the data is simply aggregated
and only the aggregate values are used, these values can bemd and trans-
mitted much more e ciently and cheaply, resulting in higher interactivity and
explorability of the system.

3.1 Methodology

When dealing with large datasets, often times there is too mah data to tinto
one view. So visualization methods often employ multiple seantic levels in or-
der to be able to present both high-level patterns and low-lgel details. Then,
the user can drill down from higher levels to lower levels to gin insight about
interesting patterns in the higher levels. Conversely, theuser can gain insights
from interesting patterns found in the lower level detailed views that should be
con rmed with higher level views. Thus, each level providescontextual informa-
tion about the other levels. So it is bene cial to present them all simultaneously
to the users, so they can switch between semantic levels withut losing context.
Also, this improves the speed at which the user can switch beteen the semantic
levels, because the only work involved is a glance to a di enet region of the
screen.

Our system uses three basic semantic levels: a high-level@wiew that shows
the entire dataset at low resolution, a mid-level view that shows all ports at one
point in time, and a low-level detailed view that shows an indvidual port over all
metrics for the whole time range of the dataset. In general, he methodology of
visualization used in this system starts at a high semantic ével then drills down
into regions of interest. For example, an analyst might stat with a high-level
timeline view of the dataset and notice a pattern that could be indicative of a



scan at a particular time. Then the analyst would likely proceed to view just this
time with more detail in the mid-level view that shows all ports. Finally, one
particular port or range of ports could stand out and warrant investigation with
the low-level view. In order to make this drilling down process more intuitive,
the views have been laid out from left to right, such that eachview represents a
progressively lower semantic level.

At each level, several visualizations are used, because thare useful at de-
tecting di erent kinds of patterns. For instance, it is possible that there is an
interesting pattern in the high-level view does not show up n the current mid-
level view. Conversely, one might nd a pattern in a lower lewel that is not
apparent in a current higher level view. So, it is bene cial to allow the user to
switch particular views to ones that a pattern of interest does show up in. But
while there are one or more di erent visualizations employel per level, usually
only one is used at a time per level. This insures that the contxts between se-
mantic levels are preserved, while not overloading the usewith too many views
at once.

3.2 System Components and Interface
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Fig. 1. The entire application. The layout of components fro m left to right
is made according to a drill-down process of visual interrog ation.

There are three main semantic levels: thetimeline, the time instant, and the
port. Each has its own visualizations. As can be seen in Figure 1 llahe seman-
tic levels are present simultaneously, so it is easy to corfate data and mentally



shift between visualizations. Visualization generally begins at the timeline (1),
followed by a time instant (grid or scatterplot) visualization (2). The grid vi-
sualization contains a circle, which helps users locate thenagni cation square
in its center. Magni cations from the square within the main visualization are
shown in (3); a port may be selected from (3) to get the port aclvity display in
(4). Several parameters (5) control the appearance of the ma display and port
displays. The panel of options in (6) permits the selection 6 a data source to
display, and o ers a color-picker for selecting new colorsdr gradients.

The timeline visualization The timeline is a visualization of the entire time
range available. It shows a compressed 2D view, which has smal elements.
The vertical axis corresponds totime. Each row of the visualization represents
one unit of time. The top row is the earliest time unit for whic h there is data;
the bottom row is the latest time unit for which there is data. The horizontal
axis corresponds toport range. Each row consists of 32 columns, each of which
represents 65536 32 = 2;048 ports. The leftmost column corresponds to the
rst 2,048 ports, the next column to the right corresponds to the next 2,048
ports, and so forth. The color of the column is determined by he level of activity
on the ports during the time unit. The selector (the red box) corresponds to
the currently selected time This is the time unit that is displayed on the grid
visualization panel.

The histogram near the bottom corresponds tothe relative frequencies of
each activity level over the entire range of time \Activity level* here means
\number of sessions." Therefore, if a very large number of pds have the same
activity level, there will be a spike in the histogram at that activity level. The
goal of the histogram is to provide information on activity | evels so that they
can be usefully mapped to colors. Note that all of the analyseg of activity levels
in the timeline window are done on a log scale; this is necesgabecause there
are generally several ports with very high levels of activiy (for instance, port
80), and these would irreparably skew a normal scale.

Finally, the gradient editor below the histogram correspords to the mapping
from activity level to color. The gradient editor can be used to explore spikes,
gaps, or other interesting features of the activity level sace revealed in the his-
togram by mapping each activity level to a smoothly interpolated color. Any
number of arbitrarily colored control points can be added to the gradient; col-
ors are linearly interpolated between control points. In general, operators are
interested in seeing indications of port activity above cetain levels [19], and the
gradient editor can act as a Iter to achieve this end.

Figure 2 shows some examples of timelines based on di erent etrics. Dif-
ferent metrics can reveal di erent patterns in the data. The basic session count
metric (a) gives a basic overall feel for the amount of activiy on a network,
however, when searching for something particular like scas there are better
alternative views such as the ratio of destination addresseto source addresses
(b). In this view the scan patterns that can be seen in (a) are nore clearly
de ned. Other views such as the di erence between the sessicount and the



unigue source/destination pairs count (c) can be useful fordetecting anomalies
such as covert communications, but are nearly useless for tketing scans be-
cause it essentially lters out scan activity, leaving only repeated connections.
Another interesting view is the di erence between the numbe of sessions and
the number of source addresses (d). This essentially Itersout the port scans,
leaving network scans and maintained connections.
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Fig. 2. Timelines with di erent metrics.

The grid visualization The grid visualization depicts the activity during a
given time unit. It consists of a dot on a 256 256 grid for each of the 65,536
ports. The port number can be thought of as a two-byte number.Therefore, the x
(horizontal) axis represents thehigh byte of the port number, and the y (vertical)
axis represents thelow byte of the port number. So each point corresponds to
a particular port, and the color of each point is determined by the value of the
current metric at the corresponding port. Points for which there exists no data
(probably because there was no activity at all on the port) are always black. A
small, square selector (1) corresponds tthe ports currently being magni ed. The
selector is 4 4 grid units in size and can be dragged around with the mouse to
magnify any group of ports the user desires. A large circle (Pserves tohelp users
locate the selector The selector is relatively small, and can easily get lost irthe
eld of ports, especially when there is a lot of background nése. A magni cation
area (3) serves toprovide detailed information about the magni ed ports Each
port's exact number is displayed, along with an enlarged visalization of its color
point|to help users correlate it to the main visualization] and its exact data



value. A histogram (not shown) corresponds to thethe relative frequencies of
each data value Like the histogram in the timeline, it serves to identify tr ends
and/or patterns in the data. A gradient editor (not shown) co rresponds to the
the mapping from data values to colorsLike the gradient editor in the timeline,
it helps users explore gaps, spikes, and other interestingeltures that may be
noticeable in the histogram.

Fig. 3. The grid visualization. Session counts are shown with a blue to white gradient.
A small region around port 46011 has been zoomed into.

The scatterplot  The scatterplot was added to help analysts compare the di er-
ent metrics. Scatterplots have been applied to security vigalizations in previous
work [5, 10]. The scatterplot is an alternative to the grid visualization since it is
at the same semantic level. The primary di erence is that indead of laying the
ports out by their numeric value, they are laid out according to the values of
two metrics for that port. Some features that are di cult to s ee in the grid view
become quite obvious in a scatterplot and some patterns thaare obvious in the
grid view are nearly invisible in the scatterplot. For example, to nd a network
scan in the grid based requires hunting for a small area with adi erent color,
which can be di cult. But in a scatterplot, one can just look a t the ports that
fall in a certain region and deduce that they are likely netwak scans. However,
while a port scan is quite visible in the grid visualization, in a scatterplot all the
ports involved will occlude each other, making it impossibk to see a pattern.
The axes of the scatterplot correspond to two di erent metrics and each
point in the scatterplot is a particular port. The color is de termined just like the



grid visualization, but the position is determined by the values of the metrics
that the axes correspond to. The same histogram and gradieneditor that are
used by the grid visualization are used to control the scatteplot. Figure 4 shows
some examples of this method. Figure 4(a) shows the total nulmer of sessions
on the x axis versus the number of di erent unique pairs of sources at desti-
nations on the y axis. This is useful when looking for maintained connectios
such as covert communications, because it essentially istibs cases where a few
computers were making a lot of connections. Figure 4(b) shos the number of
destination addresses versus the number of source addressBletwork scans have
a low source count and a high destination count, so they fallnto the lower right
region of this scatterplot. The upper left region however, orresponds to ports
that had high source counts and low destination counts, suctas would occur in
a distributed denial of service attack.
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(a) Sessions vs. source/dest pairs. (b) Destinations vs. sources.
Fig. 4. The scatterplot visualization. Per port values are positioned based on their

values in two di erent metrics instead of by the port number.

The volume visualization The representation of the timeline works very well
for analyzing up to several hundred time units of data at once but as the num-
ber of time units reaches the number of rows of pixels availale, detail is lost.
Alternative representations of time exist; for instance, [L2] describes a method
for compacting a timeline of arbitrary length into a visuali zation of constant
size. The other option is to add one more dimension to the visalization so more
information may be presented. Each row in the previous timeine visualization
becomes the 2D plane that the grid visualization would geneate, displaying a
selected attribute for every port. With time as the third dim ension, a volume
is formed. In order to view this volume interactively, a hardware accelerated
volume renderer was used. Figure 5 shows a volume rendered age of such a



representation that gives essentially an expanded view offte same information
that the other views provide. The axes of the volume in this paticular image
are time going from left to right, high byte going from bottom to top, and low
byte going from front to back.

Fig.5. This 3D volume visualization provides an overview of time-v arying port at-
tributes using volume rendering.

The volume rendering has the advantage of not needing anothrevisualization
at the time instant semantic level, because it displays all é the data at once.
However, the dataset is not very conducive to volume renderig. The features
of interest are quite often only one or two voxels across, sohey could easily
be missed. Also, occlusion and noise can make it very di cultto see interesting
patterns. But it still provides a nice way to see the whole dataset without having
to go back and forth between several panels.

The port visualization The timeline visualization can identify a particular
block of ports at particular time that warrant further inves tigation. The main
visualization can often|as in Figure 3Jidentify specic po rts(s) to be investi-
gated. But, given that information, one question remains:is the identi ed activity
on the port anomalous? This question is addressed by the remaining visualiza-
tion technique, which is a view of all the data available that concerns a particular
port.
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Fig. 6. The port visualization. Plots of metrics versus time for individual ports. In
each example, the session count (the rst metric) is highlig hted. The other 4 metrics
shown are destination address count, source address countpunique source and destina-
tion pair count, and source country count. These ports show a few distinct patterns of
activity.

Figure 6 displays the components of the port visualization.Each of the par-
allel graphs correspond to a particular data metric. The vetical axes correspond
to the data values the greater the value, the more height. The horizontal axis
corresponds totime. The time currently being analyzed is indicated by a red
bar. And nally, the attribute that is currently being analy zed with the main
visualization is highlighted in red.

Examples of some ports are given in Figure 6. The usage of PoB0 is very
periodic; it goes up during the day, and, predictably, down during the night.
Port 46011 has a fairly constant level of activity, with a few spikes. Port 27374
is more erratic, though, interestingly, its usage drops noiceably as time goes on.
Port 34816 has one of the most suspicious usage graphs; it islg used a few
times, but it is used fairly heavily during those times.

Comparing and contrasting It is often the case that a network analyst is not
interested so much in what occurred during aparticular time unit but rather
what changedacross arange of time units. [8] Therefore, a feature was imple-
mented that allows analysts to select any arbitrary set of time units and see on
the grid visualization not a depiction of the actual values at each port but rather
a depiction of the variance of the values at each port. Suppose, for instance, that
the analyst selected 4 units of times, during which the port fad 1,434 sessions,
1,935 sessions, 1,047 sessions, and 1,569 sessions, régplgcThe system would
then assign that port a value equal to the 2 of this set of values.

However, a large absolute variance on port 80 is a lot less iatesting then the
same variance on some random high numbered port such as pore345. This is
because the average value of a metric on port 80 would be expged to be much
larger then on port 12345. So in order to prevent values from @mmon ports such
as port 80 from overwhelming the rest of the data, the capabity was added to
view relative variance. This is calculated by dividing the variance calculated for
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each port by the average value for that port. Thus, while a vaiance of 1,000
would be the same on port 80 or port 12345, the relative variane for port
80 would likely be very small, while the relative variance onport 12345 would
probably be quite large. So the capability to calculate the elative variance over
a range of time was added. Using this statistical method can eametimes bring
out interesting patterns that were previously unseen. In gure 7(a), the variance
over the whole dataset was calculated. While several interging ports show up,
any pattern that shows up is quite faded, if visible at all. However, when the
relative variance is calculated instead, as in gure 7(b), the patterns show up
distinctly. In particular, there is a suspicious line down the middle of the image
that is completely invisible in the left image.

(a) Variance (b) Relative variance

Fig. 7. Variance calculations.

During the course of a day, the amount of tra c on a network wil | naturally
vary substantially. This e ect can be seen quite clearly in the oscillating pattern
on port 80 shown in gure 6 This can skew some of the results, aratural tra c
will have variance but attacks can have relatively low variance. However, one
would expect that as tra c levels rise and fall, the percentage of tra c that
occurs on a particular port will be relatively constant. That is, if approximately
half the tra c is on port 80 at midday, approximately half the trac should
be on port 80 at midnight as well. Therefore, in order to couner the natural
variance, one can normalize the data into percentages of thotal amount at a
particular time. So the option was added to allow to normalize the data before
calculation of variance.

4 Case studies

The data sets used in our study were collected by a number of neork tra c

analyzers installed at the Internet gateway of selected Deartment of Energy
sites. These tra c analyzers summarize large amounts of Inernet Protocol (IP)
tra c that ows to/from the Internet. As a result of the summa rization, the data

12



is reduced to a set of counts of entities. For instance, insigd of a list of each
TCP session, there is a eld that speci es how many TCP sessins are present;
instead of a list of source IP addresses, a eld speci es how any di erent source
IP addresses were present. While the raw data is unclassi edit is handled as
O cial Use Only (OUO), and is therefore restricted, but the s ummarized data
is not, and so it is not restricted.

The full list of elds present appears in Table 1. The rst thr ee elds are
used for Itering and positioning the data; the last ve eld s are considered
to be attribute values. The elds in combination tell a much m ore useful story
than any individual eld. For instance, suppose that a port h as a relatively high
session count. What does this represent? If many sources amshe destination
are involved, it could be a distributed denial of service attack in which many
systems attack one system, often targeting a service on a spiec port. If many
destinations and one source are involved, it could be aetwork scan or worm
attack, in which a single attacker or group of attackers probes a nurher of des-
tination machines on the same port, looking for a vulnerableservice. If only a
single source and destination are involved, it could be arTL walking attack,
in which an attacker probes a machine 50{100 times in an attemt to deter-
mine the network topology through TTL variations. Therefor e, information on
the uniqueness of source addresses, destination addressasd pairs of the two
is very useful to analysts. In particular, the number of unique pairs provides
a redundancy-free measure of the extent to which a port seemiroadly inter-
esting to the community of adversaries|a measure that is very di cult for an
individual attacker to skew.

Since certain patterns are more visible by looking at pairs bthese attributes,
the capability was added to calculate functional combinations of these ve base
metrics given in the raw data. Currently, the only functions that work are the
four basic math operations (+; ; ;and=), but these still can still reveal many
interesting features. For example, network scans tend to stnd out when one
looks at the ratio of destinations to sources.

Table 1. The elds available, and an example of each. Each tuple represents the
activity on a given port during a given time period, through t he given protocol The rst

three elds (Protocol, Port, and Time) form a unique, compos ite key. The example row
here is ctitious.

Field Example

Protocol TCP

Port 80
Time 2003-10-20 3:00am
Session count 1,443
Unique source addresses 342
Unique destination addresses 544
Unique src/dest address pairs| 617
Unique source countries 20
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Figure 8 demonstrates how the drill down methodology works ér nding
network scans by applying it to a 24 hour long dataset at 10 mimte resolution.
Since we are looking for network scans, the metric being shawhas been selected
to be the ratio of destinations to sources. Then, starting atthe timeline on the
left, a spike is found on a high port that crosses several hogt One of these hours
is then selected for viewing in the grid based visualizationln it, there is exactly
one port with unusually large values in the range of ports tha correspond to
the column in the timeline that has the spike. So the range arand this port is
zoomed into which generates the third image (the one in the uper right). Finally,
the particular port of interest, which happens to be port 38293, is selected to be
shown in the port view. As can be seen in this view, there was ambnormally
large number of destinations being connected to by such a snlanumber of
sources, which means that this is probably a network scan. Ao of note is that
the duration of the scan on this port corresponds with the duration of the spike
seen on the timeline. A quick check through the hourly views diring this duration
also con rms that there were no other ports contributing substantially to the
spike in the histogram, meaning that the spike is caused by tfs port alone.

Fig. 8. Methodology example. Systematically discovering a network scan.

Network scans can be even easier to detect with the scatterpt then with the
grid based display. Rather than requiring the user to hunt through a range of
ports looking for the one that is a di erent color, the scatterplot can be used to
isolate ports with network scans away from the rest of the pots. For example, in
gure 9, the scatterplot has been used to identify several pssible network scans.
The scatterplot was generated with the source count metric a the y axis, and
the destination count metric on the x axis, because network scans are distinctive
in that they have high destination counts and low source couts. Therefore, they
should fall into the lower right corner of the plot, and durin g the hour of interest
shown in the gure, there were 5 such ports that stood out strangly. As can
be seen in the gure, they all actually do have high destination counts and low
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source counts, meaning that there was likely a network scanunning on each
port during that hour.

Fig. 9. A scatterplot showing destinations versus sources. The ports that are in the
lower right are probable network scans.

While network scans focus on single ports or small groups ofgrts, port scans
usually cover a large range of ports, possibly up to all 6553ports. In Figure 10,
two port scans are shown. The scan on théeft is a \randomized" scan; over the
period of a few hours, the scanner hit ports at random, eventally trying all of
them. Network activity was fairly normal at rst, but random port hits increased
gradually, and during the nal hour, nearly every port was hit. The scan on the
right is a linear scan that was also run over a few hours. The scanninformed
every-other-port stripes that covered most of the upper pot range (the missed
ports were covered in a subsequent scan, which is not shown t&). Note that
both the randomized (top) and linear (bottom) scans stand out on the timeline,
making them easy to tag for this kind of detailed analysis.

Figure 11 demonstrates another way the system can be used ftine detection
of port scans. The dataset in this example covers three and adif days at one
hour resolution. The rst of the series of images shows the iitial timeline view.
In it, several diagonal lines can be faintly seen running though the timeline. In
order to accentuate these lines, the gradient editor was uskto show them with
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Fig. 10. Two port scans: A rapid randomized scan and a slow sequential scan

high contrast in the second image. The third image highlighs ve of the possible
port scans discovered in this way. They can also be seen as pls in the volume
rendered view, as is shown in the fourth image. Note that thes scans take place
over several hours each, so it is possible that they are slowneugh that they
would not be picked up by a simple statistical detection progam.

Fig.11. This timeline visualization provides an overview of the col lected data in a
highly compact fashion.

Figure 12 shows the variance analysis system in action. Whethe timeline
for this dataset was viewed with the ratio of destinations to sources metric, a
region showed a suspicious block of heavy activity on the loar half of the port
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space over an entire day. When any of these times are viewedrdctly with the

grid visualization, they just show random noise over the pot range. However,
calculating the variance over this time range reveals an ingresting striation
pattern in the range of ports being scanned, as can be seen imé gure. This

pattern could be indicative of the order that the ports were scanned or the tool
that was used. Or it is possible that it is just an artifact fro m the reduction to
hourly counts, in which case higher resolution data would berequired. In either

case, explaining the pattern de nitively would require access to more detailed
data.

Fig. 12. The variance visualization. Looking at the variance reveals probable port
scan activity.

5 Conclusion

Among other anomalous features, port scans and network scancan often be
seen quite readily with these methods. Even with the limitations on the data,
many interesting security features can be detected and idaned. Sometimes

the cause of the interesting features can not be determined ithout using some
other methods, but knowing where the other methods should bepplied is useful.
However, the techniques used are not bulletproof. Network sans that occur on
ports that are commonly used could easily go undetected, siply because the
normal usage overwhelms it. Port scans that are performed sivly enough with

a random order would also be very di cult to detect, because they would be
ignored as being noise. However, this problem could be ovesme by re ning and
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reducing the data. That is, once scans are detected with a g&n time interval,

Iter them out and increase the time interval. Then slower scans would show up
without being overwhelmed by the more rapid scans. Overallthe tool manages
to give a high level view into the status of a network without sacri cing the

con dentiality of a network's infrastructure, and provide s a rapid way to detect
both network and port scans.

6 Future work

There is a limit to what can be done with summarized data; a lage amount
of interesting work lies in the integration of more detailed data about network
activity. If IP addresses and other information about each €ssion were incor-
porated, the existing visualizations could be made much mag richly detailed,
and new visualizations could be created that could lead to isights that cannot
be found in summarized data. For example, being able to adjusthe resolution
of the summarization dynamically could make the timeline a gpod zoomable
interface. In fact, it would be a good idea to add access to thdull data as a
modular plug-in, so that in house analysts can access the fubata, while the
basic summarized visualizations are usable even by third péies.

These visualization techniques were all developed based mummarizing the
data by port. It is also possible to summarize the data based o source addresses
or destination addresses, and apply the same visualizatiomethods. For source
address summarization, the data values could be session amty destination ad-
dress count, port count, and unique destination address angbort pairs. And for
destination address summaries, The values could be sessiocount, source address
count, port count, and unique source address and destinatio port pairs. These
di erent metrics would be able reduce the sensitive nature & the original data
just like the port summarization, and would provide another view of the data.
The combination of these various summarized datasets couldllow the user to
gain a more insightful view of the data then any one dataset abne.

Currently, human pattern detection is relied upon to nd pat terns in the
data and groups of related ports. However, machine learningould be poten-
tially applied to nd patterns and anomalies, augmenting human abilities. Since
the techniques being used do not label the data, clusteringlgorithms are likely
to be of use, since these have proven to be useful in discovegi security events in
unlabeled data. [15] For instance, a self-organizing map [7or multi-dimensional
scaling technique [18] could be used to organize the ports aording to their
nearness in data space (similar to [4]), hopefully isolatig the ports with un-
usual usage. Another machine learning approach to nding itteresting outliers
is discussed in [2].

Once these scans are detected, there is still the question efhat to do with
them. Given the limited dataset used in this project, there is not much more
that can be done. However, one can take information gained &ém looking at
this summarized data and isolate a scan in the original dataThen, analysis can
be done on more precise information such as the timing of paeits to di erent
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destination addresses or ports. Some visualization and stitical techniques for
performing such an analysis have been developed by Bryan Pao and Tony
Bartoletti [14], and work is currently being done to extend these methods.

There are several other statistical calculations that coutl be used to view
change over ranges of time instead of the variance based mettls currently
used. The standard deviation and the coe cient of variation would make good
alternatives for variance and relative variance respectiely, because they serve
essentially the same purpose. They also would have the advéage of preserv-
ing units, at the cost of being slightly more computationally expensive. The
covariance or correlation between pairs of metrics could alb make an interesting
measurement.

It would also be useful for the system to have the capability b save and
restore visualization states, so that interesting views cald be easily recalled.
Very useful views could evolve into a kind of \at-a-glance" network visualization
system. The system's responsiveness could also be improvedirrently, it reads
data from the raw text les and computes its statistics. It wo uld save the user
time if some of the calculations were pre-processed and sted so that data loaded
more quickly upon startup.
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