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ABSTRACT

Many methods have been developed for monitoring netwoflctra
both using visualization and statistics. Most of these wdsHocus
on the detection of suspicious or malicious activities. Bt they
often fail to do re ne and exercise measures that contrilboitéhe
characterization of such activities and their sourcesedhey are
detected. In particular, many tools exist that detect ngtwoans or
visualize them at a high level, but not very many tools exiat are
capable of categorizing and analyzing network scans. Téiep
presents a means of facilitating the process of charaatenr by
using visualization and statistics techniques to analjeettterns
found in the timing of network scans through a method of canti
ous improvement in measures that serve to separate the ocemigo
of interest in the characterization so the user can congmdsmtely
for the effects of attack tool employed, performance charae
tics of the attack platform, and the effects of network nogtin the
arrival patterns of hostile probes. The end result is a systeat
allows large numbers of network scans to be rapidly companed
subsequently identi ed.

Keywords: information visualization, security visualization,
graph visualization, clustering, wavelets, scalogrametwark
scans, cyber forensics, adversary characterization

1 INTRODUCTION

Scanning a network is a very common rst step in a network in-
trusion attempt. The process of scanning a network is uspel-
formed in order to determine what exists on a network. Fonmexa
ple, if an attacker is looking for web servers, then he or shelwv
attempt to connect on TCP/UDP port 80 to every possible IP ad-
dress within a certain range. For each of these attemptetecen
tions, if there is a web server using port 80 with that IP aslslré
will probably respond. However, if there is nothing at thdtleess,

or if there is a computer that is not running a web servergtiagl

be no response. There are scans going on continuously on-the |
ternet, ranging from productive activity such as web crasyléo
malicious activity such as worms [14]. Being able to diffetiate
between such activity is one of the reasons that it is ddsitathe
able to categorize and identify the source of a scan. Manyalds
ization tools exist to detect scans [4, 3], but they are dfteapable

of performing any sort of classi cation.
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often fake their source addresses as well. The port numlzsas

not suf cient for categorizing scans, because a malicimasan
often be run on the same port number as a benign one. For exam-
ple, both a web crawler and a worm that targets webservertdwou
both target port 80. Therefore, some other metric must be ise
categorization purposes.

Variations in arrival time of the scanning connections cansed
to classify such an attacker. However, the chaotic natutbexe
variations makes direct comparison both unwieldy and iadyks.
What were needed were measures suf cient to identify charee
tic patterns despite pointwise distortions and differende order
to accomplish this, some visualization concepts have begald
oped for viewing individual scans, and some statisticalcepis
have been developed that are useful for comparisons beteeas.
What is discussed here is a means to combine these concepgs al
with a graph visualization method to allow for rapid compari
and identi cation of large numbers of network scans.

1.1 Related Work

The work presented in this paper has evolved from the scaacha
terization work of Bryan Parno and Tony Bartoletti [12], bbére
are several other systems that share some similarities. cdihe
cept of using visualization in order to characterize atsadcans
in particular, has been explored in [2], which uses a pdratie
ordinates system to display scan detaldirage [6] is a modular
visualization tool designed to handle generic comparisdmnsulti-
dimensional data. It utilizes many visualization techeigjguch as
clustering, parallel coordinates, and scatter plots tpldjstrends in
the data to the user. Each of these techniques is encagbirate
own panel, and these panels can be added, removed, and ced gu
dynamically by the user. Because of its generality, it caaldily be
used to analyze scans by comparing scan ngerpriptstVis[10]
uses a drill-down approach to display hourly network tradtatis-
tics summarized by port for datasets as large as entire wdeks
uses a grid-based method of displaying values for each\pbere
each point in a grid is colored based on some metric. Sincedtse
it deals with is at a high level of abstraction, it is good atedéng
anomalous activity, but not at investigating the detailswath activ-

An attacker can do several things to attempt to make such aity. NVisionIP[8] and SeeNef1] also use grid-based visualization,

scan anonymous, such as coming from different source axires
scanning destination addresses in a random order. InféEgven
possible to perform a scan indirectly, by using a fake soadtess
so the scan looks like it is coming from a different comput2e-

nial of service and worm propagation attacks can also pmdoan
like behavior, and since they do not need the target to respbay
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where each axis of the grid corresponds to network addreasds
the color of each point in the grid corresponds to a netwaakisst
tic for the addresses corresponding to its two indices. Taetivity
such as network scans show up as lines in this plot, whicheigye
recognizableThe Spinning Cube of Potential Dodf]j extends the
grid-based visualization techniques to a three dimensigiame,
where the axes represent source ip, destination ip, and Poen,
port scans and network scans can both show up as distinctes |
but in different directions. Several of the techniques usetthese
systems are also in our methods, such as grid based vidi@iza
graph based visualizations, and a combination of an owerwiigh
a detailed view. But what differentiates our method fronopsys-
tems such as these is a cyclic interaction between the eveand
the detailed view.
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Figure 1: The whole process, from data collection to displaywith a
feedback loop. Raw network data gets Itered into isolated scans,
which are then used to create sets of ngerprints The ngerprints are
used to create an overview, from which scans can be selectedtbe
viewed in detail. Then, user input can be fed back into the oveview
for future reference.

2 METHODOLOGY

Visualization often tends to be a cyclical process, wheeh éa
eration provides more insight into the data being shown. picgl
example of this process occurs with any type of overview ghisil
visualization. Patterns in the overview tend to direct whatuser
chooses to view in more detail, and the detailed view canigeov
insight on regions of the overview, and direct how the usgnéo
tively views and manipulates the overview. This procesateea
feedback loop which can lend itself well to visualizing tle¢ation-
ships between large numbers of objects, such as network.scan

there has also been work done in the area of using visualiz &i
detect patterns such as network scans in the network trafich

as PortVis [10]. Once a scan is detected with a visualizatoh

or even a different statistical method, it can be extrapoland ex-
tracted from the network stream in the same manner as the ones
detected with a threshold.

2.2 Scan Data

This extraction process creates a set of individual netveodas,
consisting of a single source, a destination port, and pdides-
tination addresses and packet arrival times. Once theses sca
isolated, it is desirable to compare and contrast them, sbottie
sources can be categorized by factors other than IP addresse
port numbers. While IP addresses and port numbers can bieihelp
for categorization purposes, IP addresses can be spoofethan
licious scans can be run on the same ports as benign oness It wa
determined experimentally that looking at the packet tgnamd
sequencing information could provide good metrics for ddims,
because timing and ordering can be in uenced in differentsiay
many factors which are directly related to classi catioron® of
these factors that can alter the arrival time of a packettraddol

or tools used to generate the scan, the attacker's hardierat-
tacker's operating system, and even router delays. Thereéach
scan has been reduced to a collection of pairs of destinatien
dresses and times. Not every scan hits the entire netwodespa
and some scans hit destinations more than once, so thererisaio
essarily exactly one time for any given destination.

2.3 Scan Fingerprints

Direct comparisons of these datasets is not always usetaiuse

The methodology that is shown in this paper is based on thesegimijjar patterns from the same source could even be confilete

concepts as they are applied to viewing large numbers ofarktw
scans. Figure 1 shows the entire process from data colfettio
the visualization feedback loop. The rst step involveseiiing the
original network stream into isolated network scans, ireotd vi-
sualize them. At this point, the scans can be directly vizedl
individually, but when dealing with large numbers of scahss is
unfeasible. So, once the scans are isolated, in order tonatrto
ically compare them, ngerprints are generated to be fed am
overview visualization. This overview of the relationshipetween
the scans and the detailed view of individual pairs of scansdm-
parison purposes compose an overview plus detail feedloagk |
As described before, the overview allows the user to drividinto
certain areas, by showing them in the detailed view. Howewer
like most overview plus detail visualizations, ours alldivs user to
bias the overview in a manner re ecting the cognitive insighined
from looking at the detail view. This enhances the feedbadp |
by allowing information gained by viewing the details of wetk
scans to be re ected back in the overview.

2.1 Data Filtering

When dealing with large networks, such as a class B netwottk wi
nearly 65536 possible addresses, the process of scanmradth
dress space is not feasibly doable by hand, and unless itnis do
rapidly, it can take a long time to complete. Thus, many seaas
performed quickly and noisily using an automated tool oipscr
This kind of activity can be easily and automatically detelcby
monitoring a network stream for connections to many degtina

in a small space of time. When a certain threshold of desingsit
per unit time is detected, it is usually a trivial task to exmlate for-
wards and backwards in time to extract the entire scan. Qfseou
it is possible to miss a scan if it is being performed at a raweer
than the threshold, and at the other extreme, it is possibtate-
gorize normal traf ¢ as a scan if the threshold is too low. Hwer,

different for every value. For example, say an attacker sen
ery other destination of a network, then a day later scansttier
destination addresses that were skipped in the rst scaa.sthns
would exhibit nearly identical traits, but a direct comgar would
say that they were completely different. Therefore, someemo
complicated form of pattern matching must be performedh s
comparing ngerprints of the scan. Since ngerprints ar¢eof
much smaller then the original data, this can have the adfied e
fect of reducing the size of the data being compared by arr afde
magnitude. However, one has to be cautious in selectingutie f
tion used to generate such ngerprints, or else the diststgng
features of the patterns being observed will be lost in theicgon
process.

2.4 Feedback Loop

Many cyclic visualization methods require the user to retnem
insights learned from low level semantic views of the daterfer
to aid interpretation of higher level semantic views. Inerdo
improve upon this cyclic process, the capability was addedlow
the user to record cognitive insights gained from the deteil into
the set of relationships shown in the overview. This allowesuser
to feed knowledge back into the system, which is useful fepieg
track of large numbers of cognitive insights. Repeateditens of
this feedback loop will re ne the overview of the data, makii
easier to understand. And by saving this re ned relatiorathd
future datasets containing the same scans or differentsvidthe
same dataset can recall the user de ned feedback, allolwangser
to more rapidly understand the data.

3 A SCAN VISUALIZATION SYSTEM

The two primary visualizations needed to implement thishoet
ology are an overview showing the relationships betweewaort



Figure 2: The interface of the scan visualization system Both the
high level and the low level views are presented in a single sgen so
the user can go back and forth easily.

scans, and a detailed view showing individual scans. Simee-t
nal goal for the overview is to visualize the relationshigtween
network scans, it was determined that showing these rakttips
directly in a graph visualization would be somewhat intgtiThen
the relationships can be shown spatially using a force tickalgo-
rithm to place similar scans next to each other. This requirat the
scans be compared statistically in order to automaticatgmine
the strength of the relationship between any two scans., Adsthe
detailed view, there are many different metrics based omgjrthat
can be shown, but the scans are of a xed size network, camgist
of 65536 consecutive IP addresses. So it makes sense to tise a g
based visualization of xed size and let the color at eacmpioithe
grid represent the currently desired metric. In order toleangent
these visualization concepts, a system was developed iruSiig
wxWidgets and OpenGL. As is shown in Figure 2, it presenth bot
the high level overview and the low level detailed view sitank-
ously, so that the user can go back and forth between themilyapi
The user can select scans from the overview to be viewed is pai
in the detail view. And the user can use a standard slider-to al
ter the numerical measure of the similarity between scahschw
is then re ected in the overview graph. Thus, it presentsrdert
active view of the data, allowing the user to iteratively me an
understanding of the data.

3.1 Data Modes

The raw scan data is composed of arbitrary pairs of deStimaiil-
dresses and times. In order to generate a more useful atiah,
various transformations were performed to show differespeats

(a) Similar scans have similar patterns

(b) Dissimilar scans have dissimilar patterns

Figure 3: Visualization of individual scans shows patternsthat can
easily be compared by eye. These particular images show theridval
time of the rst connection attempt to each address, with blu e being
early in the scan, red being late in the scan, and black being &
address that had no connection attempt.

3.2 Displaying Individual Scans

One half of the feedback loop is a detailed view techniquedier
playing a single scan. One such technique is displayingdiue is a
256x256 grid, where the x and y coordinates are the third aundt
bytes of the destination IP addresses scanned (“c” and “dhén
address a.b.c.d), and the color represents various mbtages on
statistical information regarding the arrival time at tHataddress.
This allows an entire class B network to be shown in a single im
age. Many existing visualization tools use similar methedsh as
PortVis [10] and NVisionlP [8], and some even extend thisoegmt
to three dimensions, such as the Spinning Cube of PotentiairD
[9]. As can be seen in Figure 3, some scans exhibit similaepet,
while others exhibit quite different patterns when displdyn this
manner. The color gradient used in this image is simply a fdue

of the data. This created a set of derived metrics which can be red gradient, where blue is early in the scan, red is late béank

shown in the detail visualization. For example, one simpétrio
is to record the time of the rst connection attempt to eactirads.
Some more complex metrics are de ned as follows:
m20: f(a) = N(v), the number of visits per unique address
m21: f(a) = tFirst - tLast, the revisit-span for each address
m22: f(a) = tFirst - E(tFirst), time deviance for rst probes

m23: f(a) = tLast - E(tLast), time deviance for last probes

m24: f(a) = d(tFirst), time delta on sequential addressest,
probe

m25: f(a) = d(tLast), time delta on sequential addresseas, la
probe

was an address with no activity. The other color gradient ise
a blue to black to red, where blue indicates a negative valaek
indicates a zero value, and red indicates a positive valhis.t€nds
to work well when there are negative values, as in the deriati
from expected time metric. Another possible technique ipltd
ip versus arrival time and contrast it to the line that cqrogsls to
the linear expected arrival times, but this does not tendatessery
nicely to the large number of connections in any given scan.

3.3 Side by Side Comparisons

Being able to compare two patterns is one of the primary teekts
are very useful to the process of pattern matching. In osin-
plify this task as it relates to network scan charactermatiwo
256x256 panels were used so that scans could be compardayside
side. When any scan is selected in the overview, it and itghheirs
are placed in a pair of lists. Each of these lists has a carrelipg



(a) Similar scans have similar wavelet scalograms

(b) Dissimilar scans have dissimilar wavelet scalograms

Figure 4: Wavelet scalograms reduce large complex patternsto
smaller simpler vectors that can be compared. This example w&s
made using data mode m20, with a black to red gradient, where
black is no probes and red is the maximum for that scan.

256x256 scan display panel, and scans can be selected filoen ei
list, and displayed in the respective scan display paneiseath
panel, scans are displayed using the 256x256 grid-basedliza-
tion techniques. Then, the user can view them and if the pget
comparison process is not an accurate representation siftfilar-
ity of the two scans, the user can then bias the weight casresp
ing edge in the graph. This could occur when the wavelet aisly
missed some feature difference between the two, so they toeed
be biased negatively, or when the wavelets amplify minutierdi
ences, so they get labeled as being different, even thowhatte
quite similar. This process completes the feedback loog b#o
the overview graph, which allows the user to progressivelpe
the accuracy of the data representation.

3.4 Wavelet Scalograms

The rststep in generating an overview of the relationstipsveen
network scans is to statistically compare pairs of scansgad

structure, they often contain gaps, aperiodic aberratan re-
gions where the relative phase of the periodic structureshifted,
which are things that Fourier analysis has been found to awudlie
well [5].

So, wavelets are used because they are relatively reststant
phase shifts and noise. That is, similar patterns will hawe s
ilar wavelet scalograms, even if the patterns are shifteghtyy
or different parts of the pattern are missing. However, idiss
lar patterns should produce different scalograms, as casebe
in Figure 4. There are several variations on the waveletd, ube
simplest of which is as follows. Given a serieshf= 2" items
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for 0< k< n. At each recursion the values are the mean of the
corresponding data series, which estimates the variarezchtres-
olution. More complicated wavelets can be calculated byghray
the functions used to calculai® andS,. Some of the functions
being used currently are:
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Averaging with the quarter phase function, as in w04, adas-co

guantitative measure on how well they match. The scans are to plexity, but can be useful when the other methods would noisges

chaotic to easily directly compare, but there are sevegaridhms
utilizing frequency analysis that are useful for handlihgs tkind
of data, such as Fourier transforms and wavelet scalogras.
though network scan patterns can exhibit periodic or gpesibdic

thing, or classify something incorrectly. For example, ase
wave could show up as a spike in a completely different fraque
if the phase is off. But with the quarter phase averagingnalai
but more consistent pattern is shown even when the phasgehan



Figure 5: A graph of 681 nodes, showing clusters. Generatedrém
data mode m20 and wavelet w04, with a geometric mean comparien
and a 70% cuto . The force directed layout causes scans with smilar
scalograms to end up next to each other.

Figure 6: Clusters contain scans with a general pattern. A reresen-
3.5 Wavelet Comparisons tative example from each selected cluster is shown.
The next challenge is taking the multidimensional waveigha-
tures and measuring how well they match with a single nhumber

to be used as an edge weight. This can be done in many differ- shown in the color of the nodes. Any given node can be coloted a

ent ways, such as taking the arithmetic mean of the relatfferd
ences, the geometric mean of the differences, or the inaérde
Euclidean distance between the two sighatures. The methods

cording to destination port, mean scan rate, elapsed tinmejraber
of probes. While these do not directly affect the clusteriofgen
after the clusters have formed, patterns can be seen intaestah
as clusters that are all one value or that have a smooth gtadie

b= (by;by;:::;by) be the scalograms corresponding to two nodes, gne metric.

then the weightv of the connection between them is:

Arithmetic: w= 3L, —=

q . .
Geometricw= " L (1 %%‘)
Geometric(no rootjw= O, (1 jgﬁ?)

Inverse Euclideanv= —p—L+
1+ ali(a b)?

. - 1
Inverse Euclideah W= gramto—py

Different methods can be more or less effective with diffiere
wavelet and data mode combinations. For example, the aattbm
and geometric means are calculated relatively, so they are af-
fective when there are large changes in the wavelets relaithe
average value. However, if the wavelets tend to have largeage
values, and the relative changes are small, then one of ttielEan
functions would likely work better.

3.6 Overview Graph of Scan Relationships

A graph visualization was developed in order to provide & tegel

view of a large set of scans. In the graph, each node repeeaent

4 CASE STUDIES

Much can be learned from simply drilling down into the cluste
that are generated automatically. For example, in the gsapivn

in Figure 6, there are several clusters, both large and sthalf
have distinctive characteristics which can easily be se¢he rep-
resentative examples shown. Starting with the one in theupp
right of the gure, the rst cluster's representative exal@ghows

a mostly continuous scan from low numbered to high numbered
IP addresses, but with some speckled areas where some safdres
were missed. Continuing clockwise, the next example is Eessm-
tative of three separate clusters that showed a similagpatinder
this data mode, which is a region around the top and the rifjht o
the grid display in which there were no connection attemptse
next cluster is the single largest cluster, and it corredpado a sim-

ple continuous scan of nearly the entire subnet. Howevergtare
still occasional addresses to which no connection was teteThe
next cluster is of scans which cover only part of the addrpases
usually about half. However, this cluster extends towahdsctus-

ter containing the complete scans, and the closer one gélssto
cluster, the larger the region of the subnet that the sca@rsohe
example second to the left shows a cluster that consistslphon
scans, each covering about half of the address space ineaanst
ingly spaced pattern. Also of interest is that both of thesans
actually originated from the same source address, hintiagthere

scan, and the connection between any two nodes is weighted acis a very strong correlation between them. The nal represare

cording to the wavelet comparison between them, with 0%dein

completely different and 100% being identical. Since thia tom-
plete graph, a cutoff was added to simplify the graph — anyieon

scan shows one of the many scans that ended up isolated from al
the other scans. As can be seen in the representative irhageat:
terns in these isolated scans can be quite different frorpatterns

tion where the nodes match less than some threshold is dioppe found in clustered scans. This essentially shows how thiehadf

Then by using the LinLog force directed layout [11], nodeshwi
higher match percentages attract each other more than tizates

do not match as well. So nodes that correspond to the sameesour

cluster together. This effect can be clearly seen in Figuretich

shows a graph of 681 scans. Additional information can akso b

of the feedback loop works, which is the way most overviewsplu
context visualizations work. The user can start with therdesy
graph and then drill down to detailed views of the scans to gat
derstanding about the clusters in the graph. The feedbagkdan
be used to regurgitate this information back to the graphifia



task can be aided by starting with a wavelet that gives a guitielli
relationship graph.

Looking at different data modes or different wavelet fuoos
can reveal many interesting patterns. Figure 7 and Figut®m®@s
what happens to the graph visualization when different detdes
or different wavelets are used for the initial layout. Watslw04
and w10 act somwhat similar in their clustering in both datales:
In all four of those combinations, the graph produces orgelalus-

bottom right seems to be close to splitting more. This oVeat-
tern is probably due to the limited number of values encaedtéen

the m20 data mode. Because the data mode consists of very sim-

ple data, and the wavelet performs a large amount of singiian,
the graph created from their combination exhibits a faiitpme
and regular pattern. And nally, the combination of m22 an29w
produces a graph with many separate clusters, which eadiston
of very similar scans. This implies that this particular ddna-
tion of data mode and wavelet is categorizing scans acaptdia

ter, and several smaller clusters. These wavelets seenmiargy
distinguish nodes mostly by large scale patterns whichdeative
of causes such as the tool used to generate the scan. Thisbeoul
due to the Euclidean distance metric being overwhelmed fgela
changes at a certain frequency. That is, large scale diffesein
the pattern are likely inducing large differences in a sngilue of
the scalograms, which is overpowering the smaller changether
positions of the scalogram that could be caused by factats as differently. In Figure 9, the 5 most scanned ports have betred
routing delays. For example, when scans in the graph of m#0 wi  according to the given legend. Of interest here is how eveagh

w04 are viewed, it can be seen that scans that are near the-begi the port was not taken into consideration by the clusterigg-a

ning of the tail are complete, while scans near the end cotaly rithm, there are clusters of almost exclusively port 445at 139.
about half the address space. The difference between datesmo For example, the large cluster in the lower right contaimsntiajor-

m20 and m22 when viewed under these wavelets is that data mOthy of scans on port 139, and no scans on any other port_ Slm”a
m20 shows a smooth gradient between these extremes, while da many of the clusters on the left side of the graph are exasiv
mode m22 isolates clusters of a particular type better. Wawel9 port 445, so there were several classes of scans runningbpdtt

is essentially the same as w04 and w19 for data mode m22, but fo exclusively. This indicates that there were particuladkinf scans

data mode m20, it creates a snake-like pattern of clustérereithe  that targeted individual ports, which suggests that thearsswere
ends are completely different, but there are intermediatees in not made by a generic scan tool. Had these scans been made by
between. This is probably indicative of a particular fadtuat is a generic scan tool, there would be scans on different patts w
being measured, because each scan in the cluster is siofleats  similar timing, such as can be seen in the cluster at the tapeof
next to it, but not to scans in the same cluster but on diftezads. graph_ But, each of the clusters of interest contain Scarmm']a
Unlike the previous graphs though, this snake-like patternot single port, so it is more likely that they were generated loyms,

due to coverage of the address space, since each conceéftzte  since worms generally run on only one port. The reason the clu
ter contains both scans that cover the whole space and dw@ins t ters of scans on port 445 do not form a single cluster like the o

wider variety of unique patterns than the other combinatiorhis
is probably because this particular wavelet scalogramtiomag-
nores magnitude, so no one frequency can dominate the saalog
Thus, the large scale frequencies that dominated wavaelets &
w04 and w10 are unable to dominate in this w29, so other freque
cies can affect the graph more.

Other interesting patterns can be seen just by coloringddes

cover only fractions of it. In the combination of wavelet wa8d
data mode m20, the resulting graph is somewhat similar tories

generated by w04 and w10, in that there is one large cluster, o

medium sized cluster, and several smaller clusters, ayditiange
themselves such that another tail pattern emerges. Alsen e
individual scans are viewed, it can be seen that this is cblogéhe

on port 139 could be due to different variations of a wormfedif
ent source systems, different delays over the network, tregn
different worms that just happen to target the same port.

There are many patterns that can be seen with the human eye

which even wavelet w29 can not distinguish. This is wherevall
ing the user to bias the edge weights can prove useful. &b

coverage of the address space again. When used with data modg single cluster has been isolated out of the graph of date mae
m22 though, wavelet w23 creates a graph where there are-multi and wavelet w29. In it, there were found to be several diffepat-

ple snake like clusters, implying that there are groups ahschat
cluster together based on unique patterns, but smallengifactors
are probably stretching the clusters out. That is, the dveltester
structure is probably still caused by large differencefisgchoice
of scanning tool, but the position inside the cluster coddalate
to timing factors such as hop count. The spread out clustectef

terns that can be easily distinguished by viewing them. 3@ jp&
scans were selected from the graph, viewed side by side gtige
weights biased according to how similar they looked, andytheh

was updated according to the new weights. This process was pe

formed on each pair of nodes in the cluster. The end resultheds
the cluster was split into three separate clusters, eacbsmonding

shows up even more strongly, however, in wavelet w24. In both tg one kind of pattern. This shows how one can successfuillgait
data modes, wavelet 24 creates a pattern where there isr@ystro the feedback loop to re ne the graph to give a better represien

cluster in the middle and a trail of nodes that are progrefsiess
similar to the nodes in the middle. When the de nition of wite
w24 is considered, it becomes apparent that this tail-shpptern
correlates to more or less chaotic data. A large portion@fttans
are very straight forward, they start at the rst address proteed
to the last address, then possibly repeat this sequence tinfew.

These scans correspond to the nodes in a large dense pdrtia o

graph, while nodes that do not follow this pattern end uphtart
away from this point. Of particular interest is how in datadeo
m22, the stretching of the cluster that wavelet w24 gensretve-

of the underlying data.

5 FUTURE WORK

As it is right now, these techniques would likely make a ukgfal
for categorizing network scans, but there are still sevienptove-
ments that can be made. There are some other factors thdtlweul
useful to visualize besides the wavelet scalograms. Itcbelben-
e cial to visualize or at least factor in relationships itwimg other

responds to the scan rate, as can be seen in the gradientoof col features, such as the actual source IP addresses or the DEP/U

through the structure. This makes sense, since the fastesra s

is run, the more small deviations due to hardware or routktyde
affect the timing. Wavelet w29 provides the most interestnd

unique graphs in both data modes. In mode m20, the wavelet di-

vides the graph quite strongly in two, and then it divideshelaalf
more weakly into three. This nearly partitions the grapb Bsep-
arate clusters all of about the same size, although theeclostthe

ports involved.

5.1 Clustering

In order to simplify the graph, it would be good to collapsasters
of nodes that match well enough (over some threshold) initagges
larger node. Clustering has been shown to be a useful anttieéfe



(a) m20 and w04 Almost everything is positioned in one cluster, but with  (b) m22 and w04 Several clusters of different sizes, but many isolated
a tail leading away from the center due to scans that didrercthe entire nodes.
address space.

(d) m22 and w10 One large cluster, two smaller clusters, and one weak

(c) m20 and w100One primary cluster with two tails trailing off.
cluster at the bottom.

(e) m20 and w19 A large snake-like structure running through 4 major  (f) m22 and w19A concentrated cluster with a tail, and 2 other clusters.

concentrated clusters.

Figure 7: Variations in data mode and wavelet function. Eachgraph uses an inverse Euclidean squared comparison functip has a 70% cuto,
and consists of 878 scans. Node coloration is based on a log ale of the mean scan rate.



(a) m20 and w232 Main clusters, but with a tail running down from them (b) m22 and w23Several clusters, some stretched into snake-like forms.
due to address space coverage.

(c) m20 and w24 Almost everything forming a snake-like clustering pat- (d) m22 and w24 A strong snake-like pattern which corresponds to scan
tern. rate.

(e) m20 and w29A partition of the graph into 6 regions. (f) m22 and w29The graph is split into many separate clusters.

Figure 8: More variations in data mode and wavelet function. Each graph uses an inverse Euclidean squared comparison fction, has a 70%
cuto, and consists of 878 scans. Node coloration is based ora log scale of the mean scan rate.



Figure 9: Coloring the nodes based on ports can reveal intesting patterns. In this example, there are several clusterghat contain only one
port. Namely, the cluster on the bottom right is exclusively port 139, and the the clusters up the left side and the one in the very center are all

exclusively port 445. Such patterns are likely caused by wans.

tool in the process of discovering security events in udkbedata
[13], but not much has been done to use it in the process ohchar
terizing such events. Once collapsed, being able to zooite g
the node to view the internal structure would be useful. Hame
if the user biases one or more of the internal connectionsigino
that a node or group of nodes falls below the threshold, then t

collapsed node would somehow have to be able to split. Angl vic

versa, if the user biases the connection between two sepades,
they would somehow need to automatically combine into alsing
collapsed node. The dif culties in this concept lie in chimgsan
algorithm to collapse closely knit clusters of nodes andoshty
how to calculate the relationships between a collapsed aode
other nodes for layout and display purposes. One possigte al
rithm that is being considered is Kohonen's self organizingp
algorithm [7].

5.2 Frequency Weighting

Often times, the patterns of interest are focused at a péatifre-
quency level in the wavelet scalograms. Algorithmic chsiotthe
attacker can affect low frequencies quite a lot, but modyhigh
frequency patterns is nearly impossible algorithmica8ymilarly,
routing protocols are designed to delay traf c as little asgible, so
they would not alter low frequency patterns much, but theyldio
likely create high frequency patterns. Therefore, patterorre-
sponding to tool or tool ag choices would likely occur at lemwres-
olution scalogram entries, while patterns due to systeritdiions
or Internet routing would more likely occur at higher resimn val-
ues in the scalogram. In order to emphasize particular mpatté
would be bene cial to be able to weight different frequerssim a
manner similar to the way equalizers balance audio fredasnc

5.3 Machine Learning

to bias other similar relationships automatically.

6 CONCLUSIONS

The methods described in this paper combine several exisoh-
niques in order to enable the user to categorize and cheazecte
network scans more readily then would be possible using &ny o
the techniques by itself. Utilizing a feedback loop allows tiser

to correct any inaccuracies created by the wavelet tramsftions
and subsequent wavelet scalogram comparisons. The grapl ba
method, while probably not yet being used to its full potaintpro-
vides a relatively intuitive view of the data, even with lamptasets.
Other methods such as parallel coordinates could work tab, b
would probably not be as accommodating as the graph based al-
gorithms to some of the operations that it is desirable téoper,

as well as being somewhat less intuitive. The process ofingea
the wavelet scalograms out of the original data loses a |detil,

as does the process of reducing two multidimensional scatog)

to a single edge weight. Therefore, it was desirable to adgbd-f
back loop by allowing users to directly modify edge weighaséxd

on looking at more detailed views of the scans. Also, the pdgh
used to categorize these scans do not actually involve iagytiet-
work speci ¢, so they could also be applied to other elds e
pattern matching in regular data series is desirable.
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Figure 10: Sometimes clusters are not as homogeneous as oneould
like. By biasing the weights of the edges, such a cluster cangit into
several more homogenous clusters. In this example, nodesdm one
cluster were compared under datamode m22, and their edge wghts
biased according to how similar they were. This split the sirgle cluster
into three separate clusters.
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