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SUMMAR Y

This pap er intro duces program chipping, a simple yet e®ectiv e technique to isolate
bugs. This technique automatically removes or chips away parts of a program so that
the part that contributes to some symptomatic output becomes more apparent to the
user. Program chipping is similar in spirit to traditional program slicing and debugging
techniques, but chipping uses very simple techniques based on the syntactic structure of
the program. We have develop ed a chipping tool for Java programs, called Chipp erJ, and
have run it on a variet y of small to large programs, including a Java compiler, looking for
various symptoms. The results are promising. The reduced program is generally about
20-35% of the size of the original. Chipp erJ tak es less than an hour on large programs
to perform this reduction; even if it took overnigh t, that would be reasonable if it saves

the develop er time.

key words: Program chipping, debugging, bug isolation, data slicing, program slicing

\A fool-proof method for sculpting an elephart: rst, get a huge block of marble;

then you chip away ewerything that doesn't look like an elephart.” { Unknown

\The Sculptor producesthe beautiful statue by chipping away sudc parts of the
marble block asare not needed| it is a processof elimination." { Elbert Hubbard

(American editor, publisher and writer, 1856-1915)
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1. INTR ODUCTION

Software dewvelopers spend an enormousamourt of their time in debugging and testing their
products. When a userdiscoversa bug in a program, the usertypically sendsthe ertire program
to the developer (or maintainer), who then needsto isolate the causeof the bug. For example,
a compiler or library dewveloper might be preseried with an entire user program and just told
that something does not work properly. These user programs are usually quite large and the
dewveloper can spend much time isolating the bug. Someof that time is wasted, in that the
deweloper needsto understand some of the program's logic to seewhat the user program is
doing and exactly what code is being executed.

Traditional program slicing and debuggingtechniquesand tools can assistthe deweloper to
someextent, but sud tools require somemanual intervertion. For example, supposethat the
bug is that the program loopsin nitely . Typically, the developer would usea debuggerto nd
where the program is looping and then slice the program on variablesinvolved in that loop to
reducethe size of the program.

This previous speci ¢ example is typical of a common general process: Given a buggy
program and some symptom, the deweloper often reducesthe program to a smaller one
that exhibits the samesymptom. From that smaller program (much smaller, one hopes), the
dewveloper can then more quickly determine the causeof the bug. Unfortunately, if appropriate
tools are not available, this processof reducing the program is done by hand, requires some
understanding of the structure of the program, and can be tedious. For example,the developer

sometimesemploys ad-hoc techniquesto track down what parts of the program cortribute to
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the bug. One sud technique is \binary seard™ repeatedly eliminate half (or someportion)

of the program and seewhether the program still exhibits the symptom.

Our work aims to remedy this problem by deweloping techniques and tools to automate
this program-reduction process. The deweloper can specify a symptom and our tool will
automatically try various heuristics (including binary seard mentioned earlier) to reducethe

program. We call our approach program chipping and our tools chippers.

We have dewveloped a program chipper for Java, called ChipperJ. ChipperJ has shown
promising results when chipping a variety of programs. The programs on which we have
experimented range from small straightline programs to large programs such as the Java
Compiler. The results show that the programs are generally reduced to roughly 20-35% of
their original size.Depending on the size of the program and the complexity of the symptom,
ChipperJ can take from secondson small programs to just under an hour on large programs

to perform this reduction.

Program chipping is a speci ¢ application of the general notion of data slicing [9]. In our
case,programs are the data. Program chipping is in someways similar to delta debugging[39]
(a form of data slicing), but exploits application-speci ¢ knowledge,in our case,the syntactic
structure of the program. This important di®erencetogether with our chipping techniques
allow us to produce automatically a reasonablenumber of reduced programsin a reasonable
amount of time. Program chipping is alsorelated to program slicing (seeSection 6). Howe\er,
with slicing, the user looks for behavior with respect to a variable or group of variables,
whereasin program chipping the userlooks for behavior with respect to the overall program

behavior. In this regard, program chipping treats the program as a \black box" and proceeds
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automatically to isolate the bug. Notably, program chipping techniques are \ligh t-weight"™ in
the sensethey use fairly simple techniques and do not require more sophisticated program
analysis techniques, such asslicing.

The rest of this paper is organized as follows. Section 2 presens a general overview of
our approadc and intro ducesterminology. Section 3 describes ChipperJ, our program chipper
for Java. Section 4 discussesthe e®ectivenessof ChipperJ over a range of small and large
buggy programs with various symptoms. Section 5 outlines someof our design decisionsand
somelimitations. Section 6 preserts related work and compareschipping with delta debugging
and program slicing. Finally, Section 7 describes future work and concludesthe paper. This
paper extendsour initial paper on program chipping (Reference[32]). Reference[31] preseris

additional details.

2. OVERVIEW OF APPR OACH

We usethe following terminology:

2 symptom identifying characteristic in behavior of interest. It may be something in
the program's output, something not in the program's output, that the program loops
in nitely , etc. It may represen a bug.

2 variant: program derived from the original program

2 gaod variant: a variant that exhibits the symptom

2 pad variantY: a variant that doesnot exhibit the symptom

Y In the course of this work, we have also seensome ugly variants ;-)
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2 bestvariant: the smallestgood variant found by the chipper
2 minimal variant: the smallest possiblegood variant. It may not be found by the chipper
2 simpli cation: processthat producesa new variant from another variant (which may be

the original program)

We use the term smallest with respect to someapplication speci ¢ measure,e.g., number of

nodesin a parsetree or number of lines of sourcecode.

As indicated in Section 1, our general approad is to automatically reducea program to a
variant that exhibits the samesymptom. Our approadc, program chipping, is \ligh t-weight"
(even nafve) comparedto other techniques sudh as program slicing. In short, our work uses
the idea of data slicing [9], wherethe data is the original program. Our approad is to simplify
the original program in various ways, basedonly on the syntactic structure of the program. In

doing so, we produce variants and executeead oneto seewhether it is good or bad.

The variants are derived from the original program so they, of course, contain many of
the samestatemerts. Howewer, in somecasesthe simpli cations can modify somestatemerts.
Also, the execution behaviors of the variants can di®er from that of the original program. Our
approad requiresonly that a good variant exhibit the samesymptom, not that that symptom

manifestsitself for the samereason. Section 5.2.2 discusseshis issuein detail.

Figure 1 shaws a high-level view of a program chipper. The chipper takesa program and two
scripts. The Run script speci es how to compile and run the program. The Compare script
speci es the symptom; more precisely it speci es what to look for in the results from the Run

script, and how to do so. The goal is for the resultant program to be considerably simpler
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Program Chipper
Original Program Simplified Program

—

Run script& & Compare script

Figure 1. Overview of program chipping

(e.g., shorter in length) than the original, sothat 'nding the symptom in the remaining code

will be easier.

In more detail, the program chipper builds a parsetree corresponding to original program,
asshown in Figure 2(a). From this parsetree, the chipper tool deletesor modi es one or more
nodesto generateother parsetrees, e.g., Figure 2(b). The program variant corresponding to
ead sudc parsetree is tested to seeif it is \good". Speci cally, the tool generatesfrom the
parsetree the corresponding sourceprogram, compilesand runs it, and determineswhether it
exhibits the symptom (using the Run and Compare scripts). This processcortin uesuntil the

chipper has completed, having identi ed a best variant (parsetree), e.g., Figure 2(c).

The prior description doesnot specify the exact processthat the tool follows to reduceparse
trees, and to determine whento terminate. One possibility is to generateand test all possible
variants. Certainly, though, for any reasonably-sizedprogram, that approacd is impractical.

The key, then, is to identify heuristics that will be usefulin practice, asdiscussedn Section 3.
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Codh

(a) Parsetree for original program

<R

(b) Parsetree for an intermediate variant

Codh

(c) Parsetree for best variant

Figure 2. Parsetrees during program chipping. Shading indicates the original node has been deleted.
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3. Chipp erJ: A PROGRAM CHIPPER FOR Java

We have dewveloped a program chipper for Java, called Chipperd. ChipperJ is built on top
of Sun's Java 1.4.2 compiler. The rest of this section describes the user view of ChipperJ,
presens ChipperJ's simpli cation algorithm, introducesa GUI-based tool that is often used
with ChipperJ, describesChipperJ's speci ¢ simpli cations, and discusseshow ChipperJ deals

with a key pragmatic issue:in nite loops.

3.1. User view

The user gives ChipperJ the original program, speci es how to run the program and how to
ched for the symptom, via the Run and Compare scripts, as shovn in Figure 1. ChipperJ
then producesthe best variant. The user can then examinethe best variant to determine the
exact causeof the given symptom.

We usescripts, Run and Compare, to allow the userthe °exibilit y to specify how to run the
program and what constitutes the symptom.

A typical Run script compiles the variant program, runs it on some speci ed input, and

savesthe program's standard output to a Te. Figure 3 shaows a simple example of a Run script

#!/bin/sh
filePrefix=$1; mainClass=$2; outputFile=$3
(echo compiling the Variant; javac $filePrefix.java) \

&& (echo executing; java 9$mainClass > $outputFile 2>&1)

Figure 3. Example of a simple Run script
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that takesthree argumeris: the pre x of the e to be compiled, the name of the program's
main class, and the name of the output Te in which to store the results of the variant's

execution. It compilesthe variant program by invoking the javac command and then executes
the variant by invoking the java command. In practice, the actual Run scripts usedto compile
and executethe user's Java program will needto be more complexthan this examplein order
to handle issuessuch as variants containing in nite loops (discussedin Section 3.5) and to

allow for alternative methods of variant compilation (such as internal compilation discussed
in Section 3.6).

A typical Comparescript searhiesthe program's output for the given symptom. Often these
are just shells script that usesone or more greps and other standard UNIX tools. Typical
symptoms include erroneous output, null pointer exceptions, and in nite looping. So that
users can specify line numbers in the original code as part of the symptom (e.g., that a
\NullP ointerException" occurred on line 90 of main.java), ChipperJ (by default) presenes
line numbersin the variants by replacing with a blank line any ertire line of code or commerts
that it chipped away.

#!/bin/sh
file=$1

grep -e "This Is The Symptom" $file.output >/dev/null  2>&1

Figure 4. Example of a simple Compare script

Figure 4 shows a simple example of a Compare script. This Compare script takesa single

argumert: the name of the variant's output Te that the chipper wishescheded. In this case,
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the symptom is that the program being chipped outputs \This Is The Symptom.™ The script
cheds the output for a symptom by invoking the grep command to seart for the desired
string in the output Te. The script usesits exit status to communicate to the chipper whether

or not it found the symptom.

3.2.  Simplifying transformations

ChipperJ follows the overall simpli cation approadc shown in Figure 2. First, ChipperJ builds
a parse tree of the original Java program. It then generatesvariant programs by removing
or modifying nodesin the parsetree. For ead variant, ChipperJ cheds whether the variant
exhibits the samesymptom as the original program. If it does, ChipperJ tries to reducethat

variant further.

To limit to a reasonablenumber the amount of variants ChipperJ cheds, it usesa left-to-
right, top-to-bottom traversal of the parsetree. ChipperJ tries simpli cation at ead node at
most once; somenodesin the original parsetree are not consideredfor simpli cation and some
are pruned by earlier simpli cations before ChipperJd reachesthem. Chipperd might perform
somesimpli cation(s) on a node depending on the node'stype. For example, it tries to simplify
a statemert block in a variety of ways (as described later), but doesnot try to simplify an
assignmern statemert. For any given node type, ChipperJ will attempt a few di®erert kinds of
simpli cations on the node. The number of speci ¢ simpli cations ChipperJ tries at ead node
is bounded as determined by the type of node and its contents. Examples: for an assignmei

statemert, the bound is zero; for an if statement, the bound dependson the number of arms
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within the if statemert; and for a block, the bound depends on the number of statemerts

within the block.

For any simpli cation ChipperJ performs, it cheds, using the Run and Compare scripts,
whether the simpli cation producesa good variant. If the variant is good, then simpli cation
continuesin this new good variant. If the variant is bad, then simpli cation corntinuesin the
current good variant, i.e., the bad variant is not consideredfurther. In either case simpli cation
cortinues at the samenode with the next possible simpli cation for that particular node; if

no simpli cations remain to be tried, simpli cation cortinuesat the next node.

Note that a variant can be bad becauseits execution does not exhibit the symptom or
becauseit does not compile, e.g., if some necessaryvariable declaration has been chipped
away. Generating bad variants doesnot a®ectthe overall seart for the best variant, except

for the time it takesto generate,run, and comparethe bad variants.

Figure 5illustrates a samplesimpli cation process.The rst simpli cation ChipperJ tries on
the original program (variant v0) results in good variant v1. The rst simpli cation ChipperJ
tries on v1 results in bad variant v2, so ChipperJ tries another simpli cation on v1, which
results in good variant v3. The processcortinuesuntil ChipperJ hasno further simpli cations
to try. In this example,v8 is the best variant. Note that ead simpli cation producesa smaller
variant. Howewer, the variants producedfrom a given good variant canvary in size,e.g.,when

trying to simplify a block, asdescribed in Section 3.4.
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decreasing size of variant =

Vi -- variant program ﬁ
—®  simplification

D good variant (exhibits symptom)

& bad variant (does not exhibit symptom) A

Figure 5. Sample ChipperJ simpli cation process

3.3. The v-di® tool

We alsodeveloped a GUI tool called v-di®. It displays a graphical represeration of the variants

created by ChipperJ, similar in spirit to that showvn in Figure 5. The v-di®tool is usefulto see

the di®erencedetweenany two variants or to watch in \movie mode" the di®erencedetween

successie variants in a sequence.Movie mode is helpful becauseit visually highlights code

areasthat are required to produce the symptom and that may be directly related to the bug

that the useris trying to isolate. It is especially helpful when looking at the sequenceof good

variants and not including the bad variants in-betweenthem.
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Figure 6” shaws a screenshoof v-di®in action. The right panelcontains a scrollable, clickable
carvas that shaws the good variants (light shading) and bad variants (dark shading). The
variants are identi ed by their variant number. The top left panelis a scrollbox with a list of

all of the variants for a particular run of the chipper. ChipperJ usesthe cornvertion
<File Prefix>v<Variant = Number>z<Variant Size>.java

to name the variants. Below that scrollbox is a control panel with two textb oxes. They can
be Tled with the namesof variants selectedeither from the scrollbox or from the scrollable
carnvas. Doing this allows the userto directly comparetwo variants. On the bottom left hand

sideis the corntrol panel for the movie mode option.

In movie mode, the variants are shavn two at a time in a frame by frame successionBefore
viewing a sequenceof variants, the user can opt to either seeall variants in comparisonwith
the original program or to seeead variant in comparisonwith the variant that immediately
precedesit. It also allows the userto specify whether to automatically advanceto the next
comparisonafter a user-speci ed amourt of time or to instead have the usermanually interact
when ready. Movie mode also lets the user specify the starting point and length (in number of

variants to be viewed) of the sequenceof variants that the userwishesto view.

The implementation of v-di® usestkdi® [30] to shav the di®erencesn two variants. tkdi®
is a graphical front end to the standard UNIX di® program. It provides a side-hy-side view of

two Tes with the di®erenceshighlighted.

2Becausethis paper is printed in black and white, the colors used by v-di® to di®erentiate between good and

bad variants do not appear in the "gure.
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We originally deweloped v-di® to help us debug the chipper and ensurethat the sequence
of simpli cations happened as expected. However, we have found it to be a very useful tool

during the processof isolating the symptom as well.

3.4. Specic simpli cations
3.4.1. Simpli cations on blacks

ChipperJ tries, in the order given, the following simpli cations on blocks.

2 eliminate the ertire block.

2 \binary seard", alsoknown asblack splitting. Chipperd splits the statemert list in block
B into two halves,B1 and B2.X It "rst removesB 2 from the parsetree. If the resulting
variant is good (i.e., still exhibits the symptom), then ChipperJ attempts (recursively)
the statement block simpli cations on the rst half. Otherwise, ChipperJ tries this
simpli cation on B 2. If simpli cation fails on eat of B1 and B 2, then ChipperJ restores
B into the parsetree.

2 eliminate one statemert at a time from the block.

2 simplify ead remaining statemert. For example, if a while loop cannot be entirely
eliminated (by the previous step), then Chipperd will try to simplify (recursively) the

body of the loop.

X Chipp erJ uses the number of statements in the block to determine where to split the block and treats

declarations as statements.
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Table I. Type-appropriate replacemert blocks Chipp erJ generates

Return type of method Type-appropriate replacemert block
void fg

char freturn ' ', g

int or any numerical type freturn 0;9

boolean freturn false; g

any kind of Object or String  freturn null; g

One complication ariseswhen, for example, ChipperJ removesthe ertire body of a non-void
method. Without a return statemert, the variant will not compile, so ChipperJ would restore
the method body and try the remaining simpli cations. Although restoring the method body
is not harmful to the simpli cation process,the size of the best variant Chipperd nds will
not be assmall asit might be. So, instead of replacing the method body with an empty block,
ChipperJ replacesit with a block containing a type-appropriate return statemert as shown
in Table |. ChipperJ also inserts such return statemerts in other cases,e.g., when it splits a

method body into two blocks.

3.4.2. Simpli cations on loops

ChipperJ tries to simplify any of the three kinds of loops in Java by replacing the loop
by one iteration of the loop's body. For example, while (x!=0) {S} becomesjust {S}

and for (int i =0; i <N; i++) {S} becomes{int i = 0; {S}} . (One can view this
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simpli cation as\lo op unrolling”, asusedin compiler optimizations, but here we replacethe

loop by only its the initial iteration.)

Thus, if the symptom is coming from loop's rst iteration, removal of the loop structure will
make it all the more evidert to the user. ChipperJ continuessimpli cation by simplifying the
loop's body. Most often the body is a block, soChipperJ proceedswith the block simpli cations

(Section 3.4.7).

3.4.3. Simpli cations on if statements

ChipperJ treats a sequenceof if-else if-else if ... -else statemerts together for simpli cation

purposes.

ChipperJd rst tries to replace the sequencewith the body of one of its arms, one arm
at a time. Figure 7 illustrates this simpli cation. Figure 7(a) is the original if statemert.
Figures 7(b)-(d) shaw the variants that ChipperJ createswhen trying to replacethe sequence
of if-else if... -else statemerts with the body of one of the arms. If any one of these
replacemeits producesa good variant, the chipper proceedsby simplifying that body as the
“nishing step for the if simpli cation and then moveson to the next node in the parsetree
without restoring the rest of the if statemert. However, if no body of these arms by itself
producesa good variant, ChipperJ starts over with the sequencelt next tries, starting at the
beginning of the sequenceto remove ead arm in turn and retains only those arms that are

neededin a good variant.

As usual, ChipperJ recursively simplies any arms that still appear in the good variant

resulting from these simpli cations.
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it (44==i){ {

k=20-i k=20-i;

printin(k); printin(k);

} }

else if (15==i){ {

n=>5; n=5;

printin(k*10); printin(k*10);

} }

elsef {

k=10-i; k=10-i;

printin(k); printin(k);

(@) (b) (©) (d)

Figure 7. Example illustrating the simpli cation of anif statement: (a) shows the original code, (b-d)

show the \one arm" variants the chipper tries

3.4.4. Simpli cations on switch statements

The simpli cation for switch statemerts is a hybrid of the if simpli cation (Section 3.4.3

and the block simpli cation (Section 3.4.1).

ChipperJ starts by trying to replacethe ertire switch statement with the body of one of

its cases. If any of thesereplacemeits producesa good variant, ChipperJ proceedsby trying
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the block simpli cation on that case body before proceedingto the next node. If, however, all
of those replacemens produce bad variants, ChipperJ continuestrying to simplify the switch

Sstatemert.

ChipperJ next tries block splitting at the case level. It starts by splitting the list of cases
into two halves and testing to seewhich half will produce a good variant. When splitting
no longer producesa good variant, ChipperJ takesthe remaining casestatemerts with their
assaiated bodiesand one at a time tries to remove them. Subsequetly, the chipper simpli es
the bodies of the remaining case statemerts by using the aforemertioned block simpli cation

strategy.

3.4.5. No other simpli ¢ ations

ChipperJ doesno other simpli cations. It doesnot attempt to simplify assignmenm statemerts
or expressions, discard entire methods (but it might discard their bodies, as noted in

Section 3.4.1), etc.

3.5. Dealing with innite loops

The original Java program might itself contain an in nite loop. Indeed, an in nite loop might
bethe symptom of interest. Moreover, a variant generatedby ChipperJ might similarly contain
an in nite loop. In somecasestheseloops arise due to someof the simpli cations described
in Section 3.4. For example, ChipperJ might generatea variant that omits from the body of a

while loop the assignmen statemert that incremerts the loop's index variable.
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# Run script
filePrefix=%$1; mainClass=$2; outputFile=$3

Jtimeout -s 9 5 .JrunHelper $filePrefix ~ $mainClass > $outputFile 2>&1

#!/bin/sh

# runHelper script

filePrefix=$1; mainClass=$2

(echo compiling the Variant; javac $filePrefix.java) \

&& (echo executing; java $mainClass)

Figure 8. Example of a Run script using a timeout program and a helper script

ChipperJ solves this problem simply: the Run scripts use a timeout program to limit the
variant's executiontime. (The speci ¢ timeout interval is speci ed by the userbasedon the time
taken by original program.) The timeout program outputs a special messagef the program
doesnot terminate before the timeout occurs. The Compare script can specify to seart the
program's output for this special messagdf the symptom is in"nite looping. (The Compare
script can specify \not looping" behavior by using grep -v for the special message.)

For example, the simple Run script in Figure 3 hasno way to stop a variant that contains
an in nite loop. For such a variant, the chipper would wait forever for the variant to nish
running. Figure 8 shows an example of the Run script using a timeout program. The usagefor
the timeout program is:

Jtimeout [-s <kill signal>] <timeout length>
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This example actually usestwo scripts: \Run™ to start up the timeout program and a helper
script named\runHelp er" This Run script takesthe samethree argumerts asthe Run script
in Figure 3. The Run script starts the timeout program on the runHelper script and allows it
to run for at most v e seconds.The runHelper script is responsible for compiling and running
the variant; if the variant has not been compiled and run to completion in "v e seconds,the
timeout program will kill the variant and allow the chipper to proceed. If the variant has
exhibited the symptom, the chipper will considerit good, regardlessof whether or not the
variant was killed by the timeout program; otherwise, the chipper will consider the variant

bad.
3.6. External or internal chipping

ChipperJ can operate in one of two modes: external or internal. In external mode, ChipperJ
writes ead variant it producesfrom the parsetree to a Te and then compilesand runs that
variant according to the Run script and looks for the symptom according to the Compare
script. In internal mode, ChipperJ does not needto write ead variant to a le. Instead, it
compiles the variant directly from the parse tree, and then applies the Run and Compare
scripts to the generated.class Tes.! In internal mode, since compilation can modify the parse
tree, ChipperJ takescareto make copiesof any parsesubtreethat it might needlater to restore
the current variant if the new variant is bad (Reference[31] gives details). Internal mode, of

course,can be substartially faster, aswill be seenin Section 4.

{ Chipp erJ passesa parameter to the Run script so the script knows whether or not it needsto compile the

program.
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We EXBEREINSHpperd on a wide variety of programs and for di®erert symptoms. This
sectionreports on our experienceon a represetativ e collection of thesetests. Section 5 further

discussegheseresults.

The data reported arefor tests run on a dual processor2.8GHz CPU with Red Hat Enterprise
Linux 3 (kernel 2.4.21-27.0.2.ELsmp): The results are averagesof se\eral test runs, which had

insigni cant variances.

Table |11 summarizesthe results of running ChipperJ on a variety of small to large Java
programs and for various symptoms. Recall from Section 2 that \b est" is not necessarily
minimal. \Source lines" in Table |l represens non-blank, non-commen lines. The data in
Table |1 show that external chipping takesabout from 2-5 times aslong asinternal chipping

(Section 3.6).

T 1-T 3 demonstrate ChipperJ's simpli cation techniques, especially block splitting, for very
basic programs. These test programs consist of blocks of code with a variety of cortrol °ow
statemerts. The Compare script for eac of these tests speci es a single value to seard for
in the output. Theseresults highlight the extent to which chipping can reducea program. In
these cases,ChipperJ reducesthe Java sourceto the minimum or near minimum. T4 is alsoa

small program with two classes.The symptom is just a line of output from a method within

k Becauseneither the test programs nor Chipp erJ is multi-threaded, using a dual processorhad no benet over

a single processor.

Copyright °c 2006 John Wiley & Sons, Ltd. Softw. Pract. Exper. 2006; 99:1{99

Prepared using speauth.cls



s|o'yineads Buisn pereda.id

‘P17 ‘'suos ® AsjIM uyor 9002 9, 1YBuAdoD

66)T:66 :900Z "1adx3 1weld "MYOS

Table I1. ChipperJ results

sourcelines parse tree nodes # of time (H:MM:SS.00)
test original best original best variants  external internal notes
T1 21 5 109 13 11 8.13 2.29 small, straightline code
T2 17 6 62 18 13 10.05 2.50 small, if statement
T3 75 20 313 37 30 23.73 5.68 small, bad parameter
T4 22 15 56 28 17 12.59 2.93 small, two classes
T5 506 344 2112 1094 225 54.56 13.98 medium, simple translator
T6 596 364 2112 1116 259 5:12.62 2:30.50 medium, simple translator
T7 701 252 1880 485 140 2:55.45  1:28.28 medium, simple translator
T8 1767 726 5039 1949 530 10:03.60 4:25.75 medium, protot ype chipper for simple language
T9 1875 290 26435 3999 1146 22:11.42  7:32.97 worst case,repeated code, repeated symptom
T10 5080 1208 11899 3332 505 6:50.24  1:34.29 medium, bug injected into string library
T11 30329 7275 100137 26892 3262 1:01:52.10 30:24.29 large, javac, wrong classname
T12 25148 6201 80819 19978 3332 1:21:53.66 37:45.12 large, javac (1.3.1), version error
T13 30329 8698 100137 30680 4219 1:32:06.50 37:23.57 large, javac, return in finally
(bug id 4821353)
T14 30329 9120 100137 32431 4825 1:50:02.36 46:03.63 large, javac, 128 length array
(bug id 4917091)
T15 30329 8415 100137 29489 3873 1:24:47.73 34:08.16 large, javac, doubly nestedinner class
(bug id 4903103)
T16 30329 8682 100137 30229 4371 1:27:49.16 38:36.88 large, javac, string referenceerror
(bug id 5093115)
T17 35023 7789 113106 26161 2885 47:38.54 10:51.06 large, ChipperJ, null pointer error in if
T18 35023 9349 113106 35570 4410 1:35:37.74 32:18.08 large, Chipperd, chipper v5 compiler error

ve

o
o
"
_|
m
2y
=
p2
®
>
z
o
2
>
o
—
[0
0
o
p




S E AUTOMA TED BUG ISOLATION VIA PROGRAM CHIPPING 25
&

one of the classes(This best variant can, with additional techniques, be further chipped, as

discussedin Section5.1.3)

T5-T8 shawv how well Chipperd works on medium-sized programs: about 600{1200 lines of
code. T5, T6 and T7 are student programming assignmeis of a simple languagetranslator;
T8 is a chipper for a simple, non-Java language. ChipperJ is able to reduce them to about

40-65%o0f the original basedon a variety of di®erert symptoms.

T9 is a very simple program. It consists of a single block of code containing about 1200
loops, with a nesting depth of at most two. The Compare script searhesfor the occurrenceof
the output string \2005" 95 times. This output is generatedfrom multiple points throughout
the code. This test represens a worst caseexample for ChipperJ; this relatively small and
simple program takes longer to simplify than larger programs sudch as T 10. Block splitting
does not work here becauseoutput comesfrom many parts of the code. So, ChipperJ needs
to walk through ertire lists of statemerts and attempt to simplify ead in turn. In addition,
many of the statemerts are loops, so ChipperJ tries to apply the loop simpli cation to those

(Section 3.4.2).

T10 is a program that uses a user-de ned Java library for string manipulation [18]
with features inspired by strings in the Icon language [16]. The symptom is a specic

NullP ointerException due to a bug that we injected into the code.

T 11-T 16 demonstrate ChipperJ's e®ectivenesson large programs. We use versionsof Sun's
Java Compiler javac (version 1.4.2, unless otherwise noted). In T11, javac is set to compile

a le wherethe Tename doesnot match the classname. The symptom for T 12 occurs when
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trying to run the Java 1.3.1 compiler in an ervironment where a more recert compiler has

previously beeninstalled. This producesa version error when trying to accessObject.class.

The symptoms for T13-T 16 are all registered bugs for the Java 1.4.2 compiler in Java bug
site [33]; the bug ids appear in parernthesesin the table. In T 13, javac issuesa warning that
a finally  clause cannot complete normally if it contains a return statemert. In T 14, the
symptom is that javac issuesan error for an array over 128 dimensions whereasthe JVM
speci cations allows 255[24]. The Compare script for this test speci es the error string \array

type hastoo many dimensions".

In all thesetests with javac (i.e., T11-T16), ChipperJ is able to reducethe number of lines

by roughly 70-77%.

The "nal two tests, T17 and T 18, are tests where we use ChipperJ to chip itself. The results

are in the samerangesas for chipping just javac.

Our current approac for actually "nding the source of the symptom is to take the best
variant and usea manual Java debugger(e.g., the debuggerwithin Eclipse[14]) to stepthrough
the code to seehow the symptom is produced. Then, putting the chipped code side by side
with the original code can give a good idea as to the location of the bug within the original
program. Using this method, we were able to usethe bestvariant of T 11 to trace the symptom
to lines 511-5140f the Te Enter.java. In another example,the best variant of T 12 was usedto
trace the symptom to lines 844-8450f the Te ClassReader.jaa where a hardcoded value will
not allow the Java 1.3 compiler to useclassedrom a more recert version of Java. In thesetwo

examples,the sourceof the symptom was tracked down in lessthan ten minutes.
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ChipperJ's disk spaceusagedependson the number of variants and the size of ead variant
and its output. In our tests, T 16, one of the tests involving javac, usedthe most disk space:
127MB. Although that is a good amount of disk space,it is not very much given the size
of disks on current systems. ChipperJ can be run so as to use lessdisk space.As noted in
Section 3.6, in internal mode, ChipperJ doesnot needto actually write the variants to disk.
Also, ChipperJ can be told to retain on disk all variants, only the good variants, or only the

best variant.

ChipperJ took us about "v e person-morths to develop (design, debug, test). As noted in
Section 3, ChipperJ is built on top of javac and uses,with small modi cations, javac's code

that builds and walks parsetrees. The additional code for ChipperJ totals about 5000lines.

5. DISCUSSION

5.1. Renemen ts

5.1.1. Chipping direction

Our original approac to simplifying statemerts within a block was to start with the rst
statement and work toward the last. However, we can sometimesgenerate better variants if
we work in the reversedirection. For example, considerthe code fragmert in Figure 9(a) for

the symptom of Yesin the output. Chipping the body of methAproceedsas follow:

2 block splitting. The block has four statemerts. (Recall that a sequenceof if statemerts

is treated together.)

Copyright °c 2006 John Wiley & Sons, Ltd. Softw. Pract. Exper. 2006; 99:1{99

Prepared using speauth.cls



28 C.D. STERLING AND R. A. OLSSON S &E
+—void—methA({ +—void—methA(( T—void—methAOf
2 int x 2 int X 2
3 x= 3 x= 3
4 if (x == 30) 4 4
5 5 5
6 else if (x > 30) 6 6
7 7 7
8 else 8 8
9 9 9
10 printin("Yes"); 10 printin("Yes"); 10 printin("Yes");
1 } 11 } 1 }

@) (b) (©)

Figure 9. Example for direction of chipping: (a) shows the original code, (b) shows the best variant

from forward chipping, and (c) shows the best variant from reverse chipping

{ removing lines 2-3 fails { x is usedlater

{ removing lines 4-10fails { line 10 outputs symptom

2 simplifying ead statemert in turn, from top to bottom

{ removing line 2 fails { x needsto be declaredfor later statemerts

{ removing line 3 fails { x needsto be initialized (to avoid an error from the Java

compiler)

{ removing lines 4-9 succeeds

{ removing line 10 fails { it outputs the symptom.

Thus, the best variant, using forward simpli cation, consistsof lines 2-3 and 10, as shawvn in

Figure 9(b).
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However, if we reversethe order
2 simplifying ead statemert in turn, from bottom to top

{ removing line 10 fails { it outputs the symptom.
{ removing lines 4-9 succeeds
{ removing line 3 succeedq x's value is not used later

{ removing line 2 succeedq x is not used later

Thus, the bestvariant, using reversesimpli cation, consistsof line 10, asshawn in Figure 9(c).
The key point is that reversesimpli cation re°ects how dependencies’ow from the top of a
block to its bottom.

Table |l reported results for forward chipping. Table |11 lists portions of those earlier results
and new results from using reversechipping on those sametests. The data shaw that reverse
chipping is never worse than forward chipping. In many casesi,it is just slightly better, i.e.,
by a few percertage points (although any reduction in the size of the best variant is helpful).
For one case,test T4, reversechipping made a signi cant di®erencebecausethat program is

structurally similar to the program in Figure 9.

5.1.2. Statementshielding

The program chipper treats every statemert, including variable declarations,asa candidate for
chipping. We consideredshielding some statemerts from the chipping process.In particular,
we experimented with shielding variable declarations. Our hope was to eliminate (or at least
greatly reduce) the errors that comefrom missing variable declarations during block splitting

processand in doing so nd a better best variant earlier. For example, consider the code
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Table I11. Results for forward vs. reverse chipping direction

parse tree nodes forward{rev erse

original forward reverse nodes percertage

test number best best di®erence di®erence
T1 109 13 13 0 0%
T2 62 18 18 0 0%
T3 313 37 37 0 0%
T4 56 28 16 12 42.85%
T5 2112 1094 1094 0 0%
T6 2112 1116 1091 25 2.24%
T7 1880 485 477 8 1.65%
T8 5939 1949 1940 9 0.46%
T9 26435 3999 3999 0 0%
T10 11899 3332 3332 0 0%
T11 100137 26892 26202 690 2.57%
T12 80819 19978 19533 445 2.28%
T13 100137 30680 30267 413 1.35%
T14 100137 32431 31947 484 1.49%
T15 100137 29489 28906 583 1.98%
T16 100137 30229 29641 651 2.15%
T17 113106 26161 26128 33 0.01%
T18 113106 35570 32823 2747 7.72%
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1 void methA(){ 1 void methA(){ 1 void methA(){
2 int x = -1; 2 int x = -1; 2 int x = -1;
3 String 'y = "there"; 3 String 'y = "there"; 3
4 int z = 75; 4 int z = 75; 4

5 printin("Yes  "+b(x)); 5 printin("Yes  "+b(x)); 5 printin("Yes  "+b(x));

6 String a = "hi "+y; 6 6

7 if (z > 30) 7 7

8 8 8

9 else if (z > 30) 9 9

10 10 10

11 else 11 11

12 12 12

13 } 13 } 13 }

14 int b(int j){ 14 int b(int j){ 14 int b(int j){
15 15 15

16 if ( <O0) 16 if ( <O0) 16 if ( <O0)
17 return  30; 17 return  30; 17 return  30;
18 18 18

19 } 19 } 19 }

() (b) (c)

Figure 10. Example for statement shielding: (a) shows the original code, (b) shows the best variant
from chipping methA without statement shielding of variable declarations and (c) shows the best

variant from chipping methAwith statement shielding of variable declarations
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fragment in Figure 10(a) for the symptom of Yes 30 in the output. Chipping the body of

methAproceedsas follows:

2 block splitting. The block has six statemerts. (Recall that a sequence of

if-else if-else if .. -else statemerts is treated together as a single statemert.)

{ Removing the secondhalf of the block (lines 5-12) producesa bad variant { the
symptom is not exhibited in the “rst half of methA

{ Remoaving the rst half of the block (lines 2-4) and restoring the secondhalf of
the block also producesa bad variant. This variant doesnot compile becausethe
removal of the rst half of the variant remaovesthe declaration for variables x, vy,

and z.

Thus, block splitting fails at producing a good variant. The chipper restoresthe ertire
block before moving on to its next step.

2 removing ead statemert in turn, from top to bottom

{ removing line 2 producesa bad variant. x needsto be declaredbecauseit is used
in later statemerts

{ removing the declaration of the variable y on line 3 also producesa bad variant

{ removing the declaration of the variable z on line 4 also producesa bad variant

{ removing line 5 producesa bad variant. This statemert outputs the symptom.

{ removing the statemert on line 6 producesa good variant.

{ removing the if statemert on lines 7-12 producesa good variant

At this point, only the statemerts on lines 2-5 remain in the block.
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2 Simplify ead remaining statemert

{ there is not a simpli cation technique de ned for any of the typesof the remaining
statemerts (variable declaration or output statemert), sothe chipper performs no

further simpli cation.

Thus, the best variant, without using statemert shielding, consists of lines 2-5, as shown in
Figure 10(b). The chipper produced eight variants en route to this best variant.

Consider again the code in Figure 10(a). If the chipper instead shields the variable
declarations from being chipped during the block splitting and statement removal phase,

chipping of the body of methAproceedsas follows:

2 block splitting.

{ Removing the secondhalf of the block (lines 5-12) producesa bad variant { the
symptom is not exhibited in the rst half of methA

{ Beforeremaoving the rst half of the block and restoring the secondhalf, the chipper
shieldsthe variable declarations on lines 2-4 so that they are not removed. Thus,
the variant tested consists of the shielded statemerts on lines 2-4 and the block
statemerts on lines 5-12. This producesa good variant.

{ the chipper recurseson the block splitting algorithm and takesthe rst half of
the secondblock (line 5) along with the shieldedstatemerts (lines 2-4) to produce

another good variant.

The chipper determinesthat the block is too small to split again, soit cortinuesto the

next part of block simpli cation.
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2 removing ead statemert in turn, from top to bottom

{ the chipper tries to remove line 2, but this results in a bad variant.

{ the chipper removesline 3 producing a good variant becausethe symptom does
not depend on variable y.

{ the chipper removesline 4 producing another good variant becausethe symptom
doesnot depend on variable z.

{ the chipper tries to remove line 5, but this results in a bad variant becauseline 5

outputs the symptom.

At this point, only statemerts on lines 2 and 5 remain in the block.

2 simplifying ead remaining statemert from top to bottom

{ there is not a simpli cation technique de ned for any of the typesthe remaining
statemerts (variable declaration or output statemert), sothe chipper performsno

simpli cation.

The bestvariant with shielding of variable declarationshastwo lines, asshown in Figure 10(c).
Thus, using statemert shielding for this program, the chipper is able to produce a smaller best
variant (two lines vs. four lines for methAs body) while creating fewer variants (sewen vs.
eight).

Unfortunately, statemert shielding has mixed e®ectieness,which depends largely on the
coding style usedin the program being chipped. The examplein Figure 10 favored statemert
shielding becausethe variable was declared and initialized in the samestatemert (line 2). If,

howewer, that statemert was split into two statemerts:
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2 int x; x =-1;,

keepingthe declaration on line 2 along with the secondhalf of the block will now produce a
bad variant becausevariable x is not initialized beforeit is used| a semartic error in Java.
Thus, the chipper would not encourter a good variant during the block splitting step of block
simpli cation. The chipper will still nd the samebest variant found while chipping without

statemert shielding, but in this casestatemert shielding doesnot produce better results.

In fact, statemen shielding can even produce larger best variants by keepingextra variable
declarationsthat do not cortribute to the symptom and, similarly, it may alsoproducea larger

number of variants during simpli cation.

We experiemerted with ChipperJ with statement shielding on the collection of programsin
Table II. The improvemert was marginal at best. In general, statemert shielding produced
best variants within 0:5% of the size (larger and smaller) of the best variants produced
when chipping without statemert shielding. For tests T12, T13, and T 18, however, shielding
performed a little better, producing best variants that were 1:44%, 1:16%, and 1:63% smaller,
respectively. The overall number of variants produced ranged from 2% more to 0:4% lessthan
the number of variants produced when chipping without statemert shielding. At its best,
statemert shielding produced a 0:47% and a 0:52% reduction in the number of variants for

T14 and T 16, respectively.

Although statemert shielding did not perform as well as hoped, the statemert shielding
framework should be useful in implementing other chipping features. One suc feature is

merntioned in Section 7.
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int  Ameth(){

return 10;

}

public class B{

void Bmeth(){

A a = new B();
int i = a.Bmeth;
ifi >0)

print("symptom");
else

print(i);

(@)

i Il AL
puaonc CidsSS A

int  Ameth(){

return 10;

}

public class B{

void Bmeth(){

A a = new A();

int i = a.Bmeth;

print("symptom");

(b)

™y H 1 AL
pauic CIdsSS A

int  Ameth(){

/I body removed

return 0;

}

public class B{

void Bmeth(){

print("symptom");

(©)

Figure 11. Rechipping example: (a) shows the original code, (b) shows the result after the “rst pass

of the chipper, and (c) shows how successie passesof the chipper further simplied the code
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5.1.3. Order of le chipping and rechipping

ChipperJ performs chipping on les in the sameorder astheir Tenamesappearon its command
line. In somecasesfremaoving parts of classA (say part of a method body) can have an adverse
e®ecton the code in classB, although unrelated to the symptom. So, the best variant for A
will needto retain those parts. Howeer, if classB were chipped rst, then parts of A can be

removed and smaller variants obtained.

Unfortunately, determining classinterdependenciesof this nature would require a signi cant
amount of analysis. Instead, we use rechipping. With rechipping, ChipperJ nds the best
variants of all classesasit normally does,but then it chips them again, starting with the rst.
Chipping continues until no best variant changes,i.e., a xed point is reached. (Rechipping
terminates becausevariants can never increasein size.) Figure 11 shows how rechipping works.
Figure 11(a) shows the original code of two classesNotice that classB makesa call to Ameth
inside of classA Assumethat the symptom comesfrom the printing of the word \symptom"
from within Bmeth The rst passof ChipperJ producesthe simpli ed classesn Figure 11(b).
The symptom doesnot depend on classA and yet there are still referenceso classA after the
simpli cation. Using rechipping, the chipper reducesthis exampleto the code in Figure 11(c),
in which the body of Amethis now empty exceptfor the type-appropriate return statemert.

We have experimented with rechipping on the testsin Table II. The successie passef the
chipper are faster than the original passbecausea variant is always smaller than the original
code from which it is derived, and the chipper only rechips the best variant of a program. For
the tests in Table I, rechipping requires from 2-6 passesand 20-400%additional time before

corverging, and generatesroughly 2-3 times more variants. The sizesof the best variants are
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reduced by 10-15%in most cases,although by about 75% in one case (T 4). As a typical
example, rechipping T2 removed declarations for variables that are no longer neededafter
the initial chipping. As the atypical example, rechipping T4, which contained two classesin
separate les that are dependert on ead other, removed code no longer neededafter initial
chipping removed the dependency We plan to further explore and evaluate rechipping in future

work.

5.2. Limitations

5.2.1. Variant size

The data in Section 4 shav that ChipperJ is reasonably e®ectie in reducing the original
program. However, ChipperJ is not guararnteed to nd the minimal variant. For example,
Chipperd might split block B into two halves,B1 and B2. It rst tests whether B 1 exhibits
the symptom. If so, ChipperJd simply discards, without any further consideration, B2. It is
possiblethat B2 also exhibits the symptom and B 2 would lead to a smaller best variant than
B1 does. ChipperJ usesthis simple, but not optimal, strategy so as to limit the number of

variants it needsto generateand test.

The results in Section 4 show that ChipperJ is e®ectie in substartially reducing the size of
the input code. In our experience,larger blocks that contribute to the symptom in multiple
placestend to increasethe number of variants and the time required to nd the best variant.
For the larger programs, such asthe Java Compiler, a reduction of 75%is signi cant (i.e., T11-

T 16). However, 7000-8000lines of code spread across66 les is still a great deal to analyze
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when trying to isolate the causeof a single bug (but, asindicated in Section 4, sometimes

sutces).

5.2.2. Symptom speci city

Recallfrom Section3 that typical symptomsinclude errorsin output, in nite loops,exceptions,
etc. BecauseCompareis a shell script, it canbe ascomplexasdesired.Most of our scripts were
simple and useda few standard UNIX toolslike grepand cmp, but a few of our Comparescripts
alsoinvoked other programs. So,the Compare script can also chek whether the program, say,
modi ed aparticular Te or had a memory leak (by searding for an error messager unhandled

exceptionin the program's output). Similarly, the Run script caninclude any list of commands.

For similar reasons, ChipperJ might 'nd an unexpected variant that exhibits the
symptom. For example, suppose the Compare script speci es to seard the output for
\NullP ointerException”. Chipperd might nd a good variant that causessudc behavior
for reasonsdi®erent from those for the original program. For example, consider the code
in Figure 12. ChipperJ might remove lines 3-89 and the variant would still exhibit the
NullP ointerException symptom. Unfortunately, that shedsno light on the immediate cause
of the problem, which presumably is somewherein lines 4-89. (Howewer, ChipperJ would
also remove code outside of the method; thus, it would likely be more apparert under what
conditions the method was invoked.) In such a case,the user could specify a more speci ¢
symptom. For example, if the program doessomeoutput on line 80, part of that output could
be included as a conjunct in the symptom; if the program doesno output betweenlines 4-89,

the user could add some. Or, the user can include in the symptom for an exception se\eral
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1 methD(){
2 Cc = null

3 ¢ = new C(...);

90 c.f(...);
91 }

Figure 12. Example for null pointer exception

line numbers from its stack trace. We are also considering adding an option to ChipperJ to
facilitate such cases.ChipperJ can easily instrument the variant programs with statemerts
that output \reached line X in Te F" to standard output or a log Te and then such output

could be included as part of the symptom in the Compare script.

5.2.3. Undesirable side e®ets

A variant program might have a harmful side e®ectthat the original program does not. For
example, a variant might execute code that removesa le whereasthe original program did
not executethat code at all. A related problem is that a variant can a®ectthe environment in
which subsequen variants run. Again supposethat a variant deletesa Te. That e might be
neededfor subsequen variants to run properly sothosevariants would (most likely) be deemed

to be bad and the approac would not yield a reasonable-sizedbestvariant. The situation here,

Copyright °c 2006 John Wiley & Sons, Ltd. Softw. Pract. Exper. 2006; 99:1{99

Prepared using speauth.cls



S E AUTOMA TED BUG ISOLATION VIA PROGRAM CHIPPING 41
&

though, is no worse than analogoussituations in mutation testing (e.g., [12, 26]) or security

testing where suspiciousprograms are executedin a cleanroom environment.

5.2.4. Nondeterminism

ChipperJd will not work with programs whoseoutput is nondeterministic, asis often the case
for multithreaded Java programs. If a particular variant nondeterministically displays the
symptom, then it might be determined as being a bad variant, thus not allowing ChipperJ to

examine variants that result from the rejected variant.

Program replay techniques (e.g., [23, 27]) might be used to force deterministic results.
Howewer, that would require substartial additional implementation e®ort. In somecases,the

user might be able to specify deterministic symptoms for nondeterministic behaviors.

5.2.5. Program Input

Considera program that cortains two loops,ead with aread statemert. If ChipperJ eliminates
the “rst loop, then the secondloop is likely to read the wrong values from the input stream

(i.e., those valuesintended for the “rst loop).

ChipperJd does nothing special for programs with input. It simply generate variants. If
ChipperJ eliminates a critical read statement, then the variant will be found to be bad. Our
experimentation shaws that this approach works reasonably well. If the symptom does not
depend on input data, ChipperJ eliminates the reads. If input is being read in two loops and
the symptom dependson data only read by the “rst loop, then ChipperJ eliminates the second

loop. On the other hand, if the symptom dependson data only read by the secondloop, then
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ChipperJ does not eliminate the rst lToop. Instead, ChipperJ simpli es the rst loop to just
the loop control and the read statemen; i.e., it eliminates all but what the program needsto
properly advancethe input stream.

More sophisticated approaches are possible, and worth exploring. For example, we can
instrument the original program to record what input was read by ead read statemert in
the original program. To ensurethat the variant presenesthe input behavior of the original
program, the variant must read in order a subsguene of the recordedinput. This approac
is simpler than that neededfor replaying input for concurrert programs (e.g., [28] and [11]),
but similar to that for sequetiial programs (e.g., [29]).

ChipperJ doesnot work with programsthat require userinput in the form of mouseclicks,
the TTling in of text boxes, or some other sequenceof speci ¢ input events that cannot be
properly run using only the Run script. ChipperJ would needa way to store and then reuse
the input sequenceFor sud purposes,ChipperJ could be integrated with atool like the XLAB

capture/replay tool [36].

6. RELA TED WORK

Reference[9] intro ducesthe generalnotion of data slicing, on which our work is based.Data
slicing aims to help a programmer locate a program bug by reducing the size of the data on
which the program exhibits the bug. Our work applies data slicing to an ertirely di®eren
domain, i.e., programsare our data. Also, we have actually built ChipperJ, an automated data
slicing tool; Reference[9] preseris general techniques for data slicing and suggestsbuilding

such tools in general,but the authors apparertly did not pursuethat idea.
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Delta debugging[39] can be viewed as a form of data slicing. Program chipping and delta
debugging(and data slicing in general[9]) sharesomecommontechniques,sudc asusing binary
seard (\blo ck splitting" in ChipperJ) to reducethe sizeof the input data. The generalideais
to useatool that takesthe input to a program and usesbinary seard to isolate the part of the
input that is causinga bad output. Delta debuggingis quite e®ecti\e, as seenin the examples
in Reference[39], such asautomatically reducing the sizeof HTML input to a buggy version of
Mozilla. This particular example exhibits the power of the delta-debuggingtechnique because
Mozilla is well equippedto handleinput that deviatesfrom HTML syntax, which is signi cant

becausemany of the variants of the input do not conform to the HTML syntax.

Delta debugging, though, would not work so well on more structured input, such as Java
programs. It is unable to use the syntactic structure of the input data (Java programs) as
ChipperJ doesand would therefore produce too many variants than can be reasonablytested.
To con rm this assertion,we createda \delta chipper”, which usesthe genericdelta debugging
algorithm to chip away at Java programs (in external mode only). Table IV summarizesthe
results of running this delta chipper on a few of the smaller tests in Section 4." As expected,
comparedto ChipperJ, the delta chipper generatedlarger best variants, generatedmany more
variants (most of which had compile time errors becausedelta chipping removes individual
characters), and took considerably more time. T5 and T8 did not complete within a day, so

we terminated them; they were lessthan half complete.

°? The delta chipper actually removed the newline characters leaving only one line of code. But, to allow
comparisons with Table |I, Table IV shows the number of lines that would have remained had the newline

characters not beenremoved.
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Table IV. Delta chipping results (external mode only) on a few tests from Table |1

sourcelines parse tree nodes # of time

test original best original best variants (H:MM:SS.00)

T1 21 19 109 95 23762 3:25:35.51
T5 596 ? 2112 ? > 85000 > 24:00:00.00
T8 1767 ? 5939 ? > 78408 > 24:00:00.00

A variant of Delta Debugging, Hierarchical Delta Debugging[25] (HDD), can alsobe viewed
as a form of data slicing. Instead of debuggingthe input on a character by character basis,
this spin-o® applies the Delta Debugging algorithm to all of the nodesin the samelevel in
the parsetree's hierarchy using a top down approadc. The removal of a node at any level of
a tree also removes that node's children, so the algorithm runs to completion at ead level
of the parsetree. A key di®erencebetween HDD and program chipping is that HDD strictly
usesthe Delta Debuggingalgorithm whereaschipping allows for a greater variety of strategies
to be applied at various nodesin the parsetree accordingto node type. Unfortunately, there
is no direct performance comparisonbetween program chipping and HDD. HDD attempts to
minimize C programsthat causesa failure in gac, while program chipping focuseson minimizing
symptomatic Java programs.

As noted earlier, our work is related to program slicing. Program slicing was introduced
in Reference[37]. Much work on slicing has followed, e.g., as surveyed in Reference[34];
as exemplied in specic variations of slicing sud as described in Reference[35], and

including interprocedural slicing such as described in References[21] and [4] and program
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dicing, introducedin Reference[38] and deweloped further sincethen, e.g.,in Reference[10].
Reference[6] intro ducesdynamic slicing, which is basedon a speci ¢ input for the program
beingsliced.In that regard, our work is closerto dynamic slicing. However, with slicing, the user
looks for behavior with respectto a variable or group of variables, and slicing tools analyzethe
code and build represettations sucth as program dependenceand control dependencegraphs.
Whereaswith chipping, the userlooksfor behavior with respectto the overall program behavior
(thus, chipping treats the program asa \black box") and chipping tools useonly the program's
parsetree and relatively simple simpli cation techniques.Moreover, program slicing is usedfor
a variety of applications, e.g., di®erencing[20], whereasprogram chipping appearsuseful only
for bug isolation. Perhapsour work is in line with deweloping lesscostly forms of slicing [17],
albeit for the fairly speci ¢ problem domain of bug isolation. Despite thesedi®erencesit would
beinteresting to compareChipperJ and more traditional slicing techniquesand tools (e.g., the
Bandera Slicer [8]) to seetheir relative e®ectivenessin terms of size of variant or slice, cost of

“nding variant or slice, and the complexity of techniques, tools, and use.

Our work relates to previous researt in debugging. Spyder [5] is the "rst debugger
to integrate dynamic program slicing with debugging. More recenly, xSlice [7] integrates
execution slicing with debugging. Other techniques and tools (e.g., Tarantula [22]) usevisual
information to assistfault localization and provide automated ways to \narro w the seart by
selecting suspiciousstatemerts that might contain faults" [13]. Our work also has a weaker
connectionto algorithmic testing [15], which slicesout irrelevant procedurecalls, but requires

interaction with the user and operatesat the program variable level. Our work has a similar

Copyright °c 2006 John Wiley & Sons, Ltd. Softw. Pract. Exper. 2006; 99:1{99

Prepared using speauth.cls



46 C. D. STERLING AND R. A. OLSSON S E
&

general goal to all these previous works, but it usesertirely di®erert techniques, as noted
earlier.

Our work has some connection to work in mutation testing, which was introduced in
Reference[12]. Work on mutation testing has advanced considerably e.g., as described in
Reference[26]; somework [19] usesslicing to aid in mutation. Program chipping generates
\v ariants", which are similar to \mutants": both involve some modi cation to the original
program. In fact, \bad variants" are similar to \dead mutants": the former doesnot exhibit the
symptom of interest and the latter doesnot match a test's correct output; both are dropped
from further consideration. Howewer, program chipping is aimed at isolating symptoms by
reducing program sizeversus nding appropriate test casesor analyzing test casecoverageby

mutating the sourcecode (usually via, for example, changing speci ¢ operators).

7. CONCLUSION

This paper has introduced the idea of program chipping and described a chipper for Java
programs. The results are encouraging.Our approad has limitations, asnoted in Section 5.2,
although they have not beena major problem in our experience.Still, though, we needto gain
more experiencein using ChipperJ in real practice.

Our experience described in this paper represerts a rst step in program chipping and
suggestanuch future work. We plan to dewelop further simpli cations for the current ChipperJ,
e.g., for expressions,method invocation, and eliminating ertire methods or classes.We also
plan to further investigate the excacy of someof our presen techniques, such as rechipping

(Section5.1.3), and consideradditional techniquesto speedup chipping, suc asusing multiple
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threads to detect early in a variant's execution whether the variant is good (which would then
allow a potentially long-running variant to be killed o® soconer). We believe program chipping
will work equally well for non-object-oriented code and we hope to develop a ChipperC for C
programs. Reference[31] discusseghe above ideasfurther.

We will alsoconsiderhow program chipping might be combined with other approacdes,suc
astraditional program slicing or debuggers.For example,chipping might be used rst and then
more re ned slicing applied to the bestvariant to reducethe program further. We will explore
the tradeo®sin when and how the two techniques might be usedtogether.

We also plan to dewvelop a hybrid, interactive chipping tool. Using suc a tool, a developer
who has someidea (initially or as simpli cation proceeds)of wherethe symptom is occurring,
will be able to guide simpli cation. The developer will be able to instruct the tool to focuson
the particular section of code and be able to pick particular simpli cations to apply. The tool
will be GUI-basedand will allow the developer to easily seethe di®erencedetweenvariants as
they are generated.(We plan to extend our v-di®tool, describedin Section3.3.) The statemert

shielding framework described in Section 5.1.2 will be useful in implemenrting this feature.
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