


The MeshCluster architecture illustrated in Figure 1 con-
sists of two new network elements: the relay and the gateway
nodes. The relay elements are multi-radio systems that sup-
port two kinds of wireless network interfaces: access and relay,
whereas gateway elements support: relay and I nternet back-haul
(up-link) interfaces. The end-user Mobile Nodes (MNs) access
network using the access interfaces. The relay interfaces are
used to construct a self-con guring, secure, managed, power-
adaptive packet forwarding backbone between the relay and
gateway nodes. The access links can be based on 3G (e.g:[13])
or 802.11[12] standards, whereas the relay links can be based
on 802.16 or 802.11.

The gateways are connected to the Internet viawired (Ether-
net) or wireless (IxRTT, EV-DO, 802.16) up-links. The place-
ment of relays and gateway nodes depends on the deployment
scenario. For example, in case of municipal metro area network
aimed at providing broadband access to end-users, relays can be
mounted on poles and the gateway nodes may be located in data
centersin one of the downtown buildings. The in-building mesh
networks such as enterprise buildings, convention centers, mu-
seums may follow similar structured placement. In both these
scenarios, relay nodes will be stationary. On the other hand, in
applications where transient networks are created such as dis-
aster recovery, outdoor events, relays may be placed arbitrarily
and may be quasi-stationary. In some cases such as defence ap-
plications, where soldiersin vehicles use relaysto communicate
to their command-and-control via a remote gateway node, relay
mobility may be signi cant. In our work, we do not account for
this scenario.

A MeshCluster-Manager entity, optionally co-located with
the gateways, implements management and monitoring func-
tions such as power level and frequency assignment for access
and relay links, load-balancingin the relay cluster, and mobility
and authentication support.

Design Problems. We consider following design problems in
the context of MeshCluster architecture with 802.11 based re-
lay network and present our solutions: (1) Robust, secure auto-
con guration and associated protocol, (2) Packet routing and
forwarding in the relay cluster that adapts to failures and net-
work conditions such as load and interference and optimizes
common-casetraf ¢, (3) load balancing in the relay infrastruc-
ture, and (4) Seamless end-user mobility acrossthe relay nodes.

Due to space constraints we do not consider the problem of
designing interference-aware schemes to assign channelsto re-
lay and accessinterfaces. Our solution for thischallenging prob-
lem can be found in our paper [45].

I1l. SECURE AUTO-CONFIGURATION

MeshClustersusesasecureregistration and auto-con guration

protocol to register with the MeshCluster-Manager. This proto-
col operatesat the P layer and employswell known ideasin the
work of the ZeroConf working group [11] and security proto-
cols.

Each relay runs a auto-con guration agent initialized at the
boot time. This agent uses one or more of the relay interfacesto
listen to ESSD broadcasts for al ad hoc networks operating in
itsarea. For each ESSID, theagent rst joinsthe ad hoc network
using the BSSID broadcast. It then picks an IP address from

the zero-con guration address space 169.254.* .* and joins the
| P based relay infrastructure. The 16 bits of the selected address
can be computed using atruncated hash of the MAC addressand
time-of-the-day string. Since hash is likely to be unique, prob-
ability of the event of multiple nodes booting simultaneously
picking the same addressis signi cantly low.

The relay node then listens for the gateway advertisements,
periodically received and rebroadcast by the relays aready part
of the MeshCluster. These advertisements contain gateway ca-
pability information such as Internet back-haul link speeds, re-
lay capacity, best path available through the relay that rebroad-
cast the gateway advertisements etc. The agent begins a con-

guration session with one or more gateways selected based on
certain criteria, for example closest gateway  gateway which
can be reached by a shortest hop-count path or based on capa-
bilities such as capacity least loaded gateway or high capacity
gateway.

Theauto-con guration protocol supportsoptional authentica-
tion phase in which the agent performs mutual authentication
to the gateway using security credentials such as digital cer-
ti cates or symmetric key stored in relay in tamperproof hard-
ware. The authentication protocol resembles |EEE 802.11i [14]
with the key difference that Extensible Authentication Protocol
(EAP) packets are | P-encapsul ated instead of Ethernet encapsu-
lation. Any of EAP schemes that support mutual authentication
and dynamic session security key derivation such as EAP-TLS,
EAP-SIM, EAP-AKA may be employed. Using the derived ses-
sion keys all packet ow between the relay and gateway can
be encrypted. Also, note that we don’'t focus on the security
of the routing protocol in the relay network. We argue that if
each relay node is authenticated to the gateway, a common dy-
namic group key can be securely distributed and used to protect
routing protocol messages. Clearly, to achieve this, relay net-
work may operate two ESSIDs, one (e.g: Join_Mesh) for traf-

¢ during authenti cate-and-join phase and other (e.g: Authenti-
cated_Mesh) for post authentication phase.

The relay agent conveys its capabilities such as number and
type of radio interfaces and its observed environment such as
visible neighborsin different frequency ranges, observed inter-
ference etc. which may be useful to the gateway for frequency
assignment. The gateway conveys con guration parameters to
the relay such as ESSID for access, frequencies used on relay
and access interfaces, power levels to use, mobility method to
use, addressing schemes, and any path-speci  cinformation. Af-
ter the con guration session is complete, the zeroconf addressis
relinquished but the security parameters for the session may be
preserved for futurerecon gurations.

1V. MESHCLUSTER ROUTING ARCHITECTURE

We considered various design options detailed in the follow-
ing:

Layer-2 vs. Layer-3 Routing: Should the mesh routing solu-
tion operate at layer 2 or layer 3? Conceivably, the relay net-
work could employ layer-2 Ethernet bridging and its associated
802.3d spanning tree based forwarding. In this case, the access
cloud of al relaysappear asabig layer-2 network at the gateway
nodes. This has the advantage that no access and relay subnet
management is required and layer-3 mobility is rather easy to



support. However, such virtualization comes with the cost of
transporting the entire layer-2 packet originating in the access
networks to the gateway nodes and a complex virtualizing Eth-
ernet layer. Also, naive use of protocols such as DHCP, ARP,
RARP that employ layer-2 broadcast can result in bandwidth
wastage in therelays.
On the contrary, a layer 3 solution does not suffer from these
drawbacks and also, operates effectively across the different
physical layer technologies that may be used in a heterogenous
mesh network deployment. This requirement is especialy im-
portant with the rapid innovation in physical layer technologies
and the increasing availability of them in the market.

Leveraging existing Layer-3 wireline routing protocols. Can
we leverage existing wireline routing protocols such as OSPF
or RIP for routing within the mesh network? Such an approach
if adopted would take advantage of extensively tested and opti-
mized wireline protocols for routing within the mesh. Further-
more, the task of network management would be greatly sim-
pli ed because of the easy availability of tools that manage and
monitor wireline protocols. However, wireline routing protocols
oftentimes result in relays exchanging a high volume of periodic
control messages, which can beasigni cant traf c overhead in
bandwidth constrained wireless mesh networks. Furthermore,
wireline routing protocols typically assume that the relays are
static. This assumption failsto hold in awireless mesh network
where relays can be mobile. Wireline protocols can therefore be
inef cient in handling network mobility

Optimizing for common-casetraf ¢: In most deployment sce-
narios of mesh networks, a signi cant portion of traf c in the
relay network is due to end-user access to services such as web
servers, VPN gateways, databaseand leserversinthewiredin-
frastructure such asthe Internet or enterprise networks. Thedata
traf ¢, such as VOIP, multimedia ows, between end devicesin
access clouds of two different relays will be a small fraction of
the total traf c. As such optimizing routing to ef ciently sup-
port forwarding of the common case i.e. the gateway destined
traf ¢ can improve performance of the relay infrastructure.

Using existing ad hoc routing protocols. Finally, we con-
sidered using existing ad hoc routing solutions, such as
AODV [44], DSR [29], and OLSR [20] for routing within the
mesh. These protocolsinherently support network mobility and
are designed to be low-overhead in their operation. These fea-
tures makes them attractive for use in wireless mesh networks.
OLSR s alink state routing protocol, analogous to OSPF and
relies on knowledge of complete topology information at al
nodes. It is quite ef cient if the traf c is distributed equally
likely between any two pairs of nodeswhich isin contrast to our
common casetraf ¢argument. Assuch OL SR overhead and ca-
pability may be a overkill. On the contrary, AODV isasimple,
low-overhead, reactive routing protocol that is standardized in
IETF and has public domain robust implementations[33], [10],
[9]. Therefore, we use AODV as a base MeshCluster routing
protocol. One can conceivably design a hybrid protocol that
reacts to traf ¢ pattern and switches from a AODV based pro-
tocol to a OL SR-based protocol in the event traf ¢ distribution
becomes more uniform. We do not consider this mode of oper-
ation.

A. Design of AODV-ST

We arguethat use of AODV as-is leadsto apoor mesh rout-
ing solution due to following operational de ciencies:

1. AODV lacks support for high throughput routing metrics:
AODV is designed to support the shortest hop count metric.
This metric favors long, low-bandwidth links over short, high-
bandwidth links. Furthermore, AODV computes the metric us-
ing a broadcast discovery mechanism. Broadcast packets are
typicaly sent at the lowest data rate and hence the propaga-
tion characteristics of higher data rate unicast packets cannot
be accurately predicted using broadcast packets [34]. Because
of these reasons, AODV can select routes with poor end-to-end
throughput [22].

2. AODV lacks an ef cient route maintenance technique: A
route discovered with AODV may no longer bethe optimal route
further along in time. This situation can arise because of net-
work congestion or the uctuating characteristics of wireless
links. AODV lacks a provision to re-discover the new opti-
mal route. Several proposed techniques[40], [36] overcomethis
drawback by discovering multiple routesto a destination. These
routes are then individually monitored for their path character-
istics. In a large-scale wireless mesh network, the number of
paths monitored by the relays can potentially be very large and
can result in high control-traf ¢ overhead.

3. AODV route discovery latency is high: AODV is a reactive
routing protocol. This means that AODV does not discover a
route until a ow isinitiated. This route discovery latency can
be high in large-scale mesh networks.

4. Large routing table sizes: AODV is designed for classic ad
hoc networks where traf ¢ ows are between nodes or node
clusters rather than between nodes and Internet hosts. So sim-
plistic reuse of AODV implementations result in routing table
entries at relay nodes for all Internet hosts accessed by end de-
vices in the access clouds. As such the routing tables can be-
come unnecessarily large. AODV must be augmented with ap-
propriate tunneling mechanisms to optimize routing table size
for common casetraf c.

Our enhanced AODV-Spanning Tree (AODV-ST) protocol
eliminates above limitations as follows: Firgt, it supports high
throughput metrics, suchasETX [21] and ETT [24]. Our current
implementation supports the ETT metric [24] although other
metrics can be easily supported. Second, it proactively main-
tains of spanning trees whose roots are the gateways in the
mesh network to signi cantly reduce route discovery latency
and achieve lightweight, soft state route maintenance. Last, it
employs I P-in-1P tunnels to reduce the routing table at relaysto
sum total of number of relays and access subnets.

Figure 2illustratesthe concept of AODV-ST spanning treefor
asample network of seven relays and two gateways. Each relay
in the network lies on two spanning trees ST-1 (shown by solid
lines) and ST-2 (shown by dashed lines). The gateways initiate
the creation of the spanning trees by emanating periodic control
messages that are selectively broadcasted in the network. Each
spanning tree is created such that a relay node on atree lies on
the optimal path to the gateway corresponding to that tree. The
route maintenance overhead is kept to a minimum because the
paths to al relays on the spanning trees are proactively main-
tained. Furthermore, the route discovery latency is eliminated
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Fig. 2. Gateway specifi ¢ spanning trees.

as each relay in the network is aware of an optimal path to its
default gateway. A relay chooses the gateway with which it can
achieve the highest capacity (as determined by the routing met-
ric) asits default gateway.

For relay-to-relay communication, AODV-ST relies on the
reactive route discovery strategy utilized in AODV. Conceptu-
ally, AODV-ST is a hybrid routing protocol: it uses a proac-
tive strategy to discover routes between commonly used end-
points (relay-to-gateway) and uses a reactive strategy for routes
between less-commonly used end-points (relay-to-relay).

In the following, we rst provide a brief overview of AODV
and and then discuss the speci c¢s of protocol operation.

B. AODV Overview

AODV is an on-demand ad hoc routing protocol[44]. For
neighbor detection, AODV can use either broadcast HELL Os
or link layer feedback. Route discovery is based on a <route
request, route reply> cycle. Route discovery begins with a
broadcast Route Request (RREQ) message containing the des-
tination address for the requested route and a RREQ sequence
number that guarantees loop-free operation. As the RREQ is
propagated throughout the network, each intermediate node cre-
ates a reverse route entry towards the originator (source) of the
RREQ. An intermediate node forwards only the rst RREQ it
receives from the originator. If the destination-only ag is set
in the RREQ message, only the destination is allowed to issue a
Route Reply (RREP). If the destination-only agisnot setinthe
RREQ, an intermediate node is allowed to issue an RREP pro-
vided it has an active route towards the destination. The RREP
message is unicast towards the source along the reverse route
setup during RREQ propagation. As the RREP is propagated,
intermediate nodes on the reverse route create a forward route
entry for the destination node in their respective route tables.
When an active route breaks, the node in the route that detects
the break has the option of doing a local repair by nding an-
other route towards the destination, or sending a Route Error
(RERR) message towards the source to notify it of the break.
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Fig. 3. Duplicate route request is rebroadcasted if it is received on a better path.

C. The AODV-ST Routing Protocol

In AODV-ST, the gateways periodically broadcast RREQ
messages to initiate the creation of spanning trees. Before a
RREQ is broadcasted, a gateway sets the destination-only ag
in the RREQ and sets the RREQ destination address to the
network-wide broadcast address. These settings differentiate
normal route discovery RREQs from the RREQs for spanning
tree creation. A RREQ also containsametric eld whichis set
to zero by the gateway. When an intermediate relay receives an
RREQ, it checks if the RREQ is a gateway-initiated RREQ. If
the condition is satis ed, it creates a reverse route to the gate-
way provided the RREQ is received on the best known path to
the gateway. The relay can make this determination because of
the metric eld contained in the RREQ. This eld is updated
by each intermediate relay to represent the characteristics of the
path it has traversed. The speci ¢ handling of the eld at each
relay is dependent on the path metric being used. To simplify
the explanation, we postpone the discussion on metric handling
to the next subsection. Once arelay creates areverse route entry
for the gateway, it sends a gratuitous RREP back to that gate-
way. This gratuitous RREP also has ametric eld that is set to
zero initially. The eld is updated at every intermediate relay
on the path to the gateway. When an intermediate relay receives
the gratuitous RREP, it creates aforward route to the originating
relay. It updates the path metric to the originating relay with the
metric value contained in the gratuitous RREP.

A relay re-broadcasts a gateway initiated RREQ only if the
path traversed by the RREQ is the best known path to the relay.
Note that an intermediate relay does not wait until it receives
all RREQs before picking the best one to rebroadcast. Thisis
required to reduce the route discovery latency. Thiswould mean
that an upstream relay could receive a duplicate RREQ from
the same downstream relay if the duplicate RREQ represents
a better reverse path. This mode of operation is illustrated in
Figure 3. Relay D inthe gure receives two RREQs from the
gateway G that traverse two different paths a and b where a is
better than b. Assume that the RREQ); is dightly delayed with
respect to RREQ,. When D receives RREQ), it rebroadcasts it
as it arrived on the rst path known to it. However, when the
delayed RREQ, isreceived, D rebroadcastsit becauseit arrived
on the better path. Relay U therefore receives two duplicate
RREQs from D.

Asthe RREQ is broadcasted hop-by-hop throughout the mesh
network, the spanning tree isimplicitly formed through the cre-



ation of reverse routes to the gateway at the relays. The time
interval between successive gateway-initiated RREQs is set to
ten seconds in our implementation. We empirically determined
this interval to be a good setting. Each relay on receiving the
successive RREQs updates its reverse routes based on the met-
ric eld contained in them.

For relay-to-relay communication, a relay node initiates a
RREQ with the destination ag set and the destination address
set to the address of the nodeto be reached. The destination ag
is set because the most up-to-date path information is required
at the source during path selection. The handling of the RREQs
at the intermediate nodes is similar to the procedure described
above.

D. Routing Metric Supportin AODV-ST

A routing metric used with AODV-ST must satisfy two re-
quirements: First, the metric must increase in value with in-
creasing hopcount. This is required to prevent |loop-free path
selection. Second, it must be a bi-directional metric, i.e., the
metric must give equal weightage to a path’s performancein the
forward and reverse directions. This is necessary for two rea-
sons. First, TCP ows are bi-directional in nature. Therefore,
both directions of a path must be considered during route selec-
tion. Second, AODV-ST creates a reverse route to a gateway
upon receiving a RREQ that traverses in the forward direction
fromthe gateway to therelays. Therefore, the metric must repre-
sent a path’s performance in both directions, otherwise AODV-
ST can select uni-directional paths.

Our current implementation of AODV-ST supports the Ex-
pected Transmission Time (ETT) metric [24]. ETT isameasure
of the expected time needed to successfully transmit a packet
of a xed length, s, on alink. It yields high throughput paths
because it selects a path with the least delay.

ETTisgivenas (etx  s=h) whereetx isthe expected num-
ber of transmissions necessary to send a packet on the link [21];
s is the size of the packet (set to 1024 bytes in our implemen-
tation); and b is the bandwidth of the link. etx is computed by
issuing periodic broadcast probe messages (sent every second in
our implementation) in the forward and reverse directions and
by measuring the corresponding forward delivery ratio (d¢) and
thereverse delivery ratio (d,) for apredetermined timeinterval.
This time interval is set to ten seconds in our implementation.
The etx for thelink isthen givenasetx = 1=(d¢ d,). The
link bandwidth, b, is determined using feedback from the radio
driver. Wemodi ed the hostap driver [2] used in our implemen-
tation to support the feedback of the link date rate every second.
The driver computes per-second link datarates by averaging the
data rates of packets that traverse a link in the one second in-
tervals. Where a driver does not provide rate feedback, we rely
on packet-pair probing [32] to estimate bandwidth. In our im-
plementation of thistechnique, apair of packets, one small (134
bytes) and the other large (1200 bytes), are sent back-to-back
every minute for ten minutes in both directions of the link. As
soon as the smaller size packet is received, atimer is started to
measure the delay incurred in receiving the larger packet. We
choose the minimum of ten delay samples to estimate the link
bandwidth. Thelink bandwidth thenissimply theratio of packet
size and minimum delay. We use the minimum delay sample to

reduce any adverseimpact queuing delays have on the transmis-
sion of the packet pairs.

The ETT metric, however, isnot an optimal choicein amulti-
radio wireless mesh network because it does not consider the
frequency diversi cation of a path during path selection [24].
This can lead to sub-optimal routing in our current implementa-
tion. We are exploring various techniques to enhance the ETT
metric to account for frequency diversi cation. One possible
approach is to use the Weighted Cumulative Expected Trans-
mission Time (WCETT) metric [24]. WCETT requires knowl-
edge about each link in the path, such as the link’s delay and
its assigned frequency. This requirement can be easily satis-

ed by using alink-state routing protocol such as OLSR [20] or
OSPF [37]. On the other hand, AODV-ST is a distance-vector
routing protocol in which link-level information is not dissem-
inated by design. This complicates the support of WCETT in
AODV-ST. Asfuturework, we plan to incorporatein AODV-ST
a simple, low-overhead scheme to accumulate link-level infor-
mation so that a metric like WCETT can be easily supported.
We are currently evaluating a link-level accumulation scheme
similar to the one used by AODV-bis[43].

V. MESHCLUSTER LOAD BALANCING
A. Load Balancing De ned

Load balancing is a desirable feature to have in a wireless
mesh deployment. It reduces congestion in the network, in-
creases network throughput, and prevents service disruption in
case of failure. Load balancing in wireless mesh networks can
be de ned in the following two ways:

Path load balancing: Path load balancing can improve net-
work performance and reliability by distributing traf ¢ among
a set of diverse paths. There are proposals to achieve path load
balancing in wireline networks[31], [19] and multi-hop wireless
networks [38]. Pearlman et. a. [42] show that path load bal-
ancing provides negligible performance improvement in wire-
less multi-hop networks because of route coupling of candidate
paths between common endpoints. Route coupling is a result
of the geographic proximity of the candidate paths. This can
lead to self-interference between those paths and can therefore
adversely impact performance.

Gateway load balancing: In thisinterpretation of load balanc-
ing, traf c is distributed among a set of gateways in the wire-
less mesh network, i.e., one of several gatewaysis chosen asthe
egresspoint for  ows originating from the network. We believe
that the performance improvement with gateway load balanc-
ing will be greater than with path load balancing because route
coupling of paths to different gateways from an endpoint in the
mesh is expected to be less in a well-planned deployment. For
this reason, the MeshCluster architecture supports gateway load
balancing. To the best of our knowledge, there is no prior work
on gateway load balancing for wireless mesh networks.

B. Gateway Load Balancing Protocol

This subsection providesan overview of the gateway load bal-
ancing solution supported by the MeshCluster architecture.

An accessrelay (relay that is also an access point) lies on the
spanning trees corresponding to the gateways in the network.



The spanning tree formation is described in Section IV. The
access relay then selects one of the discovered gateways as its
default gateway. The default gateway is the one with which
the relay can achieve the highest capacity (as determined by the
routing metric). The accessrelay typically usesthe default gate-
way as the egress point for al the owsinitiated by it.

Each access relay in the network also monitors the quality of
the best path to each of its gateways. The best path is smply
the path on the spanning tree computed for that gateway. As
described in Section 1V, all paths on a spanning tree created for
a gateway represent the optimum paths (in terms of the routing
metric) from the gateway to the relays on that tree. The path
quality is monitored using a simple round trip time (RTT) prob-
ing tool. The tool reports RTT values for each of the gateways
in the network. The gateway with the least-delay is designated
as the least-loaded gateway. In an unloaded wireless mesh net-
work, the default gateway will typically bethe least-loaded gate-
way. Note that thisis only true when the routing metric used to
compute the spanning metrics is a delay metric. When an ac-
cess relay detects that its least-loaded gateway and its default
gateway are different, it infers that there is congestion in the
network on the path leading to its default gateway. In this case,
al the new ows initiated by the relay utilize the least-loaded
gateway as their egress point.

The relay does not migrate any of its existing ows to the
least-loaded gateway. Thisis required in any MeshCluster de-
ployment that does network address trandation (NAT) at the
gateways, otherwise ow migration can result in the disruption
of owsunless the per- ow state at the network address trans-
lators (NATS) is aso migrated. We note that the migration of
per- ow state across NATSs is a non-trivial problem to solve.
Therefore, we mandate that the migration of existing ows be
avoided. Thisrequirement can be relaxed if the mesh relays are
assigned globally routable addresses in which case network ad-
dress translation would not be required at the egress points.

Themigration of owsto the least-loaded gateway can result
inroute- apping. Route- apping occurswhen several  ows mi-
grateto aleast-loaded gateway and thisresultsin the previousy
used gateway becoming unloaded. The relays detect the change
in status and start utilizing the original gateway as the egress
point. The switch now results in the second gateway becoming
unloaded. Route- apping can prevent both egress points from
being used equally and can also result in frequent packet re-
ordering. This problem of route- appingismore likely to occur
when existing ows in the network are also allowed to migrate
across gateways. We are currently investigating a gateway ar-
bitration protocol to alleviate the route apping problem. Our
preliminary ideaisto place an arbitration manager at each gate-
way in the network. Agents situated at the access relay contact
the arbitration manager before switching ows. Because the ar-
bitration manager is aware of ow migration requests, it canin-
telligently migrate owsin order to mitigate route- apping.

VI. MOBILITY SUPPORT

Itisessential to support seamless mobility of users within the
mesh network. There are several mobility mechanisms that can
be employed, such as, mobile IP [25], simple DHCP based mo-
bility, and Mobile NAT [18]. We describe these three in detail .
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Fig. 4. Using Mobile IP to support domain mobility

Mobile-1P (MIP) [25] has been standardized for Internet scale
mobility for end-hosts. We can easily employ the same solu-
tion for domain mobhility in the context of mesh networks (Fig-
ure 4). In this case, the MIP Home Agent (HA) is co-located
with the gateway nodes whereas the MIP Foreign Agent (FA)
functionality is instantiated in the access network in each re-
lay element. The enduser device (MN) is assigned a home IP
address (HADDR), statically during con guration, or using dy-
namic home address assignment. The MN detects a change in
layer-2 association by monitoring the MAC address of the ac-
cess pointsin therelay. In the event of access point switch, the
mobile IP client in the MN initiates amobile | P registration (so-
licitation, advertisement, and registration) with the FA on the
new access point. Once the registration is complete, the home
agent at the gateway node will tunnel al traf ¢ for the mobileto
the new foreign agent.

In the event, HA uses only private addresses, the MIP is used
as a domain level micro-mobility method. If HA employs pub-
lic addresses, then the MN is reachable from the public Internet.
The drawbacks of this solution are: (1) need for a specialized
MIP client software on each relay node and need for FA sup-
port on the relay. If the MIP client implements co-located FA
mode, FA support at the relay is optional. (2) Associated man-
agement overhead for con guration of HA, FA and HADDR. (3)
Slow handoff latencies unless cross-layer indication and other
fast handoff mechanisms are employed.

MobileNAT based mobility

MobileNAT[18] is a new technique that uses Network Ad-
dress Trandation (NAT) operations and specialized mobility
agents in the signaling path to achieve transparent mobility. It
can be employed to support intra-domain mobility in mesh net-
works. The key ideas here are illustrated in Figure 5. The gate-
way node here serves as the Anchor Node (AN) which NATs
all enduser traf c to external Internet hosts (such as cnn:com).
From the perspective of the external hosts all traf c is an-
chored on the public IP addresses of the gateway (AN) node.
The MN acquires a xed IP address A, when it rst boots
and associates with one of the relays. MobileNAT allows it
to hold this address as it roams across access networks of re-
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lays. To understand this, consider a TCP ow to correspon-
dent node (CN) cnn.com. The relay node NATsthe traf ¢ with
(SA = A,;DA = CNN;SP = x) to (SA = Ap1; DA =
CNN;SP =yj)usingarule (Ap; @ Ay;x A y;) and tun-
nelsto AN using (SA = Ap1; DA = AN) tunnel header. The
AN NATs this further to (SA = AN; DA = CNN;SP = 2)
with arule (Apr @ AN;y; @ z). When the MN moves to
a new relay node with externa |P address A, the mapping
at AN is changed (Ap2 @ AN;y, @ z) and a new mapping
(Ap1 A Ay;x A y5) at therelay. The change of mapping rules
at therelay and AN are signaling path operations are carried out
by moability agent software running at the AN and relays. This
software also detects arrival new visiting nodes at the relay
by performing |P-level packet Itering of packets with missing
NAT rules. Note that the scheme has several advantages: (1) no
client side software is required. (2) The scheme is agnostic to
routing protocol in the relay network. (3) The access networks
of relays can be managed as separate subnets or as part of a
large subnet. (4) Addressesvisible in the relay network are that
of the externally visible Ap; addresses of the relays. None of the
A, addresses of the MNs are visible, keeping the routing tables
guite compact.
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Fig. 6. Simple DHCP based technique

Figure 6 illustrates asimpler mobility schemewhich relieson
DHCP, AODV and monitoring of layer-2 events in the access

networks of relay nodes. Much like MobileNAT scheme above,
it allows client to acquire a dynamic IP address and maintain
that address as it moves across multiple relays. Also, it relies
on a mobility manager (MM) at the gateway nodes and a mo-
bility agent (MA) on the relays. The MA in the relays monitor
changes in the layer-2 802.11 associations to detect new visit-
ing mobile endpoints and propagate routes for the correspond-
ing IP address in the AODV based relay network. If the MN
has an address x, for the traf ¢ destined cnn:com, the packets
(SA = x; DA = CNN) tunneled to the gateway with atunnel
header (SA = x; DA = GW). The reverse traf ¢ to x does
not need to be tunneled and carries (SA = cnn:com; DA = Xx).
Whenever, AODV route request are launched for x, the most re-
cent relay with x, responds with a router reply. The artifact of
thisis that the forwarding entry for address x appear in AODV
routing tables at the relay nodes. The MAs in different relays
in the mesh can allow proactive updates amongst themselves on
detection or loss of MNs to help make AODV state update fast.
This can help handoff performanceand also, help track mobility
of the enduser across multiple relaysin the network.

Oneimportant issue that affects the performance of this tech-
nique is how well host operating system on the MN reacts to
switching between two access pointsin the mesh network. If the
ESSID for access clouds on all relays is identical, the host OS
only requires completion of layer-2 association with new AP;
it does not require an additional DHCP request and response
to con gureitsinterface IP address. As a result the handoff is
much faster. On the other hand, if each relay access ESSID is
different, in absence of any out-of-band or pre-con guredinfor-
mation, the OS may assume the worst and restart DHCP trans-
actions. Even though same IP address may be returned, if the
protocol stack associated with the interface is always brought
down during this process to account for the worst case of ob-
taining a different IP address, all ows are broken. Therefore,
we would recommend keeping the ESSID the same for all ac-
cess points in one mesh network. The only easy aternative is
to use a mobile IP client, which masks of such disconnects by
design. A proof-of-concept implementation of our scheme has
been completed.

There are two main drawbacks of this schemes: (1) It relies
on the proactive discovery of new location of an MN via route
discovery mechanism of AODV and as such istied to the relay
routing protocol. (2) The routing table size in the relay network
increases linearly with the number of mobile nodes. In presence
of large number of mobile nodes, the route discovery and table
size can proveto be a prohibitive penalty.

VIl. PROTOTYPE IMPLEMENTATION

Our protototype implementation of MeshCluster nodes em-
ploys a small form factor single-board computer with 2 PCM-
CIA dots, one micro-PCl slot and built in 100 Mbps ethernet
interface.[6]. As such, the relay nodes in our prototype can
have upto three 802.11 interface cards, whereas gateway nodes
can have one wireline and three wireless interfaces. The PCM-
CIA interfaces on the gateway node can be populated using
SierraWirdessAirprime[5] IXRTT or EV-DO wide-areawire-
less cards. The MeshCluster software runs Linux 2.4 and ker-
nel and implements a broad set of functionalities in the form of
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modules,suchas AODV-ST relay modulebasedon the NIST
AODV kernelimplementationan enhanced02.11hostapac-
cesspoint, IP servicesmodules(QoS, DHCR NAT, Dynamic
Firewall), Security and Accounting (RADIUS sener/client),
web services(web portal, caching,web-basedcon guration),
andmobility support(Mobile 1P, andMobileNAT variant).

We also useda mobility client software that managesnul-
tiple network interfacesto supportautomatednterface selec-
tion andseamlessnobility handof usingMobilelP. The mobil-
ity client, developedasa partof our researcton 802.11and3G
integration, includesa completeMobile-IP stackthat supports
persubnetFA [50] andco-located=A [50] modesandperforms
mostof the mobility management[17]Currentversionof mo-
bility client doesnot integratethe nev mobility techniquede-
scribedin SectionVI.

VIIlI. PERFORMANCE EVALUATION

This sectionpresentsesultsfrom our evaluationof the Mesh-
Clusterarchitecture.We rst presenbur goalsandthe evalua-
tion methodology

A. GoalsandEvaluationMethodolagy

Ourgoalis to evaluatetheindividual componentsf thearchi-
tecturesuchasthe meshauto-con gurationschemetherouting
solution,theload balancingschemeandthe mobility manage-
mentschemes Due to spaceconstraintsye omit resultsfrom
our evaluationof theloadbalancingschemeWe planto present
thoseresultsin aforthcomingpaper

For the auto-con gurationschemewe areinterestedn ana-
lyzing the time it takesfor all devicesin the meshnetwork to
join thenetwork. We varythenumberof interferingnetworksin
thevicinity of themeshto studytheimpactof suchnetworkson
thetime takenfor auto-con gurationto complete. We rely ona
simulation-base@valuationbecauset allows usto easilycon-
trol thenumberof interferingdevicesin ouranalysis. Achieving
thisobjectivein atestbedernvironmentis challenging We utilize
the Qualnetsimulatorfor this evaluation.

To gaugethe performancemprovementswith the MeshClus-
ter routing solution,we compareAODV-ST againstAODV in
termsof end-to-endlr CPthroughpubonthe UCSBMeshnef8],
atwenty- venodewirelessmulti-hoptestbedieployedina ve-

oored of ce building onthe campusof UC SantaBarbara.We

utilize twenty of themthataredeplojedon the rst four oors
in our comparision. Figure 8 shavs a map of the oors and
the location of the testbeddevices on the various oors. The
testbeddevicesareof two types.The onesindicatedby squares
in the gure are small form-factordesktopcomputersunning
Linux 2.4.27. Eachof thesecomputerss equippedwith a En-
Genius2511-CDIEEE 802.11bradio. The onesindicatedby
circles are Linksys WRT54G wirelessrouters,eachequipped
with aBroadcom EEE 802.11b/gadio. They areinstalledwith
theOpenWH Linux distributionandutilize Linux 2.4.20asthe
kernel.

Finally, we evaluatethe mobility managemenschemedy
utilizing a smallertestbedconsistingof four nodesin a line
topologyA - B - C-D. NodesA, B, C,andD, arelBM Thinkpad
T21laptopsrunningLinux 2.4.27.NodesA andB areequipped
with a singleradiowhereasC andD areequippedwith two ra-
dioseach A is designatedsthegatavay, B asarelay, andC and
D asaccesselays.All theradiosusedn thissetupareEnGenius
2511-CDIEEE802.11kradios.Ourgoalfor this evaluationis to
comparethetwo mobility managemergchemedn termsof the
delayassociateth handingoff from oneaccesselayto another

B. Results

Auto-Con®guration Scheme Our simulationernvironment
is a network topology consistingof 30 meshrelaysrandomly
distributedin aterrainof 1000x1000mAll relaysareequipped
with a singlelEEE 802.11aradio. At the startof a simulation,
eachrelay randomlypicks a channelto operateon. Oneof the
relay devicesis designatedsa gatevay. The gatevay initiates
periodic adwertisementsvery secondto indicateits presence.
An adwertisemenis embeddedn a AODV Hello messagand
is propagatedhop-by-hophroughouthe network asHello mes-
sagesare exchangedetweenrelaysthat have joined the mesh
network. We implementeda layer2 beaconingnechanisnthat
arelayusedo issueperiodiclink-layerframes(every 100msec)
thatcontainthe ESSID(name)of thenetwork it hasjoined. This
link-layer frame resembledEEE managementramesthat are
exchangedbetweenstationsthat are part of a IEEE 802.11ad
hoc network. At the startof the simulation,only the gatevay
is assignedan ESSID. A relay listensfor 200 millisecondson
eachsupportedchannel(12 in all in our simulation)in order
to receive ESSIDadwertisementslit thenjoins eachdiscovered
network for a period of threesecondsgo listen to gatevay ad-
vertisements.If a relay recevesgatavay adwertisementon a
particularESSID, it attemptsto register with the gatavay. If
theregistrationis successfultherelayis a partof the meshnet-
work. Therelaythenpropagateshe gatavay adwertisementso
its neighborausingAODV Hello messages.

Usingtheabove describedimulationsetupwe measuredhe
timetakenfor all therelaysto join themeshnetwork in presence
of varying degressof interference.We introducedinterference
by varyingthe numberof devicesexternalto the meshnetwork
fromzeroto fty inincrement®f ten. Eachinterferingdevice at
the startof a simulationrandomlyselectsa channelandESSID
nameto operateon.

Figure 9 representshetime (on'Y axis) taken by the thirty
devices(on X axis)to join the meshnetwork. In the absencef
interferingdevices,the meshrelaysjoin the network within 20



