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(57) ABSTRACT

A block-cipher based encryption scheme providing both
privacy and authenticity that encrypts an arbitrary-length
message into a minimal-length ciphertext. In one embodi-
ment, “OCB”, a message is encrypted using a nonce by
partitioning it into 128-bit message blocks and a possibly
shorter message fragment. A sequence of offsets is computed
from the nonce and block cipher using shifts and conditional
xors. Hach message block is xored with an offset, enci-
phered, and xored with the offset, yielding a ciphertext
block. The length of the message fragment is encoded, xored
with an offset, enciphered to give a pad, truncated, and xored
with the message fragment to give a ciphertext fragment. A
checksum is formed by xoring the message blocks, the
padded ciphertext fragment, and the pad. It is xored with an
offset and enciphered to yield a tag. The ciphertext is the
ciphertext blocks, the ciphertext fragment, and the tag.
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