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(57) ABSTRACT

A shared-key encryption scheme that uses identically keyed
block-cipher calls, low additional overhead, supports the
encryption of arbitrary-length strings, produces a minimal-
length-ciphertext, and is fully parallelizable. In one embodi-
ment, “OCB”, a key shared between communicating parties
is mapped to a key variant using the block cipher. The key
variant is mapped into a sequence of basis offsets using
shifts and conditional xors. To encrypt a message using a
nonce, a nonce-dependent base offset is formed, and then a
sequence of offsets is constructed by starting with the base
offset and then xoring, for each offset, an appropriate basis
offset. The message is partitioned into message blocks of the
same length as the block length of the block cipher, along
with a message fragment that may be shorter. Each message
block is combined with a corresponding offset, enciphered,
and then combined again with the offset, yielding a cipher-
text block. The message fragment is xored with an appro-
priately computed pad to give a ciphertext fragment. A
checksum is formed using the message blocks, the message
fragment, and the pad. The checksum is combined with an
offset and enciphered to yield a tag. The encrypted message
includes the ciphertext blocks, the ciphertext fragment, and
the tag.

2 Claims, 12 Drawing Sheets
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