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Abstract

Thelnternetcan be mademore secue and efficientwith effectiveanomalydetection.n this paper, we describea
visual methodfor anomalydetectionusingarchived Border Gatevay Protocol (BGP)data. A specialencodingof
IP addressedbuilt into an interactivevisualinterfacedesignallowsa userto quickly detectOrigin ASchangesby
browsingthrough2D visualrepresentationof selectechspectof the BGPdata.\We demongratethatead visually
spottedanomalyagreeswith actualanomdy onrecou. It is clear that this visual approac canplay a majorrole

in an anomaly detectionsystem.

1. Intr oduction

Thelnternethasbecone indispersableto the functioningof
individuals and organizationsjncluding government,busi-
nessesschoolsandevenemepgeng servicesHowever, the
very natureof the Internet,which relieson interconnected-
nessandautonomymales it proneto unintentionaimachine
or humanerrors as well as malicious attacks.lt is there-
fore of utmostimportanceto learn about and undestand
theseharmful events.Monitoring the Internetto recognize
anomalyallows usto gainvaluableunderstading aboutthe
Internetso that we cantake appropiate actionin a timely
manner

In compuer network security anomalydetectionis the
processof searchingfor behaior deviating from normal
network use.Most existing anomdy detectionmethodsare
basedon statisticalanalysis whereusernormalprofilesare
expressedas setsof statisticalmeasure$ 1112, Thatis, a
setof “normal” datais first analyzedto derive representa-
tive characteristicef normaluse,which arethencompared
againstthe characteristic®f unknown datato discloseab-
normalbehaiors. This comparatie analysiformsthebasis
of anomalydetection.

In this paper we describea visual-basedpproachto the
anomalydetectionproblem.Our approachdoesnot needa
“normal” datasetand mainly relies on the superiorvisual
processingcapability of the humanbrain to detectpatterns
and draw inference.Starting with no prior knowledge of
what shapeor form the anomaliestake, we use visualiza-

submittedto Joint EUROGRAPHICS- IEEE TCVG Symposiunon Visualization(2002

tion asthekey tool for discoveringtheintrinsic propertiesof
normalandabnamal data.

We have developda a visual representatioralong with a
setof interactiontechniqus for the userto visually browse
through archived Border Gatavay Protocol (BGP) 13 data
to quickly detectanomalyin Origin AS changes’. These
changescan indicate either configurationerrors or inten-
tional attacksof the Internet.

Section2 introducesBGP, Origin AS changs,andtheir
implicationsto Internetsecurity Section3 describesn de-
tail the visual-basednorraly detectionmethod.Finally, we
reportour findings and the lessondearnedfrom the visual
analysisof archved BGP dataover 480days.

2. BGP Data and Origin AS Changes

TheInternetis a network of networks. Eachnetwork within

the Internetis identifiedby its IP addresgrefix. For exam-
ple, the University of California’s (UC) Davis campusnet-
work s identifiedas128.1200.0/16 whichmeansevery host
in the UC Davis campts network sharesthe samefirst 16
bits. One or more networks within a single administratve
domainis referredto asan Autononous System,or AS for

short.EachAS is assignedh uniqueAS number For exam-
ple, the AS numberfor the UC Davis campts network is

6192.Informally, we could sayAS 6192 owns the IP prefix
128.120.0.0/6.

EachAS connetswith oneor moreotherASes.Between
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two ASes,inter-AS routing protocolsare usedto excharge

network reachabilityinformation so that eventually routers
know how to forward datapacletsto the correctdestination.
Border Gatevay Protocol(BGP) 13 is the currentstandard
inter-AS routing protocd. BGP routersexcharge the net-

work reachabilityinformationin the format of BGP routes.
A BGProutelists a particularlP prefix (destinationandthe

pathof ASesusedto reachthatprefix. ThelastAS in anAS

pathis referredasthe Origin AS of thatprefix. For example,
theBGProute“128.120.0.0/16{6079,1423,612)" means
that the IP prefix 128.12.0.0/16could be reachedby first

goingto AS 6079 thento AS 11423 andfinally to AS 6192

AS 6192is the Origin AS of the IP prefix 128.1200.0/16.

Apparently the Origin AS shouldbe the owner of the IP
prefix. Thus,the Origin AS for a particularprefix shouldre-
main sameall thetime unlessthe ownershipchangs.How-
ever, dueto somefaultslik e routermisconfigurdion or inten-
tional attackswe mayobsene abnormalOrigin AS changes
throughthe BGProutingtable,which containsall therecent
BGP routes.For examge, AS 6192 originatesthe IP prefix
128.1200.0/16all thetime, except,on oneday, we obsered
thatadifferentAS startedo originatethe samelP prefixtoo.
We could askif it is dueto valid network operationor due
to an attack.In the latter case the routing systemcould be
adwerselyaffectedanddatapaclets couldbedeliveredto the
wrongplace.

We obtainedhearchiveddaily BGProutingdataover 480
daysfromtheOregonRouteViewssener 1. Thenwe collect
all thechangedo the Origin AS of an|P prefix. We believe
thatexaminingtheseOrigin AS changsexposes routerer-
rorsandattacks.

3. A Visual-BasedApproach

Traditionalstatisticalanomdy detectionrmethod searchfor

patternsby using primarily automaticmechaisms.In con-
trast,a visual anomalydetectionmethodis basedon inter-

active dataexploration. Goldsteinet al. ¢ describedataex-

plorationasaniterative andinteractve processnitiatedand
directedby people.Previous efforts in visual techniquesto
aid datamining 7 include 4, °® andamethodbasedon clus-
tering 1. Girardin 5 usesself-oiganizingmapsto to help
analyzenetwork activity. Atkison et al. 3 proposedetecting
network intrusion by running datathrouch an information
retrieval systemandvisualizingtheresult.

There are three goals of our visualizationsystem.The
mostimportantoneis for theuserto be ableto quickly iden-
tify anomdy in thedata.However, it is notenoughmerelyto
discover that an anomalyhasoccurred Therefore two ad-
ditional goalsareto enablethe userto quickly undestand
the natureof the anomalyand to identify its source.This
is so that the usercan know whereto focus further inves-
tigation and take correctve action. With appropiate visual
metaphorsthesetwo additional goals can be more easily

achieved than with automatic,non-visuéd techniqtes. This
key adwantag of dataexplorationover datamining is men-
tionedin 6.

Ahlberg andShneidermasd promotesvisual-basedneth-
odsasa viable apprachto information-seking dueto the
ability of humarstorecogrize featuresn visualdisplaysand
recallrelatedimagesto identify anomaliesGirardin® states
that humanperceptioncan notice even featureswhich are
notexpeded. Thisis especiallyimportantwhentheuserhas
no ideain adwanceabou the characteristicof normaland
abnormabehaior.

Lee 10 statesthat a shortconing of statisticalanomdy
detectionmethodsis that normal behaior changs over
time, andthe detectionsystemhasdifficulty adaping to the
changeln the visual method,the humanuseris moreable
to recognizegradual,normal chargesin behaior, and dis-
tinguishthatfrom genuineanomalies.

In traditional statisticalmethods it is a challengeto set
threshold values such that false positives are minimized
while not missingtrue positives. With the visual appro&h,
we relegatethe responsibilityof makingfuzzy judgmen of
whatis normal/abiermalto theuser®. Furthermoretheuser
canjudgewhethera detectecanomalyis importantor is just
an isolatedcase whereasan automaticmethodwould just
raiseflagsbasedon arigid setof criteria.

3.1. An interactive visualization process

Anomaly detectionby visual dataexploration consistsof 3
steps.

1. dataarecollectedandfiltered.
2. dataaremappedo appropiatevisual properties.
3. theuserinteractswith the data,possiblygoing backto 2.

The visual anomalydetectionmethodis an iterative pro-
cess.The anomalydetectionmethodhasto be performed
with differentparametersn orderto achieve successinter-
active visualizationprovidesanefficient meansof trying out
differentcombinatiors of variablesto watch,aswell asdif-
ferentmapping from datato visual propertiesWith interac-
tive visualization the humanusercanvery easilyguidethe
iterative processn the mostpromisingdirection.

It is crucial to provide the userwith thetoolsto interac-
tively changeparametersfocus on certaindetails,and ani-
matethedataovertime. Interactvity allows consecutie im-
ageframesto give the usera coherentmentalpicture. Our
designof the userinterfaceadhereso two main principles
givenin 15;

1. rapid,incrementabndreversibleactions,and
2. immediateandcontinuots displayof results.

Theseguidelinesfacilitateintelligent and productve hu-
maninteractionfor anomalydetection.In orderto achieve
interactve displayratesdespitethelarge sizeof thedata,we
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needto useefficient datastructuresWe alsohave to provide
themeandor viewing at differentlevels of detail.

4. Visualizing Origin AS Changes

In this section,we describein detail the designof our vi-
sual anomdy detectionsystemfor analyzing Origin AS
changs. An Origin AS Changds anentryin theform (Pre-
fix, ASDate Type. Prefix s the IP prefix whoseOrigin AS
haschangd. AS is a list of the associatedAS(es) of the
changeDateis thedateon which thechargeoccurred Type
is thetypeof thechange.

4.1. Typesof Origin AS changes

Origin AS changeareclassifiednto 4 maintypesandthen
furtherclassifiednto 8 typesin total. The4 maintypesare:

1. B-type:An AS annowncesa morespecificprefix out of a
largerblockit alreadyowns

2. H-type:An AS announcesa morespecificprefix outof a
largerblock belongingto anotherAS

3. C-type:An AS annourtesa prefix previously owned by
anothe AS

4. O-type:An AS annaincesa prefix previously not owned
(andthereforeownedby ICANN by default)

A Multiple Origin AS (MOAS) conflictoccurswhenit ap-
pearsasthoughan IP prefix originatesfrom morethanone
AS. MOAS conflicts could be a symptomof a fault or an
attackl’. The C-type and O-type changs are further clas-
sified by whetherthey involve Single Origin AS (SCAS) or
MOAS:

. CSM: C-typechange&rom SQAS to MOAS

. CSS:C-typechangdrom SOQAS to SQAS

. CMS: C-typechanggrom MOAS to MOAS
. CMM: C-typechangegrom MOAS to MOAS
. 0S:O-typechangénvolving SOAS

. OM: O-typechargeinvolving MOAS

OO WNBE

The 8 typesarethusthesesix andthe B-type andH-type
changs.

4.2. Mapping IP prefixes

EachlP prefixmapsto onepixel onasquareThemappings
donein atraditionalquad-treemanner Figure1 shaws this
mapping In a quad-treea squareis repeatedlysubdvided
into 4 equalsquaresln mappinga 32-bit prefixto a square,
we usestartwith the first two most significantbits of the
addresgo placethelP addressn oneof the4 squaresn the
secondevel of the quad-treeWe thenusethe next two most
significantbits to placethe IP prefixin theappropiatethird
level squarewithin this square We do this repeatedlyuntil
we canplacethe prefixin a squarethe sizeof asinglepixel.
The prefix is mappel to thatpixel.

Dueto thelimitationsof a computerscreerspacewe use
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Figure 1: Quadteecodingof IP prefixes,showtop few lev-
elsof thetreg andthe mostsignificantbits of the IP prefixes
representedy eat sub-tee(sub-squae).

a 512 X 512 pixel squareto representhe entire 32-bit IP
prefix spaceWith only 512 X 512 pixels, mary IP prefixes
mapto the samepixel. Despitethat,a 512 X 512 squareis
sufiicientin spreadingoutthe IP addressem our data.With
anadditionallevel of zoominginto a portion of the data,we
canview individual IP prefixes.Figure2 shavs additional
windows zoominginto the mainwindow shaving the entire
IP prefix spaceln the mainwindow, a pixel is coloredyel-
low if anOrigin AS Changeoccurredonthecurrentday, and
coloredbrown if achargeoccurredonapreviousday In the
detail windows, a coloredsquareis shavn for eachOrigin
AS changeThe positionis determineddy the IP prefix, the
size by the mask,and the hue by the type of the change.
Eachof the 8 differentpossibletypesof Origin AS chang
is mappedo oneunique hue.Thebrightnessof eachsquare
dependson the day the changeoccurred,with the current
day’s databeingthe brightest.This exampleshaws the data
over a 416-daywindow from Januaryl, 2000till February
19, 2001.To shav only oneday’s data,the usercansetthe
window to oneday.

This is a sensiblemappingfrom IP prefixto screerspace
becauselP prefixes sharing similar more significant bits
would bein closeproximity onthe screenln thedetailwin-
dows, eachlP prefixis shavn asasquareor arectangleThe
sizeof therectangleindicatesthe sizeof the block of IP ad-
dressesprefixeswith a smallermaskget mappedto larger
rectangles.
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Figure 2: Misualizationof datafor 416 daysup till Februay 19, 2001. Themainwindowshowsthe quadree mappingof the
entire spaceof 32-bit IP address.A pixel is colored yellowif an Origin ASChange occurred on the current day (February 19,
2001),and colored brown to greenif a change occurred on a previousday (January 1, 2000through February 18, 2001).In
thewindowsshowingdetail, a squae is usedto depictead change, with huedeterminedy the typeof thechangg, brightness
determinedoy how long ago the change occurred (presentday data shownthe brightest),and sizedeterminedby the maskof
the prefix. Thebadkground of the mainwindowis shadedaccording to the IP prefixthe pixel represetts. Thebrighter the pixel,

thelarger theIP prefixrepresented.

4.3. Relationship betweenprefix and AS

Next, therelationshipbetweera prefix andits associated\S

numbemeedso berepresentedlo achieve this, we drawv 4

lines surrourding the IP square An AS numbe is mapped
to a pixel on one of the 4 lines. We draw a line from anIP

addresgo anAS numterif thereis anOrigin AS changan-

volving that IP addressandthat AS numbe. This mapping
takesadwantageof the users acuteability to recognizeposi-
tion, orientationandlength.Figure3 shavs thevisualization
of thelP-ASrelationshipof Origin AS Change®f atypical

day Onceagain,the color of eachline is basedon the type
of changet represets.

Sincetherearemore AS numbersthanpixels, morethan

one AS numbermapsto a pixel. Again, we provide zoom-
ing featuresfor the userto differentiatebetweenAS num-
berswhich mapto the samepixel in the main display The
lines representingchangesfor the AS in focus is shavn
with brighterandmore saturatedcolorsthanothercharges.
This effectively highlights the AS, fadingthe otherchangs
into the backgound. This is shavn in Figure4, wherethe
pink (OS-type)inesemanatingrom oneAS arehighlighted
amongthousand®f lines.

4.4. Animation and other features

For the time dimension,we shav one day’s dataat a time,
andallow the userto animatethe visualization,eachframe
shaving consective day’s data.With this “movie” display
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Figure 3: Data on a typical day (Septembe24, 2000. For
ead chang, a line is drawn betweerthe IP prefix and the
ASinvolved.Ead line is colored accoding to the type of
the change. On this day, there are manyH-type (blue) and
B-type(green)changesoriginating froma singleASto a few
blocksof IP addresses.

the usercandetecttemporalpatternsTo assistour memory
of patterndrom previousdays,we allow a userdefinedwin-

dow of acertainnumberof daysprior to thecurrentlyshavn

date.Datafrom theseprevious daysaredisplayed but with

darler, lesssaturateccolors, so that the currentday’s data
standsout.

For the convenienceof the user we also provide textual
display of the IP addresor AS numberrepreseted by the
pixel clicked by the user Otherfeaturesor corveniencein-
cludeasliderbarto tell the dateof the currentdatashawn,
andalsoto allow the userto choosethe dateto showv. With
thetime line is a simpleplot of thetotal numberof changes
of eachtypeon eachday Theplotisin thelowerleft of Fig-
ure2. Thecurrentdateis alsodisplayedn text. Theusercan
alsochangethe dateshavn by typing thedesireddate.

By choosng parameterdike whatIP prefixesto zoomin
on,which AS numbesto focuson, which type of changsto
view etc.,theusercanview vastlydifferentinformation.De-
pendingon the combinationof chosenparametersthe user
canseethe overall patternof the data,or the usercanfocus
attentionon very specificpartsof the data.Differentchoices
would revealdifferentanomaliesandinformation.

Figure2 shawvs the Origin AS Changesccumiatedover
416 days(from Januay 1, 2000to Februaryl19, 2001). We
obsere that the Changesoccurredin localized areas.An
areaon the squarecorrespods to a block of IP addresses
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sharingthe sameprefix. It is alsoobseredthatdifferentar
eashave differentcharacteristicsFor examgde, Changeon
thelowerright (128.0.0.0/8tendoccu in largerblocks(16-
bit masks)

4.5. Anomaliesdetected

To validate the visualizationapproat for anomalydetec-
tion, we hada coupleBGP expertsuseour tool to detectpo-
tential problems(faults and attacks)since Januaryl, 2000.
Both of them agreethat our visualizationtool provides a
muchimproved interfacethanthe tool they wereusingpre-
viously, andis helpfulin dehuggng the network.

We classify the detectedanomaliesinto three different
catagoriesmeasureintensity (the numberof MOAS con-
flicts we obsered,regardlesof MOAS types),AS anomdy
(unusualbehaior per AS), andanimationcorrelation(spe-
cial correlationrelationsacrosshetime domair).

4.5.1. Measure Intensity

Normally, the amourt of MOAS conflictsin the Internetis
limited. When someseriousfaults/problemshappeied, the
numberof dots(in the 3D figure)or coloredlines(in the AS
view) would increasesignificantly While it is possiblethat
somelSPshadsomedramaticnetwork topology(or configu-
ration)changesn onesingleday; it is very valuableto mon-
itor the healthof the network throughthis measure.

For instance, on September 18, 2001, while the
Nimda/CodeRed-Iworms are spreadaroundthe Internet,
we can clearly obsene a suige on the intensity measure
for MOAS conflicts. Furthermore,since the attack was
widespreadaroundthe whole Internet,we canobsene that
mary ASessimultaneoushhave contributedthe problems.

Onanothelinstancepn Junel4,2000,mary MOAS con-
flicts appearin the picture. After careful analysis,40% of
the CMS conflictsarecausedby AS 1591 and 35% for the
prefixes204.208.xx.

4.5.2. AS Anomaly

Onevery usefulfeatureof our visualizationtool is the ca-
pability to identify a smallnumberof problematicASesbe-
causemostof thepracticaBGPproblemgodayonly involve
oneor two ASes.

In Figure 4, the entire squareis coveredwith blue lines
(H-type changs). In addition, some pink lines (OS-type
changeskemanatingfrom a single AS are very noticeable.
This is in contrastwith the more commonobsenation of a
H-type changesinvolving close IP addressesnd a single
AS, for examplein Figure 3. From the picture, we easily
discoverthisanomady sinceit is highly unusial thatsomary
H-type changsoccurredon onedayinvolving somary dif-
ferentASes.It turnsout that AS 7777 misconfiguredtheir
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routersannaincingmary prefixes,includingmary with 32-
bit maskswhichis not suppsedto hapgen.In Figure4, H-

typelinesareonly drawvn from the P prefix to their previous
Origin ASesand not to their nav Origin AS, which is AS

7777 However, OS-typelinesaredrann to their new Origin

AS, whichis AS 7777 ,sincetheir previous Origin AS is null

(seeSectiord.1). This exampleshaws thatalthoudh the pic-
turemayhave mary linescrossingandobscuringeachother
anomalycanstill be detectedTo overcometheclutterto get
specificinformationregardinganindividual or agroupof IP
prefixesandASes theusercanselectthoseprefixesor ASes
to focus on, as mentionedin Sections4.2 and 4.3. Other
waysto avoid visual clutterarediscussedn Sectiord.6.

In Figure5, yet anotter exampleappearon Januay 20,
2001, wherewe obsered, throughthe tool, that AS-8708
falsely(mostlikely misconfiguratiopannownced29/32 pre-
fixes.While, onthesameday, AS-6463injected41 CSScon-
flicts againstAS-15290.The later might be normalthough
becauseAS-6463belongsto AT&T CanadaTelecomSer
vices,while AS-15290belongso AT&T CanaddES.But, it
is interestinghatour tool shavs a potentialtopologychange
within the sameserviceprovider.

4.5.3. Animation Corr elation

The mostinterestingaspectof our tool is to discover “cor-
relation” relationsvia the animationof the BGP datasets.
Figure6 shavs alargenumkber of changs dueto AS 15412
erroneosly annaincing prefixesbelondgng to mary differ-
ent ASeson April 18, 2001 The next day, changeswere
madeto correctthe error, shavn by Figure7. Although Fig-
ures6 and 7 look disorderly an identical patternis easily
obsered becausehe changsinvolved the exact samepre-
fixesand ASes,onceagaindemonstratinghe effectiveness
of humanpatternrecognition.In fact, this stormof on and
off CSM and CMS problemshave occurredsince April 6,
2001.Theanimationhelpsthe systemadministratorgo dis-
cover notonly aproblemhasoccurredout alsohow onetype
of MOAS conflict affectsanothertype.

Other anomaliesobsered include private AS number
leakageon Septembed 8, 2000,and mary dayswith high
type-Oactiity. We have notfound explanationsfor mary of
theseobservationsWith moreinvestigationandfurther ex-
plorationwith the visualizationtool, we will be ableto find
outwhy thesechangesoccurred.

4.6. Alter native representation

Anotherway to overcomevisual clutteris presentedn Fig-
ure 8. It shavs an alternatve representatiorf the datafor
August 14, 2000, (original representationin Figure4). In
this representationeachOrigin AS chang is mappedto a
point on a horizortal planein the samequadtree manner
we describedTheverticalpositionof the horizontalplaneis
basednits associatedS number Eachchanges shavn as

Figure4: Dataon Augustl4,200Q Ananomalyis observed
despitevisual clutter Many B-type changes involving dif-

ferent ASesand IP prefixesoccurred. SomeOS-type(pink)

changesare highlighted. TheseOS-typechanges all involve
AS 7777 and far-apart IP prefixes. This also indicatesa

fault.

acubein the position.The cubeis coloredaccordingto the
type of change asbhefore.Onceagain,anomalyis revealed
becausenary differentASesareinvolved. In this mapping,
thereareno lines crossingsHowever, from our experience,
the original 2D representatiois still betterat shaving cer
tainfeaturesfor examplethesameAS originatingmary far
apartlP prefixes.Theusercannavigatethroughthis 3D rep-
resentatiorby operationssuch as rotation, translationand
zoom/pan.

Projecting the cubes onto two perpendcular vertical
planesgives us yet anotheralternatie visual representa-
tion of the data. The projectedimagesof eachday’s data
canreveal patternsof anomaly In Figure 8, the cubesare
projectedto grayscalevaluesonto two planesin the back-
ground.Figure9 shaws theresultof projectingthe cubesin
Figure 8 onto squarescoloredby chang type. The Figure
shaws only the projectedimagesand not the cubesthem-
selves.Theanomalos patternof regularly-spacegbink (OS-
type)squaress especiallyobvious.

5. Conclusionsand futur e work

We have demorstratedheprinciplesandeffectivenesof us-

ing visualizationasatool for anomalydetectionandfor re-

vealingthe sourceandnatureof the detectechnomdies. We

believe that visual-basedapproat will be widely adopted,
improving the securityandefficiency of theInternet.
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Figure 5: OS-typechanges on January 20,2001 Many in-
volveAS8708and IP prefixes with 32-bitmasks.

Figure 6: CSM-typechangeson April 18,2001.

Onelimitation of thecurrentappro&his thatit is noteasy
for the userto quickly find out which ASescausefrequert
changsovernon-agacentdays.lt is alsonoteasyto quickly
noticewhich AS-IP pairsoccurfrequerily, or occurin a pe-
riodic manne. More data preprocessingncorporatingsta-
tistical methodscould help identify thesepheromenaand
highlight theseASes,IP prefixesor AS-IP pairsto draw the
users attentionduringinteractve visualization.
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Figure 7: CMS-typechanges on April 19, 2001. Pattern
identicalto CSM-typechanges on the previousday (seeFig-
ure 6).
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