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Abstract—In urban transportation, scheduling algorithms in
traffic signal control (TSC) are important for achieving high
throughput and low latency traffic flow, lowering accidents, and
reducing emissions. As new scheduling algorithms are being
developed particularly to leverage and accommodate connected
and autonomous vehicles, there is increased potential for cyber-
attacks on TSC that can undermine the benefits of new algo-
rithms. Attackers can learn the behavior of scheduling algorithms
and launch attacks to get scheduling priority and/or to create
traffic panic and congestion. These attacks can compromise the
system and significantly increase traffic delay and make TSC
completely ineffective. In this paper, we compare the performance
of different backpressure-based scheduling algorithms when they
are under attack. We consider four different backpressure-based
schemes, namely, delay-based, queue-based, sum-of-delay-based,
and hybrid scheme that combines delay-based and queue-based
schemes. We consider time spoofing attacks where individual
vehicles arriving at an intersection can alter their arrival times.
Through detailed simulation analysis we show that while the
delay-based scheme has better fairness performance, it is more
vulnerable to time spoofing attacks than the other schemes. We
explore drawbacks of the delay-based scheme under different
scenarios including non-homogeneous arrivals both for isolated
intersection as well as multiple intersections. This study throws
light on how to prevent time spoofing attacks on next generation
TSC.

Index Terms—Traffic signal control, Backpressure-based
Scheduling, Time spoofing attacks, Delay distribution, Fairness,
Simulation analysis

I. INTRODUCTION

With the ever-increasing number of vehicles, the trans-
portation system faces challenges such as traffic congestion,
traffic accidents, and high energy consumption and the related
emissions. In order to deal with these critical issues in the
transportation systems, a significant body of research in the
recent decades has investigated scheduling algorithms for
traffic signal control (TSC) [1] [2]. According to data reported
in [3], an urban road network equipped with advanced TSC
system is capable of not only reducing average travel time
of vehicles by 11.4% but also decrease traffic collisions by
6.7%, traffic delay by 24.9%, parking by 27%, while at the
same time lower energy consumption. The data revealed the
impacts of TSC on our future urban planning.

With connected and autonomous vehicles (CAV), the trans-
portation system can be viewed as a cyber-physical system
(CPS) [4] that is able to combine several multi-disciplinary
technologies from computation, communication, and control
to optimize the transportation system. In such a transportation-
based CPS, CAV, and vehicular networks [5] are seamlessly
integrated with roadside units and devices like cameras with
the TSC. In the foreseeable future, pedestrians, bicyclists,
vehicles, and traffic signals, can communicate using Vehicle
to Vehicle (V2V), and Vehicle to Infrastructure (V2I) commu-
nication. New scheduling algorithms can be implemented in
the transportation-based CPS to effectively improve the traffic
throughput and delay characteristics. Towards this end, in this
paper we consider backpressure-based scheduling algorithms
in the TSC.

However, cyber-attacks are potential threats to new schedul-
ing algorithms. In particular, an attack to the system can be
launched by sending fake data on the trajectory or arrival
time of a vehicle. We show that scheduling algorithms are
quite vulnerable to falsified data because the TSC may not
be able to efficiently avoid malicious information or easily
filter out falsified data. Some researchers have already ana-
lyzed the impacts of such time spoofing attacks. In [6] and
[7], they conducted the first security analysis on connected
vehicle based transportation systems and provided possible
attack strategies which could cause serious damage to a TSC.
According to their study, they found that the total delay would
increase 68% by only one attack. A number of different attacks
that could significantly reduce the effectiveness of the TSC is
summarized in [8], [9], and [10].

In this paper, we study the performance of scheduling
schemes when they are under time spoofing attacks. We im-
plement four different scheduling schemes based on the Back-
pressure algorithm in the TSC. These are delay-based scheme,
queue-based scheme, hybrid scheme that combines delay-
based and queue-based, and sum-of-delay-based scheme. The
detailed discussion of the first three schemes can be found
in [11] which compared the performance of these schemes
under different traffic arrival rates. The study also explored
the properties of delay-based scheme which can outperform
queue-based scheme and provide a better fairness while facing
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the last vehicle problem. The idea of the last vehicle problem
is borrowed from the last packet problem [12], which means
that vehicles at a lane whose queue length is comparatively
smaller than other lanes could not be served for a long period
because the queue-based scheme offers a priority to the lane
with larger queue length. We define an attack model in Section
III to compromise these schemes. By analyzing the impact of
the time spoofing attacks, we hope to discover ways to protect
the TSC from cyber-attacks. The main contributions of this
paper are summarized below:
• Through a detailed simulation analysis, we have analyzed

the impact of time spoofing attacks on four different
backpressure-based scheduling schemes. The analysis is
based both on a single intersection as well as multiple-
intersections under homogeneous and heterogeneous ar-
rivals.

• We show that while delay-based backpressure scheme
has good performance properties compared to queue-
based scheme, it is more vulnerable to time spoofing
attacks than queue-based scheme. A hybrid scheme that
combines queue-based and delay-based schemes can be
used to switch to queue-based scheduling when the attack
is detected.

• We show that for a network of intersections, the knowl-
edge of the heterogeneity in the arrivals can be exploited
to magnify the impact of the time spoofing attack in the
case of delay-based scheduling scheme.

The rest of this paper is organized as follows. In Sec-
tion II, we introduce our TSC model for isolated intersection
and multiple intersections. We also describe four different
backpressure-based scheduling schemes. In Section III, we
discuss the threat model. In Section IV, we discuss the results
of the impact of the time spoofing attack in terms of the
delay distribution and the fairness index for the four different
scheduling schemes. Finally, we conclude and discuss future
work in Section V.

II. BACKGROUND

A. Backpressure

The backpressure routing algorithm was originally devel-
oped to optimize the throughput of a queuing network over
a multi-hop radio network with random arrival rates [13]. In
their work, they characterized a stability region that defines the
region of arrival rate and service rates within which feasible
policies exists such that the network is stable. They also found
an optimal policy that achieves maximum throughput. The
original work on backpressure control has been extended in
the domain of wireless communication networks [12], [14],
[15], and [16].

The concept of the backpressure was first applied to traffic
signal control in [17]. They summarized some important defi-
nitions for network stability to aid in the modeling of the traffic
network. In their algorithm, they considered the difference in
the queue length between any two adjacent nodes in each
time slot and then determined a feasible schedule by giving

priority to the phase with the maximum difference. In this
algorithm, at each intersection in each time slot, the decision
regarding which phase of the traffic movement is scheduled
is independently determined based on the queue length. The
results show that the algorithm can achieve maximum network
throughput and global optimality without any prior knowledge
about arrival rates.

However, in practice, there exists a weakness for an algo-
rithm that only takes queue length information into account. In
[12] they addressed that the queue-based scheme suffers from
larger delay when encountering the last packet problem in
wireless networks. They proved that there is a linear relation-
ship between queue lengths and delays in the fluid limit model.
That is, for each link-flow-pair (s, k), qs,k(t) = λsws,k(t),
they showed that the queue length grows when the delay
becomes longer. This implies that the delay-based backpres-
sure scheme is quite similar to the queue-based backpressure
scheme. However, the delay-based scheme outperforms the
queue-based scheme for the last packet problem.

Based on their work, we applied the delay-based backpres-
sure traffic signal control scheme at an isolated intersection
in [11] for solving the last vehicle problem. Besides, we
further proposed a hybrid scheme that considers both queue
and delay information and acquires the advantages of both
the schemes. It can switch between the two methods using
a tuning parameter. Depending on different traffic situations,
the parameter determines whether the scheme behaves closer
to the queue-based scheme or the delay-based scheme. We
introduce other type of schemes in detail in Section II-C.

B. System Model

We assume an anonymous authentication scheme to deliver
messages to the TSC system because we want to concentrate
on misbehaviors for personal benefits in this paper. Our
TSC system is a centralized scheduling system that receives
messages from arriving vehicles and is equipped with four
different scheduling schemes for optimizing decisions. Except
for this central server, there are no other apparatuses for
detecting the number and arrival times of vehicles. As shown
in Fig. 1, vehicles will send a message to indicate their arrivals
when they approach an intersection. Therefore, the system is
fully aware of the number of vehicles by counting the number
of messages and the arrival time of each individual vehicle in
each lane. The system will consider the number of vehicles as
the queue length and arrival time of the head vehicle as the
Head-Of-Line (HOL). Our experiments analyze the impact of
the time spoofing attack, which attackers (red vehicles) will
send falsified arrival data to the system in order to disable the
scheduling ability of the system. Other types of attacks such
as DoS, Masquerade, GPS spoofing attack are not considered
in this paper.

In our experiments, we model our TSC system at both an
isolated intersection and multiple connected intersections by a
queuing network with vertices and edges. Let G = (V,E)
be a directed graph where V indicates a set of vertices
corresponding to different lanes and E denotes a set of edges
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Fig. 1: The illustration of waiting vehicles and approaching
vehicles at an isolated intersection.

corresponding to traffic movements between any connected
lanes. Fig. 2 shows an example of 4 phases at an isolated
intersection. In our simulations, we assume that each vehicle
has a fixed routing path and this routing information is known
beforehand.

Let Ai(t) be the number of vehicles that arrives to the
network in lane i at time slot t. It can be formulated as follows:

lim
t→∞

1

t

t−1∑
τ=0

E(Ai(τ)) = λi (1)

where λi is an average arrival rate in lane i. Let ~λ =
{λ1, λ2, . . . , λ|V |} be an arrival rate vector of the network. Let
Qi,j(t) be the number of vehicles in lane i at the beginning
of time slot t and will transfer to lane j. Here, we also use
Qi,j to represent queue itself and ~Q(t) , [Qi,j(t), (i, j) ∈ E]
is the queue length vector at time slot t. Let Fi,j(t) be the
number of vehicles arriving in lane i for lane j until time slot
t ≥ 0, and F̂i,j be the number of vehicles served at Qi,j until
time slot t ≥ 0. Based on the above, the queue length is given
by:

Qi,j(t) = Fi,j(t)− F̂i,j (2)

Let Ti,j,k(t) represent the sojourn time of k-th vehicle of
Qi,j in the network at time slot t where this time is measured
from the time when this vehicle arrives in the network. Let
Wi,j(t) be the sojourn time of the HOL vehicle of Qi,j in
the network at time slot t. Therefore, Wi,j(t) , Ti,j,1(t) and
if Qi,j(t) = 0, it implies Wi,j(t) = 0. Likewise, ~W (t) ,
[Wi,j , (i, j) ∈ E] indicates the HOL sojourn time vector at
time slot t.

Ui,j , t−Wi,j(t) (3)

We define Ui,j to be the time when the first vehicle (HOL)
of Qi,j arrives in the network. A feasible schedule is a set of
movements that can be scheduled concurrently. This is denoted
as ~p ∈ {0, 1}|E|. Let SP be a set of all feasible schedules, e.g.,
vehicles are allowed passing from lane i to lane j at time slot t
if pi,j(t) = 1. Otherwise, vehicles cannot move from lane i to
lane j if pi,j(t) = 0. We use µi,j(~p) to represent a transmission
rate that vehicles move from lane i to lane j under a feasible
schedule ~p. We summarize all notations in Table I.

Fig. 2: The 4 phases for each intersection in our simulation.

TABLE I: Summary of Notations

Symbol Description
V set of vertices (different lanes)
E set of edges (traffic movements between any two lanes)
~p a schedule (movements that can be scheduled concurrently)
SP a set of feasible schedules
µi,j(~p) transmission rate that vehicles move from lane i to lane j

under a feasible schedule ~p
Ai(t) number of vehicles arriving to the network for lane i at

time slot t
λi average arrival rate for lane i
Qi,j(t) queue length of Qi,j at time slot t
Fi,j number of vehicles arriving in lane i for lane j until time slot t
F̂i,j number of vehicles served at Qi,j until time slot t
Ti,j,k the sojourn time of the k-th vehicle of Qi,j in the

network at time slot t
Wi,j(t) sojourn time of the HOL vehicle of Qi,j in the network at

time slot t
Ui,j time when the HOL vehicle of Qi,j arriving in the network

C. Scheduling Schemes for Traffic Signal Control

In this section, we introduce four different scheduling
schemes based on the Backpressure [12] and [11]. They are
queue-based, delay-based, hybrid, and sum-of-delay-based
scheduling schemes. Each of them determines an optimal
phase at every time slot t by giving the priority to the lanes
with the maximum pressure according to the factors they
take into account, e.g., queue lengths, or delays. Therefore,
they are able to schedule feasible movements to achieve
maximum throughput. We describe the scheduling policies in
the following subsections.

a) Queue-based Backpressure Scheduling Scheme: The
formula of queue-based scheduling scheme that selects an
optimal phase in each time slot t is given as follows:

~p∗(t) ∈ argmax
~p∈SP

∑
Pi,j=1

γi,j ·Qi,j(t) · µi,j(~p) (4)

This formula calculates the sum of queue length multiplied by
two weighted values γi,j and µi,j(~p). For vehicles from lane
i to lane j, (i, j) ∈ E , γi,j is a positive constant that can put
different emphases on movements. The other factor µi,j(~p)
denotes a traffic flow of vehicles that can be transferred
through the connected edge when phase ~p is activated. Then,
finally, this scheme will return a phase that maximizes the
total pressure released.

b) Delay-based Backpressure Scheduling Scheme: The
formula of delay-based scheduling scheme that selects an
optimal phase in each time slot t is given as follows:
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~p∗(t) ∈ argmax
~p∈SP

∑
Pi,j=1

γi,j ·Wi,j(t) · µi,j(~p) (5)

This formula calculates the sum of HOL vehicle sojourn
time multiplied by two weighted values γi,j and µi,j(~p). As
before, for vehicles from lane i to lane j, (i, j) ∈ E , γi,j is
a positive constant that can put more emphasis on certain
movements and µi,j(~p) denotes a traffic flow of vehicles that
can be transferred through the connected edge when phase ~p
is activated. The scheme will return a phase that maximizes
the total pressure released.

c) Hybrid Backpressure Scheduling Scheme: The for-
mula of hybrid scheduling scheme that selects an optimal
phase in each time slot t is given as follows:

~p∗(t) ∈ argmax
~p∈SP

∑
Pi,j=1

γi,j ·[η(W )
i,j Wi,j(t)+η

(Q)
i,j Qi,j(t)]·µi,j(~p)

(6)
Based on both queue length and delay information, hybrid
scheduling scheme can behave flexibly between queue-based
and delay-based scheme by tuning two parameters, η(W )

i,j ,
η
(Q)
i,j ∈ [0, 1]. This design can be adjusted depending on the

relative importance between queue length and delay. There-
fore, the formula can calculate the sum of queue length and
HOL vehicle sojourn time. It is able to determine to get closer
to queue-based or delay-based scheme by using different η(W )

i,j

and η
(Q)
i,j . Additionally, it also uses two weighted values γi,j

and µi,j(~p). The definitions of these are the same as in the
delay-based and queue-based schemes.

For a simple instance, we let η(W )
i,j be larger compared

to η
(Q)
i,j when a traffic arrival rate from lane i to lane j is

low because we have to guarantee the fairness of the delay
performance. Similarly, we let η(Q)

i,j be larger when a traffic
arrival rate from lane i to lane j is high because the queue
length need to be limited.

d) Sum-of-delay-based Backpressure Scheduling Scheme:
Let W i,j(t) be the sum of the sojourn time of all vehicles
from lane i to lane j at time t where Ti,j,k(t) is the sojourn
time of the k-th vehicle of Qi,j at time t. Then, we have the
sum-of-delay as follows:

W i,j(t) =
n∑
k=1

Ti,j,k(t) (7)

Compared to the delay-based scheme, the sum-of-delay
scheme considers not only HOL sojourn time but all sojourn
times of vehicles from lane i to lane j, it determines an optimal
phase in each time slot t by all vehicles.

~p∗(t) ∈ argmax
~p∈SP

∑
Pi,j=1

γi,j ·W i,j(t) · µi,j(~p) (8)

This formula calculates the sum of all sojourn times of
vehicles multiplied by the same factors γi,j and µi,j(~p). As

for the other schemes, it will return a phase that maximizes
the total pressure released.

e) Scheduling Adaption for Multiple Intersection: The
old metrics of queue length and delay are no longer suitable
for requirements of multiple intersections. In order to capture
traffic flows and guarantee the linear relation between queue
lengths and delays at multiple intersections, according to [12]
and [18], we need to redesign our schemes by applying
new metrics introduced in [12] to further adapt to multiple
intersections. Thus, instead of utilizing the old metrics, we
apply the queue differential ∆Qu,i and the delay differential
∆Wu,i where u denotes the u-th intersection and i, j represent
different lanes. By applying these new metrics, scheduling
scheme will schedule for the one with the maximum differen-
tial pressure as defined below:

∆Qu,i , Qu,i(t)−Qu+1,j(t) (9)

∆Wu,i , Ŵu,i(t)− Ŵu+1,j(t) (10)

Ŵu,i ,Wu,i(t)−Wu−1,j(t) (11)

III. ATTACK MODEL

In order to model a realistic attack scenarios, we hypoth-
esize that there are multiple attackers arriving to an isolated
intersection containing 8 lanes with different arrival rates and
a multiple consecutive intersections with different arrival rates.
The number of attackers is randomly distributed in 8 traffic
lanes. Each driver could be a potential attacker who will
attempt to compromise our system by spoofing its arrival
time. They can either benefit from getting scheduled earlier
than other vehicles that arrived before or paralyze the entire
traffic to create chaos. In [6], they found that spoofing data
is an effective strategy which causes serious delays for the
TSC. Therefore, in this paper, we use the same definition of
’spoofing’ as in [6], i.e., instead of masquerading as another
vehicle by a fake ID, the attacker sends fake data such as
arrival time. Based on this scenario, we define parameters
for modeling a behavior of each attacker. Furthermore, we
consider a complicated attacking strategy called a coordinated
attack in which multiple attackers will work together to cripple
the TSC.

A. Parameters

For evaluating the performance of each scheduling scheme
when it is under attack, we set two adjustable parameters,
attack ratio ρ and spoofing time σ where ρ indicates the rate
that attackers could appear at the intersection and σ denotes
the time (in second) that each attacker arrived at Tactual but
he could spoof to our system by sending a spoofed time given
by

Tspoofed = Tactual − σ (12)
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We let Φ be the total number of attackers such that

Φ = ρ
t∑

τ=0

Ai(τ) (13)

Fig. 3: The illustration of waiting vehicles and approaching
vehicles at multiple intersections.

IV. EXPERIMENTAL RESULTS

In this section, we discuss the results of the time spoofing
attacks on the isolated and multiple intersections. All simu-
lations for isolated intersection are based on above 4 phases
mentioned in Fig 2. For simulations of multiple intersections,
we only consider one row with four intersections containing
simpler phases consisting of horizontal and vertical directions,
e.g., Phase 1 and Phase 3 in Fig 2.

Based on [17] and our previous work [11], the traffic flow
during time slot t is Rm(1− e−

Q(t)+Ia(t)
Rm ) where Rm = µsTs

denotes the maximum value of the traffic flow, Q(t) represents
the queue length of this lane at the beginning of this time slot
t, and Ia(t) indicates the amount of the traffic flow reaching in
this lane during time slot t. For our simulations, the parameter
µs is 0.5 and Ts is 5s for every lane shown in Fig 2.

For evaluating the performance after attacks, we apply the
Jain’s fairness index [19] which is given by

f(~d = [d1, d2, . . . , dM ]) =
(
∑M
i=1 di)

2

M
∑M
i=1(di)2

(14)

where di indicates the delay of each vehicle i and M rep-
resents the total number of vehicles. The main idea of Jain
index is to compare the total delay to individual delay. Hence,
it divides the square of total delay by the sum of each square of
individual delay. As the denominator becomes smaller, which
means the delay of individual vehicle becomes lower as well,
the f will increase. The system achieves a better fairness if
Jain index is higher.

In the following paragraphs, we discuss the impact of the
attacking strategies in several situations such as different traffic
flows and multiple intersections. We organize figures for no
attack first, followed by figures for when under attack, and
then, figures for fairness. The entire simulation time is 10
hours and the time slot t is 5 second. By analyzing these
patterns, we compare the impact of different strategies.

A. Random attack at an isolated intersection with homoge-
neous arrival rates

We first consider the isolated intersection. The arrival
rates in 8 lanes at this intersection are homogeneous ar-
rival rates using Poisson process. We set parameters ~λ =

[1, 1, 1, 1, 1, 1, 1, 1]∗0.125 v/s/l (vehicles per second per lane)
and attack ratio ρ = 0.001 (one attacker per thousand vehi-
cles). Based on a long period simulation, there are thousands
of vehicles approaching, ρ = 0.001 is sufficient to create
traffic jams and compromise the system. For this case, we
assume that each attacker is able to spoof its arrival time once
in one lane at any time whenever it is approaching to this
lane. Consequently, during the entire simulation, we consider
a random attack pattern with the number of attackers in each
lane can be defined by the equation (13) and the spoofed time
is defined by equation (12) where σ is fixed to 500 seconds.
The performance results of four scheduling schemes without
attack and under attack are shown in Fig. 4.

Fig. 4a shows the delay performance of the four scheduling
schemes. We observe that they perform almost the same and
the delay-based scheme is slightly better than others because
it can solve the last vehicle problem effectively. Fig. 4b shows
the number of times each phase is selected by the four different
scheduling algorithms as given in equations (4), (5), (6), and
(8). The reason why the number of times each phase is
scheduled by the queue-based scheme becomes unbalanced is
because the queue length is based on the number of vehicles
in the lane which is an integer. Hence, under the same arrival
rate, the probability that queue lengths of different lanes are
the same is high. When encountering this problem, we do
not deal with balancing the four phases since optimizing the
performance is not our first priority in this paper.

However, after being attacked, in Fig. 4e, we note that
phases scheduled by the delay-based scheme vary much more
than phases scheduled without attack. The number of times
that the delay-based scheme schedules phase 2 is increased
from 1794 to 1838 and phase 4 is increased from 1799 to
1822, which means attackers indeed compromised our system
by spoofing their arrival times. When priority should be given
for other phases, e.g., phases 1 and 3 is now taken away by
the lane with attackers. By spoofing the system, attackers can
acquire more scheduling times from victimized lanes. As a
result, they can get scheduled quicker than other vehicles.
We call this phenomenon priority plundering. The delay
performance in Fig. 4d shows that the delay-based scheme
is vulnerable to time spoofing attacks.

In addition, the priority plundering is also observed for the
sum-of-delay-based and hybrid schemes. The variations are
not as much as the delay-based scheme because they not only
take the waiting time into account but also other factors. For
example, the sum-of-delay-based scheme considers all waiting
times of all vehicles and the hybrid scheme considers both the
delay and the queue length. As a result, only a few attackers
do not impact their performance. As a result, they can tolerate
higher attack rate than the delay-based scheme.

Jain’s fairness index shows the fairness without attack
and under attack in Fig. 4c and 4f, respectively, where α
represent the traffic load. For the delay-based scheme, after
being attacked, we can observe that the fairness drops more
than others. The fairness of sum-of-delay-based and hybrid
schemes do drop slightly, but the influence is not as large as
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for the delay-based scheme since the waiting time is just one
of factors they consider. We note that the queue-based is not
affected since it only takes the queue length into account and
not the waiting time.

B. Coordinated attack at an isolated intersection with asym-
metric arrival rates

Next, we study the case of asymmetric traffic arrival rates
in 8 lanes at an isolated intersection. Specifically, we consider
higher arrival rates in horizontal direction (lanes 3, 4, 7, 8) and
lower arrival rates in vertical direction (lanes 1, 2, 5, 6). The
parameters we use are ~λ = [0.2, 0.2, 1, 1, 0.2, 0.2, 1, 1] ∗ 0.125
v/s/l, the number of attackers is Φ = 5, and spoofing time is
500 seconds.

In this scenario, instead of using random attack pattern, we
investigate the impact of coordinated attack to our system. This
means the attackers could possibly work as a team, trying to
figure out weaknesses of the system. Under this assumption,
they could attack together from the specific lanes. Hence, we
first fix the number of attackers in lanes with lower arrival
rates and limit attacks to only appear in these lanes. Then, we
fix the number of attackers in lanes with higher arrival rates
and limit attacks to only appear in the corresponding lanes. We
compare the attacks from these two directions to see whether
attackers can benefit from such attacking strategies.

Before discussing the results for the different attack strate-
gies, we first look at Fig. 5a and 5d that show the performance
of each scheduling scheme without attack. Compared to ho-
mogeneous arrivals, the delay-based scheme reveals it’s ad-
vantage when confronting asymmetric arrivals. Because non-
homogeneous arrivals will enhance the last vehicle problem
from which the queue-based scheme suffers; hence, the delay-
based scheme can outperform it very much. Mention to sum-
of-delay-based and hybrid schemes, the former works similar
to the delay-based because it considers all delays of all
vehicles. The later utilizes the queue length as well as delay
and we can decide to make it closer to the queue-based or the
delay-based scheme by adjusting the parameter η. However,
they both take multiple factors into account whenever making
decision. As a result, asymmetric arrivals do not affect them
very much.

Results for the case under attack are shown in Fig. 5c, 5e,
and 5f. It is observed that attacks from lanes with lower arrival
rates can lengthen the total delay of delay-based scheme. The
number of times for phase 3 scheduled by the delay-based
scheme increases from 1005 to 1152 and the number of times
for phase 1 scheduled by the delay-based scheme reduces from
2602 to 2596 after being attacked in Fig. 5e compared to 5b.
The lanes with higher arrival rates (lanes 3, 4, 7, 8) should have
more scheduling times originally, but the priority is plundered
by attackers in lanes with lower arrival rates. We observe that
attackers can benefit from attacking in lanes with lower arrival
rates. For phase 3 scheduled by the delay-based scheme (red
bar in Fig. 5e), the increasing amount of times gained by
spoofing in lower arrival lanes is 147 which is higher than
111 if they had spoofed from the higher arrival lanes. The

sum-of-delay-based and hybrid schemes do not increase like
the delay-based scheme. Hence even if they have coordinated
attacks from the lower arrival lanes, it will not affect these
schemes significantly.

Furthermore, we compare the fairness of being attacked in
lanes with higher arrival rates and lanes with lower arrival
rates in Fig. 5c and 5f, respectively. The fairness of the sum-of-
delay-based and hybrid schemes does not drop very much. But
for the delay-based scheme, the results show that the fairness
of being attacked in lanes with lower arrival rates (lanes 1 and
5) drops more than when the attack is launched from lanes
with higher arrival rates (lanes 3 and 7). We also study the
case of asymmetric traffic arrival rates in which the horizontal
direction is low and vertical direction is high. Our results show
that the same behavior that attackers can gain more scheduling
times by spoofing in lanes with lower arrival rates than in lanes
with higher arrival rates.

C. Coordinated attack at multiple intersections with homoge-
neous arrival rates

Using equations (9), (10), (11), we can redesign the four
scheduling schemes for multiple intersections. As shown in
Fig. 3, our simulation study is based on one row of four
consecutive intersections. We focus on the traffic congestion
at multiple intersections since vehicles are not just routing at
a single one; hence, we construct our scenario that simplifies
potential traffic directions within a single intersection rather
than many complicated routes, eliminates the number of lanes
from 8 to 4 (only lane 1, 3, 5, and 7 are activated).

We study the case of homogeneous traffic arrival rates
in the 4 lanes at multiple intersections; each intersection
has the same arrival rate ~λ = [1, 0, 1, 0, 1, 0, 1, 0] ∗ 0.125
v/s/l. We set attack ratio ρ = 0.001 and spoofing time is
500 seconds. Attackers are able to spoof even if they have
already crossed the intersection and have entered the next
one. This attack behavior will increase the total delay and
cause a significant performance degradation. We observed
(plots are not shown due to space limitations) that in the
case of multiple intersections the total delay for the delay-
based scheme increases compared to the isolated intersection
(shown in Fig. 4d). Similarly, sum-of-delay-based and hybrid
schemes are only slightly affected. Furthermore, the fairness
of the delay-based scheme also drops rapidly compared to the
case of the isolated intersection, especially when traffic load
increases.

We also observed (not shown here due to space limitation)
that attackers can compromise scheduling system by attacking
from lanes with lower arrivals. Due to the lower arrivals
(in lanes 3 and 7), priority plundering occurs at multiple
intersections resulting in even worse performance. The number
of times phase 1 is allocated for the delay-based scheme
increased from 3121 to 3604. This corresponds to an increase
of 15.4% compared to the isolated intersection case. The Jain’s
fairness index in Fig. 6 and 7 shows the attacks in vertical
direction (lanes 1 and 5) and horizontal direction (lane 3 and
7), respectively. The fairness (attacking from lanes 3 and 7) for
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(a) Delay length without attack (b) Number of each phase without attack (c) Fairness without attack

(d) Delay length under attack (e) Number of each phase after being attacked (f) Fairness after being attacked

Fig. 4: Performance comparison among four backpressure based scheduling schemes for homogeneous traffic flows at an
isolated intersection.

the delay-based scheme is significantly lower than the fairness
under attack from higher arrivals (lanes 1 and 5).

V. CONCLUSION AND FUTURE WORK

We presented a study on the impact of time spoofing
attacks on different backpressure-based scheduling algorithms
in single and multiple intersections under both homogeneous
and heterogeneous arrivals. We showed that the delay-based
scheme is more vulnerable to time spoofing attacks compared
to the sum-of-delay-based scheme. In addition, the hybrid
scheme that combines delay-based and queue-based can with-
stand attacks if the weighting parameter can be properly
adapted to force it to schedule phases to be more similar to
the queue-based scheme when under attack. However, attacks
other than the time spoofing attack studied in this paper can
also be launched against TSC in general and the scheduling
algorithm in particular. As a future work, we will perform
a thorough vulnerability analysis of a network of TSCs and
study the robustness of different scheduling algorithms and
methods to mitigate the attacks.
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