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Cybersecurity mandate alarms
University of California faculty

Professors say required security software undermines academic freedom

CELINA
ZHAO

The University
of California
Berkeley is one
of 10 campuses
where a new
mandate has
taken effect.
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aculty and administrators at
the University of California
(UC) have settled into a bitter
stalemate in a dispute over
privacy and academic freedom. For
more than a year, faculty members
have voiced loud opposition to a
cybersecurity mandate they say hands
administrators and federal agencies
access to their research and communi-
cations. Last month, they learned the
UC president’s office would not issue
any further statements on the issue, a
decision faculty say underscores their
frustration over limited dialogue about
the mandate, which began going into
effect in May.
The long-running dispute centers
on Trellix, a cybersecurity software
UC now requires on all university-
owned computers used by faculty and
even personal computers accessing
certain online university resources. UC
officials say it is essential for defend-
ing against a surge in digital threats.
But faculty warn that Trellix is highly
intrusive and effectively gives admin-
istrators the ability to view, or even
remotely manipulate, nearly all activity

on their devices. Trellix’s participation
in the federal Joint Cyber Defense
Collaborative, which aims for “rapid
information sharing” between private
companies and federal agencies, is
stoking the concerns. Faculty fear

the software could expose sensitive
research, regulated health data, and
high-value innovations to a presiden-
tial administration already hostile to
higher education.

“Putting this kind of software on
our machines completely obliterates
our ability to speak and think freely
in our academic communities,” says
Lilly Irani, a communication scholar
of technology at UC San Diego
(UCSD). “It feels very much like Big
Brother is sitting on the shoulder
of every worker at the University of
California,” adds Mia Mclver, execu-
tive director of the American Associa-
tion of University Professors.

Trellix is part of a class of cyber-
security tools that shield against
ransomware and other attacks by
constantly scanning a computer for
any sign of intrusion. According to
information posted online by the UC

'.) Check for updates

Office of the President (UCOP), Trellix
can collect file names and browser
history as needed and can remotely
remove malicious files.

In February 2024, then-UC Presi-
dent Michael Drake announced all
employee computers connected to uni-
versity networks would be required to
install Trellix by May 2025. Campuses
failing to comply would face penalties
of up to $500,000 per security incident
and a 15% increase in cybersecurity
insurance costs. Unionized employ-
ees, including postdocs and graduate
students, were exempt because adding
such terms to their contracts would
have required separate negotiations.

A spokesperson for UC, which
in 2020 paid $1.14 million to a
ransomware gang that penetrated
computers at UC San Francisco, told
Science the university established
the mandate in response to “numer-
ous requirements under federal and
state law” and “to remain eligible
for cybersecurity insurance at a
reasonable cost.” University officials
add that UC is not alone, claiming
the software is in place at more
than 600 colleges and universities—
though the spokesperson and Trellix
both declined to provide a source for
those numbers.

UC faculty note that Trellix, formerly
known as FireEye, was itself hacked
by Russian intelligence in the 2020
SolarWinds cyberattack that compro-
mised more than 250 federal agencies.
Because it has full administrative
control over every computer it moni-
tors through a mechanism called “root
access,” Trellix could become a single
point of failure if breached, faculty
argue. Adopting Trellix could make
UC systems “more rather than less
vulnerable to threats,” the UC Berkeley
Division of the Academic Senate wrote
in a May letter to the UC president.

Trellix’s root access privileges
could also allow administrators or
the government to view anything on
faculty computers at any time, without
a warrant, says Kevork Abazajian, a
cosmologist at UC Irvine (UCI). In
an email to Science, a Trellix spokes-
person wrote that the company “will
not disclose any UC or other customer
data unless required to do so under
law or a valid government order. In
such an event, we would first give the
customer notice of the demand and an
opportunity to object, unless legally
prohibited from doing so.”

UC says it would not allow such
intrusions in the first place. “The
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university’s long-standing Electronic Communi-
cation Policy ... strictly prohibits administrators
from accessing user content without due process,
such as a warrant,” says Van Williams, UC’s vice
president for information technology services.

But many faculty members aren’t convinced
by those assurances. “Once someone has access
for a legitimate purpose, there is also access for
illegitimate purposes,” Abazajian says. Given
federal efforts to cut university funding, Irani
also fears it might be hard for UC administra-
tors to stand up to government officials seeking
information on faculty computers. “It seems
like a recipe for UCOP to end up in a situation
where it’s going to get blackmailed by grant
cancellations to give up information about what
we're teaching and researching.”

The objections have sparked a flurry of
letters, petitions, and resolutions. Most recently,
in June, UC’s Academic Senate—which shares
decision-making power with the administration
on matters affecting teaching, research, and
academic policy—passed a resolution with an
82% supermajority demanding an immediate
halt to Trellix. That same month, more than
1000 faculty signed a petition opposing the
rollout, followed by another 1 August letter
calling for its suspension. But on 15 September,
Academic Senate Chair Ahmet Palazoglu
relayed that UCOP would not respond to the
August letter or issue future UC-wide messages
regarding Trellix.

Despite the protests, all 10 UC campuses have
rolled out the software, with varying policies.
UCSD has said Trellix is required on both
university-owned and personal laptops that
access “trusted resources,” such as restricted
research databases. UCI requires Trellix even for
access to routine resources such as Canvas, the
learning platform professors use to communicate
with students, and employee timesheets. In re-
sponse, some UCI faculty say they have resorted
to teaching from “burner laptops” or virtual
machines to avoid putting Trellix on computers
where they store their data.

Organizers of the push to end the mandate
say their fight isn’t over. “We certainly intend
to keep the pressure up,” says Claudio Fogu,
director of UC Santa Barbara’s Italian program.
A UC spokesperson told Science that adminis-
trators continue to be committed to an open
dialogue with faculty. “This is a complex matter
that requires nuanced, continuous conversa-
tion,” they wrote by email.

The stalemate has shaken faculty confidence
in the Academic Senate’s power and has pushed
some toward unionization. The UC system is
home to a union that represents nearly 50,000
graduate students, postdocs, and academic
researchers—but no tenured and tenure-track
professors. “For many years, I thought we didnt
need a union,” says Walter Leal, a professor of
molecular and cellular biology at UC Davis. “Now,
I believe the only way out is if we're effectively
unionized, which is a very dramatic change.” [
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COVID-19 vaccines may boost
cancer inmunotherapy

Messenger RNA in the shots could act like a “siren” calling
immune cells to destroy tumors PHIE JAcOBS

he innovative messenger

RNA (mRNA) vaccines that

thwarted the ravages of

COVID-19 may also help
cancer patients fight their tumors, ac-
cording to a new analysis of medical
records and studies in mice.

People with cancer who coinciden-
tally received the mRNA shots before
starting drugs designed to unleash
the immune system against tumors
lived significantly longer than those
who didn’t get vaccinated, a research

This data is
extraordinary.

Ryan Sullivan
Massachusetts General Hospital

team reported this week at the Eu-
ropean Society for Medical Oncology
Congress in Berlin and in a paper in
Nature. Laboratory experiments by
the group suggest the vaccines rev
up the immune system, making even
stubborn tumors more susceptible
to treatment.

The findings underscore the still-
untapped potential of mRNA techno-
logy at a time when U.S. President
Donald Trump’s administration has
backed away from funding the area.
“I think this data is extraordinary,”
says Ryan Sullivan, an oncologist
and immunologist at Massachu-
setts General Hospital who wasn’t
involved in the new research. Al-
though the analysis of cancer patient
data was retrospective, he notes that
the observed association between
COVID-19 vaccination and improved
survival “is very strong.”

“I'm cautiously optimistic about
these results,” says Mark Slifka, an
immunologist at the Oregon Health
& Science University. The research
still needs to be confirmed with a
prospective, randomized clinical
trial—something Steven Lin, a radia-
tion oncologist at the University of
Texas MD Anderson Cancer Center
and principal investigator on the

work, says is already being planned.

The new findings build on results
from the same group showing that,
in mouse models, a generalized
mRNA vaccine boosted the tumor-
fighting effects of immunotherapy
drugs called checkpoint inhibitors.
Those results, published in July in
Nature Biomedical Engineering,
“really laid the groundwork” for the
idea that an mRNA vaccine—even
one not targeted toward any specific
tumor protein—could bolster cancer
immunotherapy, says Adam Grippin,
a medical resident and immuno-
therapy researcher at MD Anderson
and lead author on the Nature study.
“The next question we wanted to ask
was, if this is true, what about the
COVID vaccine?”

To find out, Grippin and col-
leagues analyzed the records of
more than 1000 patients who were
treated for advanced skin and lung
cancer at MD Anderson between
2019 and ’23. People who received
a COVID-19 mRNA vaccine within
100 days of starting immunotherapy
with checkpoint inhibitors lived
significantly longer than those who
received the same drugs but didn’t
get the vaccine. For patients with
advanced lung cancer, the median
survival rate nearly doubled, rising
from 20.6 months to 37.3.

Grippin says he and his colleagues
“utilized as many statistical ap-
proaches as we could” to account for
potential confounding factors, but
the association between improved
survival rates and COVID-19
vaccines persisted. Patients who re-
ceived non-mRNA vaccines for influ-
enza and pneumonia, for example,
didn’t do better than the average
immunotherapy patient.

The vaccines, which consist
primarily of mRNA encoding the
spike protein on the surface of the
pandemic coronavirus SARS-CoV-2,
are designed to prompt an immune
response specific to the pathogen.
But based on lab studies, Grippin
and his colleagues think that in
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