Table of Contents

0 Introduction ................................................................................................................ 1 0.1 Typical Features of Current Sequential Debuggers ............................................ 4 0.2 Less Common Features of Current Sequential Debuggers ................................. 7 0.3 Unique Features of Dalek ................................................................................... 9 0.3.1 Fully Programmable Debugger Language ................................................... 9 0.3.2 Broadcast Breakpoints ................................................................................. 10 0.3.3 Characterizing Program Behavior via Events .............................................. 11 0.4 Summary of the Work´s Contributions ............................................................... 13 0.5 Organization of the Thesis .................................................................................. 14

1 Flora and Fauna in the Genus ‘Debuggerae´ ............................................................. 19 1.1 Debuggers Are Inherently Machine-Dependent ................................................. 19 1.2 Debuggers with Limited Events or Programmability ......................................... 21 1.2.1 RAIDE ......................................................................................................... 21 1.2.2 SNODDT and the SNOBOL4 Programming Environment ......................... 22 1.2.3 Magpie ......................................................................................................... 23 - ii -

1.2.4 Cedar ............................................................................................................ 25 1.2.5 Lisp .............................................................................................................. 26 1.2.6 Saber-C ........................................................................................................ 28 1.2.7 VAX DEBUG .............................................................................................. 29 1.3 Standard UNIX Debuggers ................................................................................. 30 1.3.1 dbx ................................................................................................................ 30 1.3.2 adb ................................................................................................................ 31 1.4 Operating System Tradeoffs: Integrity versus Efficiency ................................. 31

2 A User´s View of Dalek: Introduction ...................................................................... 35 2.1 Notation and Syntactic Conventions .................................................................. 35 2.2 Excerpts from Sample Dalek Sessions ............................................................... 36 2.2.1 Example — Exploring an Unfamiliar Program ........................................... 37 2.2.2 Example — A Bug in lex-generated Code .................................................. 41 2.2.3 Example — More Comprehensive Debugging Support .............................. 44

3 A User´s View of Dalek: Events ............................................................................... 52 3.1 Overview of Events in Dalek .............................................................................. 52

- iii -

3.2 Primitive Events .................................................................................................. 54 3.2.1 Bound Primitive Events ............................................................................... 54 3.2.2 Free-Floating Primitive Events .................................................................... 56 3.2.2.1 Free-Floating Primitive Events Raised in while—step Loops ............. 56 3.2.2.2 Free-Floating Primitive Events Keyed to Signals ................................ 58 3.2.3 Primitive Events: Attributes and the Flow of Tokens ................................ 60 3.3 High-Level Events .............................................................................................. 61 3.3.1 Example — High-Level Event to Monitor Memory Allocation ................. 65 3.4 A Database of Event Occurrences ...................................................................... 68 3.4.1 Subsequently Checking Assertions via the Event Database ........................ 71

4 User´s View of Dalek: Meta-Debugging and More Predefined Functions .............. 75 4.1 Stacking Dalek Command Blocks ...................................................................... 76 4.1.1 Example — How Useful are Embedded ‘step´ Commands? ...................... 78 4.2 Meta-debugging .................................................................................................. 82 4.3 Example — Making Permanent Copies of Inferior Strings ................................ 90 4.4 Examples — Learning about Callers via Predefined Debugger Functions ........ 91 4.5 Example — Measuring Conditional Probabilities for Runtime Stack Behavior .............................................................................................................. 96 - iv -

5 Design and Implementation Highlights ..................................................................... 100 5.1 Naming and Disclaiming .................................................................................... 100 5.2 Version History ................................................................................................... 101 5.3 A Brief Tour of Gdb´s Implementation .............................................................. 103 5.3.1 Gdb´s Basic Interpretive Structure .............................................................. 103 5.3.2 Debugger Command Blocks in Gdb ............................................................ 104 5.4 Major Differences between the Gdb and Dalek Implementations ..................... 105 5.4.1 The ‘if´ and ‘while´ Statements ................................................................... 106 5.4.1.1 A Semantic Issue Regarding the ‘while´ Statement ............................. 108 5.4.2 Events, Local Variables, and User-Defined Functions ................................ 113 5.4.3 Stacking of ‘Pending´ Command Blocks ..................................................... 113 5.4.3.1 Semantic Issues Prompted by Stacking of ‘Pending´ Commands ........ 116 5.4.4 Elimination of Tail Recursion ..................................................................... 119 5.4.5 Error Handling ............................................................................................. 123 5.4.6 Broadcast Breakpoints ................................................................................. 127 5.4.6.1 Efficiency Considerations for Broadcast Breakpoints .......................... 128 5.4.7 Semantics of Stepping onto a Breakpoint .................................................... 130 5.4.8 Garbage Collection ...................................................................................... 132

- v -

5.4.9 Meta-debugging ........................................................................................... 134 5.4.10 Predefined Debugger-Language Functions ............................................... 138

6 Semantic Integrity, and Code Interference from Colliding Coroutines ..................... 142 6.1 A Framework for Analyzing the Formal Semantics of a Debugging Activity ............................................................................................................... 143 6.2 Command Block Interference Leading to False Negatives ................................ 149 6.3 Command Blocks May Execute as Re-Entrant Coroutines ................................ 151 6.4 Steps Toward a Solution ..................................................................................... 154 6.4.1 The User Can Prevent Many Common False Negatives ............................. 155 6.4.2 The User Can Prevent Most Common False Positives ................................ 158 6.4.3 Limitations of the Two Coding Conventions .............................................. 162 6.5 Language-level Support to Minimize Code Interference ................................... 166 6.6 Managing ‘Special Cases´ of Interference .......................................................... 167 6.6.1 The Semantic Integrity of an Isolated Watch Loop ..................................... 168 6.6.2 A ‘Loosely-Bound´ Watch Loop Partitions the Logical Timeline .............. 171 6.6.3 Tradeoffs between Semantic Integrity and Performance ............................ 175 6.6.3.1 Counting Strides is a Universal Performance Metric ........................... 178 6.6.4 Managing Collisions via the Interrupt Priority Model ................................ 180 - vi -

6.6.4.1 A User-level Implementation of the Interrupt Priority Model ............. 184 6.6.5 Comparison of Watches with the RAIDE/Dbx ‘when´ Construct ............... 187 6.7 A Synthesis: Semantic Integrity with Efficient Performance ............................ 191 6.7.1 Can TOPDOG Achieve a Tight Lower Bound on Performance? ................ 197 6.8 The Expressive Power of Loosely-Bound Watch Loops .................................... 200 6.9 Summary of Code Interference Problems and Solutions .................................... 203

7 Discussion .................................................................................................................. 205 7.1 Comparison of Dalek with Related Debuggers .................................................. 205 7.1.1 Comparison of ‘Events´ ............................................................................... 205 7.1.2 Other Semantic Comparisons ...................................................................... 208 7.2 True Confessions ................................................................................................ 211 7.3 Behavioral Debugging in the Context of the Software Life Cycle ..................... 214 7.3.1 An Event for All Seasons ............................................................................. 214 7.3.2 Enhancements for Binding Primitive Events ............................................... 216 7.3.3 Incremental Event Coverage and ‘Lite Validation´ ..................................... 217

8 Summary, Future Research, and Conclusions ........................................................... 219

- vii -

8.1 The Problem of Debugging, Viewed in Perspective .......................................... 219 8.2 Review of the Work´s Contributions, So Far ..................................................... 221 8.3 Future Research .................................................................................................. 227 8.3.1 Mappings, and Inductive Methods to Support Deductive Proofs ................ 227 8.3.2 Debugging of Distributed Programs ............................................................ 229 8.3.3 Meta-Debugging .......................................................................................... 230 8.3.4 An Ad Hoc Wish List .................................................................................. 231 8.3.5 Outline of one Method for Event-Based Testing ......................................... 233 8.4 Formal Conclusions on the Nature of Debugging .............................................. 235 8.4.1 How to Make a Debugger Language ‘Complete´ ........................................ 235 8.4.2 Computability and ‘Fully Programmable´ Debugger Languages ................ 261 8.4.3 The Debugging Computation is only Incrementally Specified ................... 271 8.4.4 The Structure and Efficiency of the Debugging Computation .................... 274 8.5 Epilogue .............................................................................................................. 278

Appendix A: Quick Reference to Dalek´s Syntax ........................................................ 282 A.1 Inquiring about Status ........................................................................................ 285 A.2 Event Commands ............................................................................................... 286

- viii -

A.3 Predefined Functions Used Inside an Event ...................................................... 287 A.4 Access to the Event History ............................................................................... 288 A.5 Miscellaneous Items ........................................................................................... 288 A.6 Commands Related to Meta-Debugging ............................................................ 289 A.7 Breakpoint and Signal Handling Commands ..................................................... 291 A.8 Commands for Full Programmability ................................................................ 293 A.9 Controlling the Inferior´s Execution .................................................................. 294 A.10 Commands for Output ...................................................................................... 295 A.11 Accessing the Inferior´s Stack ......................................................................... 295 A.12 Measuring the Inferior´s Virtual Time ............................................................. 297 A.13 Proposed New Predefined Functions ............................................................... 297

References ...................................................................................................................... 298

- ix -