Kadam et al. Cybersecurity (2024) 7:54
https://doi.org/10.1186/s42400-024-00239-3

Cybersecurity

Optimum noise mechanism for differentially

®

Check for
updates

private queries in discrete finite sets

Sachin Kadam' ®, Anna Scaglione?, Nikhil Ravi?, Sean Peisert?, Brent Lunghino® and Aram Shumavon*

Abstract

The differential privacy (DP) literature often centers on meeting privacy constraints by introducing noise to the query,
typically using a pre-specified parametric distribution model with one or two degrees of freedom. However, this
emphasis tends to neglect the crucial considerations of response accuracy and utility, especially in the context

of categorical or discrete numerical database queries, where the parameters defining the noise distribution are

finite and could be chosen optimally. This paper addresses this gap by introducing a novel framework for designing
an optimal noise probability mass function (PMF) tailored to discrete and finite query sets. Our approach considers
the modulo summation of random noise as the DP mechanism, aiming to present a tractable solution that not only
satisfies privacy constraints but also minimizes query distortion. Unlike existing approaches focused solely on meet-
ing privacy constraints, our framework seeks to optimize the noise distribution under an arbitrary (e, §) constraint,
thereby enhancing the accuracy and utility of the response. We demonstrate that the optimal PMF can be obtained
through solving a mixed-integer linear program. Additionally, closed-form solutions for the optimal PMF are provided,
minimizing the probability of error for two specific cases. Numerical experiments highlight the superior performance
of our proposed optimal mechanisms compared to state-of-the-art methods. This paper contributes to the DP
literature by presenting a clear and systematic approach to designing noise mechanisms that not only satisfy pri-
vacy requirements but also optimize query distortion. The framework introduced here opens avenues for improved
privacy-preserving database queries, offering significant enhancements in response accuracy and utility.

Keywords Differential privacy, Optimum noise mechanism, Discrete queries, MILP, Error rate

Introduction

Differential Privacy (DP) is a technique used for publish-
ing database queries that conceal confidential attributes.
Some of its real-world applications are in the publication
of the United States of America Census 2020 data (using
disclosure avoidance system Census 2020), Google’s his-
torical traffic statistics (Eland 2015), Microsoft’s telem-
etry data (Ding et al. 2017), LinkedIn user engagement
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information to third parties for advertisements (Rogers
et al. 2020), etc.

DP hinges on a randomized mechanism wherein the
data publisher, who owns the database, responds to ana-
lyst queries. The key principle is to generate similar dis-
tributions of query answers for data differing by a specific
attribute, making it statistically challenging to discern
whether data with that attribute were involved in the
query computations.

In the existing literature, randomizing query answers
commonly involves adding noise with a parametric dis-
tribution featuring one or two degrees of freedom. In
contrast, this paper proposes a novel approach: opti-
mizing all the parameters of the probability mass func-
tion (PMF) for queries with finite discrete answers. This
ensures that the randomized query outcome meets DP
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constraints while minimizing expected distortion for a
given database and discrete finite set of answers. Notably,
existing literature does not undertake the optimization
of noise to minimize distortion under an arbitrary (¢, §)
constraint, as it typically limits the mechanism to a single
parameter. Our approach stands out because it optimizes
the entire distribution.

Our formulation, applicable to both discrete numeri-
cal data (for which perhaps mean squared error (MSE) is
the best error metric) and categorical data (where error
rate (ER) is preferable), finds resonance in real-world sce-
narios. For instance, queries related to discrete numeri-
cal data include: (a) The number of households in a
census tract with at least one college-educated member
(0 through #, where 7 is the total number of households
in that census tract); (b) what is the most popular pro-
motion on a website; or how many users in a certain set
accepted a sales promotion on a website; (c) The hour of
peak electricity usage in a neighborhood (00 through 23),
etc. Similarly, queries related to categorical data are: (a)
Type of consumer? (Subscriber or Trial user, Residen-
tial or Commercial, etc.); (b) What month of the year?
(January: 1 through December: 12); (c) What gender is a
person? (Male: 1, Female: 2, Other: 3), same idea for eth-
nicity, blood type, etc. For discrete numerical data, just
perform the modulo addition of random noise of size
n+ 1, and for categorical data, we assign numerical val-
ues to categories and perform the modulo addition of
random noise on them.

Before outlining our contributions, we review the rel-
evant literature.

Literature review

In the literature, several papers studied the additive noise
mechanisms for discrete query outputs (Geng and Viswa-
nath 2015; Soria-Comas and Domingo-Ferrer 2013; Geng
and Viswanath 2015). For discrete queries with infinite
support, the additive noise mechanism for e—differen-
tial privacy that minimizes any convex function of the
query error was found in Geng and Viswanath (2015);
the optimum PMEF is shown to have a specific decreas-
ing staircase trend. The problem of finding the optimal
data-independent noise mechanism for e—differential
privacy is also addressed in Soria-Comas and Domingo-
Ferrer (2013). Even though the authors focus on con-
tinuous query outputs, they claim one can easily extend
the method to discrete queries. Neither paper (Geng
and Viswanath 2015; Soria-Comas and Domingo-Ferrer
2013) explored the optimization of the (¢, §)—differential
privacy trade-off for § > 0. For integer query outputs,
the optimal noise mechanism design for (¢, §)—differen-
tial privacy is the subject of Geng and Viswanath (2015).
Another approach to integer count queries is carried out
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in Ghosh et al. (2009), where a double-sided geometric
distribution noise mechanism is used. A recent study on
the count query DP problem is found in Cormode et al.
(2019), in which the authors use a set of constrained
mechanisms that achieve favorable DP properties. The
related problem of publishing the number of users with
sensitive attributes from a database is addressed in Sad-
eghi et al. (2020). In their proposed DP mechanism, they
add an integer-valued noise before publishing it to pro-
tect the privacy of individuals. Though the randomized
query response, produced by the proposed mechanism
in Sadeghi et al. (2020), lies in the actual query support
range, the additive noise PMF used depends on the query
output, which requires storing several PMFs. In the con-
text of discrete queries, an additive discrete Gaussian
noise-based mechanism is proposed in Canonne et al.
(2020). They show that the addition of discrete Gaussian
noise provides the same privacy and accuracy guarantees
as the addition of continuous Gaussian noise. Another
recent study focuses on the mechanisms of discrete
random noise addition (Qin et al. 2022). In this study,
the basic DP conditions and properties of general dis-
crete random mechanisms are investigated. In Ravi et al.
(2022) a randomized mechanism for the labels obtained
from K-means clustering is provided using the modulo
addition-based mechanism.

In the literature, a joint DP mechanism is proposed for
key-value data in Ye et al. (2019), where key uses categor-
ical data and value uses numerical data. Two potential
applications have been identified: video ad performance
analysis and mobile app activity analysis. The key in the
former is the ad identifier, and the value is the time a user
has watched this video ad, whereas the key in the latter is
the app identifier, and the value is the time or frequency
this app appears in the foreground. In another work
(Wang et al. 2019), local DP mechanisms for multidimen-
sional data that contain both numeric and categorical
attributes are proposed.

Paper contributions

This paper critically revisits the design of DP random
mechanisms, specifically focusing on ensuring (¢, §)—DP
for queries with n + 1 possible answers, each mapped
onto the integers 0 through #. The mechanism we study
involves the modulo # + 1 addition of noise. The signifi-
cant and novel contributions of this paper can be sum-
marized as follows:

+ Optimal Noise PMF: In Section “Numerical optimi-
zation’, we demonstrate that the additive noise PMF
minimizing a linear error metric under a given (¢, §)
budget can be obtained as the solution of a Mixed
Integer Linear Program (MILP). Notably, for the case
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when § = 0, the optimum PMF can be found using
a Linear Program (LP), as established in previous lit-
erature (Geng et al. 2015), which is a special case of
our general formulation.

o Explicit PMF expressions for minimum error: Sec-
tions “PMF for single distance neighborhood” and
“The BD neighborhood” delve into two special cases,
providing explicit expressions for the optimum PMF
that minimizes error for specific (¢,8) pairs. This
analysis extends and subsumes prior work (Geng
et al. 2015).

o Structure of Optimum PMF and Error Rate: We
unveil the structural characteristics of the opti-
mum PMF and error rate functions. Specifically,
the derived error rate function exhibits a piece-wise
linear nature. Our findings reveal that the optimum
(¢, ) trade-off curve, for a given error rate, experi-
ences an exponential decrease as § increases. Moreo-
ver, a discrete set of discontinuities in the curve pre-
cludes any change in the exponential rate of decay as
€ increases.

o Numerical Validation and Comparative Analysis:
The contributions outlined above are corroborated
by a thorough numerical analysis presented in Sec-
tion “Numerical results” Our simulations include
comprehensive comparisons with prior methods,
demonstrating the superiority of our proposed
approach.

Notation

In this section, we present a summary of general nota-
tions used throughout the paper. A comprehensive list
of notations and abbreviations can be found at the top of
the paper in the Nomenclature section.

Let N,Nt,Z,R denote the sets of natural numbers
including zero, natural numbers excluding zero, inte-
gers, and real numbers, respectively. The set integers
{0,1,...,n}, n € N, is referred to as [#n], [n]+ is, instead,
{1,...,n}. The symbols | k] and [k] denote the floor and
ceiling functions of k, respectively. The cardinality of set
A is denoted by |4, and the set difference of sets A and B
is denoted as A\B.

The query function applied to data X from a database,
denoted by &, is represented as Q(X), and Q denotes
a discrete finite set of query answers. In this paper, the
query domain is discrete and finite, mapped onto the set
[#] of size n + 1. The numerical outcome of the query is
denoted by the variable g € [u], while g represents the
outcome after the randomized publication, with distribu-
tion f(g|X).

For vector queries with outcomes, ¢, in a finite discrete
domain, one can map the result onto the set [#], and
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hence, the optimization we propose applies. We use f (1)
to represent the noise distribution f;(n) whenever pos-
sible without confusing the reader.

Preliminaries

Definition 1 ((¢, §)-Differential Privacy (DP) Dwork
et al. 2006) A randomized mechanism g : @ — Qs (¢, )
-differentially private if for all datasets X and X’ differ by
a unique data record, given any arbitrary event S C Q
pertaining to the outcome of the query, the randomized
mechanism satisfies the following inequality

Pr(GX) € S) < e Pr(g(X') € S) + 6, (1)

where Pr(A) denotes the probability of the event A
and the PMF used to calculate the events probability is

f(@1X).

Conventionally, given the random published answer g in
the differential privacy literature, the privacy loss func-
tion name is a synonym for the log-likelihood ratio:

f4(@lX)
fa@x”’

where X € X is the set of data used to compute the
query and X’ is an alternative set with a unique attrib-
ute or data point that is different. For each X we denote
by X)((l) the neighborhood of set of X which contains
all data sets X' € X that differ from X by a predefined
sensitive attribute we want to conceal. Note that, if the
event Lyyx/(g) < 0 under the experiment with distribu-
tion f(g|X) then, in classical statistics, the observer of
the outcomes g will choose erroneously the alterna-
tive hypothesis that X’ was queried (where the emis-
sion probability is f(7|X’)) rather than X. By looking
at the tail of the distribution for Lxys(g) > 0 under the
distribution f(g|X), one can gain insights into how fre-
quently the mechanism allows to differentiate X from X’
with great confidence, leaking private information to the
observer.

We now introduce the definition of (e,8)—proba-
bilistic differential privacy (PDP) we consider in this
paper, which applies to any random quantity g for any
given X:

Lxx (@) = In 2)

Definition 2 ((¢, §)-Probabilistic DP Machanavajjhala
et al. 2008) Consider random data that can come from
a set of emission probabilities ¢ ~ f(g|X) that change
depending on X € X. The data g are (¢, §)- probabilistic

differentially private VX € X and X € X,((l), iff:
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s> 3; 2 sup sup Pr(Lyxx(q) > €), 3)
XeX yrex )

and the PMF used to calculate the probability is f(g|X).

The following theorem guarantees that (¢,5)-PDP is a
strictly stronger condition than (¢, §)-DP.

Theorem 1 (PDP implies DP McClure 2015) If a rand-
omized mechanism is (¢,8)-PDP, then it is also (¢, 8)-DP,
ie.,

(¢,8) — PDP= (¢,8) — DP,but (¢,8) — DP= (¢, 6) — PDP.

The proof of Theorem 1 is shown in McClure (2015),
Triastcyn and Faltings (2020). This motivates us to use
(¢,8)—PDP throughout this paper. The (¢,5)—PDP has
applications in the contexts of location recommen-
dations Zhang and Chow (2021), privacy protection
from sampling and perturbations (Sholmo and Skin-
ner 2012), to create a realistic framework for statisti-
cal agencies to distribute their goods (Machanavajjhala
et al. 2008), etc.

In our setup Q(X) is a scalar value in Q = [n]. The
query response g is obtained by adding a discrete noise
1, whose distribution is denoted by f (), i.e.:

q=QX)+n = @IX)=/G—-QX). (@)

The PMF associated with the privacy loss function,
called privacy leakage probability, for the additive noise
mechanism, can be derived from (2), (3) and (4):

) o

£ = Q)
For the discrete query case, we denote the “distance one

Pr(Lxx(q) > €) = Pr(ln = >
e FG— QX))
set” of X € X as X)((l) C X\X and let:

xe 2 QOO — QX ¥X e X, vx e xP.  (6)

where X’ differs from X for one user data record or a sen-
sitive user attribute. Let us define the indicator function
uxx'(n), n € [n] such that i entry is one if Lyx/(q;) > €
and zero otherwise, i.e.:

af L fO)>ef(n+ puxx)
wxx () _{ 0, otherwise o 7)

where we omitted the suffix n and used f(#) in lieu of
fy(n). It is easy to verify that we have:

Pr(Lyc () > €) = > uxx (n)f ().

n=0
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Before describing our design framework in Section “Opti-
mal additive noise’, a few considerations on (¢,8) — PDP
are in order.

Post-processing

A randomized DP mechanism maps a query output onto
a distribution designed to meet Definition (1) or (3). If
the randomized query answer generation requires multi-
ple steps, it is important to ensure that the (¢,8) — PDP
((¢,8) — DP) are met after the very last step. In fact, in
Meiser (2018) it was pointed out that, unless § =0, in
general (¢,8) — PDP with § > 0 cannot be guaranteed
after post-processing, where post-processing refers to
processing steps that follow the noise addition prior to
the release the query response. The objections in Meiser
(2018) are valid for mechanisms that include post-pro-
cessing like the popular “truncation” or “clamping” mech-
anisms that consists of first adding unbounded noise 5
and then projecting (clamping) the sum Q(X) + 7 in the
prescribed range to generate g. In this case (¢,8) — DP
are guaranteed before the post-processing step, but not
after, unless § = 0. The proposition below provides guar-
antees for (¢,8) — PDP.

Proposition 1 Let g € Q be a randomized (¢,5) — PDP
response for query q € Q. Let g: Q — Q be an arbi-
trary invertible mapping. Then goq =g(q) is also a
(¢,8) — PDP response for any § > 0. Furthermore, if § = 0,
€ — PDP is preserved, irrespective of g.

Proof The proofis in Appendix 6. O

Proposition 1 clarifies the importance of designing ran-
domized responses whose domain is consistent with the
query output, since it does not require post-processing to
generate answers in the right set. Clamping is not bijec-
tive and changes the masses of probability in a way that
alters § for a given €.

Optimal additive noise
For queries g = Q(X) €[n], a possible approach
other than clamping is to assume that the noise addi-
tion is modulo # + 1 with n € [n] so that the outcome
q = q + n (mod n + 1), is always in the appropriate range.
In this paper, we seek to obtain the optimum noise dis-
tribution f(n) for such a mechanism. Since (¢,8) — PDP
implies (¢,8) — DP and hence, it is a stronger notion, we
use the definition of (¢, §) — PDP throughout.

Next, we omit the (mod # + 1) to streamline the nota-
tion, with the understanding that, from now on, sums
and differences of query outcomes and noise values are
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always modulo # + 1. Observe that adding uniform noise
would lead necessarily to a scalar query g being uniform
and thus, high privacy (i.e. § = 0 for any € > 0) but poor
accuracy since 1 — 1/(n + 1). This motivates the search
for an optimal solution. Using (5) and (6):

e). (8)

Pr(Lxx (@) > €) = Pr <1n S
The reasons for using the modulo addition of noise are:

S+ pmxxr) g

+ The randomized answers fall within the range
expected for the query, which allows us to leverage
Proposition 1.

« The mechanisms require defining a single distribu-
tion rather than distinct distributions for all possible
X ek

+ In the optimization, any pair with the same modulo
difference results in a single (¢,8) — PDP constraint,
simplifying the search for the optimum distribution.

+ The simplifications allow us to derive the optimum
distribution in closed form for specific use cases.

From (8) it is evident that the (¢,8) privacy curve is
entirely defined by the noise distribution and its change
due to a shift in the mean. As a result, the probability
mass f(q + n) is obtained as a circular shift of the PMF
f(n); therefore (8) can be used with the denominator
f(n+ wxx) also representing a circular shift of f(n).
This result motivates us to define the neighborhood sets,
using only pxy, in Section “Analytical solutions”.

Numerical optimization

In this section, we show that the problem of finding an
optimal additive noise mechanism for a given pair (¢, )
and expected distortion cost can be cast into a MILP for-
mulation, i.e. an optimization problem with linear cost,
linear equality and inequality constraints, and real as
well as integer variables. While MILPs are non-convex,
several stable solvers have convergence guarantees. Our
MILP formulation (in (13a)-(13g)) finds optimum noise
distributions minimizing a specified expected distortion
cost:

n

Elog] =Y oof (1), )

n=0

where p, denotes the distortion caused by the noise value
n € [n]. There are two typical metrics:

Definition 3 (Error Rate) For g = Q(X) + 7, the error
rate metric, denoted by pR, is the expected value of the
function pg = 0 and p, = 1,7 > 0. Thus:
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PR 21— f(0). (10)

Definition 4 (Mean Squared Error) For g = Q(X) + 7,
the MSE corresponds to p, = n*

PME L El17 — QEOIPT= Y n*f ().

n=1

(11)

Remark 1 In the case of an ‘ordered’ query domain,
the MSE metric can be preferable over an error rate met-
ric. That is why we are focusing on the minimization of
any linear cost in the MILP formulation. However, the
numerical results shown in Section “Numerical results”
indicate that even when we target the error rate metric
pFR =1 — £(0), the optimal solution tends to have values
that diminish as they move away from the actual query.

Because our analytical results in Section “Analytical
solutions” consider the error rate metric, whenever p is
mentioned without specification, this implies p?% is being
discussed. Having established the cost, the constraints
(see (13b)—(13h)) are derived as follows. From the databases,
we calculate the set {11 xx’ } using (6), which are the only data-
base parameters needed in the formulation. As we know,
the sum of probability masses is 1 (see (13b)). The indica-
tor function uxy(n), defined in (7), can be mapped on the
integrality constraint, uxy () € {0,1},VX € X, VX' € X)((l)
(see 13h) and on two linear inequality constraints,
f) —ef(n+ pmxx) —uxe () <0 and eSf(n + pxxr)
—f () + eSuxx (n) < e (see (13f) and (13g))." We can
rewrite (8) as Pr(Lxx'(q) > €) = Pr(f(n) > e f (n + uxx))
= 3w (Nf () < 8 VX € X,¥X € XY, Since it is a

bilinear constraint, and for a MILP formulation we need the
constraints to be linear, we introduce the auxiliary variables

Y1 € [nk

¥ = wex (mf (), n € [nl. (12)

! The indicator function uye(n) (in short #) can take two values
(see (7)). In the first case, when u =1, the Egs. (13f) and (13g) become
f(n) —ef(n+ mpe) < Tand e f(n + puxe) — f(n) < 0. In (13f), since € > 0
and f(n) € [0, 1], the maximum difference between f(n) and e¢f(n + wx)
is 1 which happens when f(n) = 1 and f(n + ux¢) = 0, and for the rest
of the cases difference is less than 1. The Eq. (13g) is true due to the def-
inition of u (see (7)). Next, when u = 0, the Egs. (13f) and (13g) become
f(n) —ef(n+ pxe) < 0andef(n + pye) — f(n) < ef. In this case, (13f) is
true due to the definition of u (see (7)) and the other equation can be modi-
fied by multiplying e™¢ both sides to f(n + px¢) —e “f(n) <1, which is
true due to the similar arguments made earlier for the caseu = 1.
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so that we can use Z:;I:O ¥y < 8 to constrain § instead;
to enforce y, =f(n) for uxxy(n) =1, and y, =0 for
uxx'(n) =0, the trick is to use, respectively, the fol-
lowing linear constraints: wuxx'(n) +f(n) —y, <1,
wex () —f ) +y, <12 and y, — uxx(n) <0° This
completes the explanation of the optimization con-
straints shown in (13c)—(13e).* Let

ME {pxp e = QX) — QX)) VXX, VX ey}

The form of the MILP is:
gD ;}qu(n) (132)
st. > fo)=1, (13b)
n=0
Z}/r/ =8 yyp—uxe( =0, (13¢)
n=0
uxx' (M) +f(n) —yy <1, (13d)
uxx(m) —f() +yy <1, (13e)
S —ef(n+ mxx) — uxx () <0, (13f)
ef (n+ puxx) —f () + e uxx (n) < €, (13g)
b 0’ 1 ’ )
S, yy €10,1], n € [n] (13h)

U)O(’(’?) € {0) 1},V,U«)O(’ e M.

The MILP has 3(n + 1) variables out of which f () and
yp 0 € [n] are real numbers (2(n 4 1) in total) in [0, 1]
and uyx’(n) (also (n + 1) in number) are integers {0, 1}.
The computational complexity of the MILP solution is
determined by the algorithm used, which can be branch
and bound, cutting plane, or branch and cut. A detailed
study on the complexity of the MILP solution is found in
Jiang et al. (2021). When § = 0, it reduces to the follow-
ing LP:

n

> pf (1)

n=0

min

Sy () (14a)

% This inequality ensures that y, = () if ue () = 1

3 This inequality ensures that y, = 0 when ux (1) = 0.

* Note that other constraints can be added, for instance, that of having a
zero mean distribution, or forcing some of the PMF values to be identical,
etc.
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st. Y fo) =1, (14b)
n=0

f) —efn+pxx) <0, nelnl, (14c)

Fn) € 10,11, Yoo € M (14d)

A possible useful variant of the optimization in () that
will be explored in our numerical results is to minimize §
instead, under a distortion constraint p, i.e.:

min )
S @suxer () (15a)
s.t. Z pnf (M) =P, (15b)
n=0
(13b) — --- — (13h) (15¢)

In the next sections, we derive analytical solutions of
(13) that minimize the error probability pfR =1 — £(0)
for some special database structures and corroborate the
results in Section “Numerical results” comparing the for-
mulas with the MILP solutions obtained using Gurobi
(2021) as a solver.

Analytical solutions

In this section, we analytically study the solution that
minimizes the error rate E[p,] =1—f(0). To give
closed-form solutions for the optimum PMF, we focus on
the following instances of possible 1 xx:

Definition 5 (Single Distance (SD)) In this setting
VX € X,VX' € X)((l), the difference uyxx’ is constant, i.e.
uxx’ = ji. Note that i < n.

Definition 6 (Bounded Difference (BD)) In this set-
ting VX € X,VX' € X)((D, wxx take values in the set [ft]+,
L < n, at least once.

The most general case is the following:

Definition 7 (Arbitrary) In this case pyx’ can take val-
ues from any subset of [1],YX € X,VX' € X)((l).

The next lemma clarifies that the optimum PMF for the
BD case for a given (¢, §) is useful to attain the same guar-
antees for the case of an arbitrary neighborhood.

L 1 S L= , . Th
emma uppose [ = SUPyy _y\yre x HXX en
any noise PMF that provides (€,8) privacy for the BD
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neighborhood with parameter i will give the same guar-
antees in terms of (€,8) and p for the case of arbitrary
neighborhoods. However, lower distortion is achievable by
solving the MILP in (13).

Proof The proof is simple: the set of constraints that
need to be met to satisfy (¢, §) privacy for the arbitrary
case is a subset of the BD neighborhood case with iz as a
parameter. This also means, however, that the minimum
p* for the latter case is sub-optimum. O

Note that the SD neighborhood setting is a simple case
while the previous lemma indicates that the BD case is
more useful in general.

Next, we find an explicit solution for the optimum
noise PMF f*(n),n € [n] for the SD and BD neighbor-
hood cases. In Section “Optimal noise mechanism for
vector queries’, we discuss the case of discrete vector
queries whose entries are independently subjected to the
mechanism vs. the optimal solution.

PMF for single distance neighborhood

The natural way to express the optimum PMF for an SD
neighborhood setting is by specifying the probability
masses sorted in decreasing order of f(k), Yk € [n]. They
are referred to as {fx)|1 > fio) = fa) = -+ = fin) = O}

Lemma 2 Counsidering the case in Definition 5 where
wxx = [ is constant VX € X,¥X' € XM the noise PMF
minimizing the error rate is such that f@) = f*(hp),
Vh € [n] and the inequality in (14c), can be written in
terms of the sorted PMF as follows:

Jon = €Sjirr) = 0 VR € [n]. (16)

Proof The proofisin Appendix 7. O
To start, let us consider the case § = 0:

Lemma 3 For the SD neighborhood and § = 0, the opti-
mal noise PMF for the modulo addition mechanism is:

Case 1: If (1, (n + 1)) are relatively prime.

fio =Sy kelnls, (17a)
. 1—e¢ .
fo = T =wre =7 O. (17b)
Case 2: If (1, (n + 1)) are not relatively prime.
fiy = Sy ke Ny — 114 (18a)
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OJONO
) ONO ()

(a)Casel: i =3, n="T,here (b) Case 2: o =2, n =T,
(3, 8) are relatively prime. here (2, 8) are not relatively
prime.
Fig. 1 In these examples f*(j1) is single distance, i, away
from £*(0) hence it is assigned e~€f*(0), next f*(21) is assigned
e~¢f* () since it is ;L away from f*(f1) and so on and so forth.
So the order of assignment of values for plot (a) example is:
0,3,6,1,4,7,2,5 and the order of assignment of values for plot
(b) example is: 0, 2, 4, 6. Since the values at 1, 3, 5, 7 are not & away
from f*(2k),k € [N; — 1 = 3]they are assigned 0 value to have
a higher £*(0)

>0

fin =0 k € [n\[ift], Vi€ [Nz — 1] (18b)
* 1—e* *
fiby = T e = *(0). (18c)
— (n+1) * *
where N = mandp =1—f*0).
Proof The proofis in Appendix 8. O

Lemma 3 is verified numerically in Section “Numeri-
cal results” in both Case 1 and 2 (see Fig. 9). We illus-
trate the two cases in Fig. 1.

From (17b) we can observe that for case 1, the error
rate p* depends only on € and n, and for case 2 (see
(18c)), p* depends on both € and Nj;.

Remark 2 1t is notable that in this formulation where
the cost is the error rate, positive probability masses
corresponding to higher noise outcomes tend to be less
likely than those having smaller outcomes. This is why
these designs exhibit low MSE.

Mechanisms with better error rate (lower p) must
allow for § > 0. It can be proven (see Theorem 2) that
the optimal error rate p*(§,€) vs. § curve is piece-wise
linear, interleaving flat regions with intervals with lin-
ear negative slope, see Fig. 2.

We categorize them as “linear regions” and “flat
regions”. Let §; and 8% be the instances of § at which
p*(8,€) changes from kth linear region to kth flat
region and kth flat region to (k + 1)th linear region,
respectively.
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Fig. 2 The variation of p as a function of § for SD neighborhood
showing the alternate flat and linear regions

Remark 3 We state the following results of this section,
i.e., Section “PMF for single distance neighborhood’, for
the case (n + 1, 1) that are relatively prime. For the case
where they are not, the results are obtained by replacing
n with Np = (nt1) in all the expressions and

ged((n+1),1)
explanations.

Let us define the following quantities:

5 = e_(”_k_l)el_ie_6 fork € [n—1]
k= 1 — e—(n—k+De’
(19a)
5 =1, §5:=0 (19b)
1 _ p—€
8y = e~ (1=he ¢ ,fork e [n]y. (19¢)

1— e*(ﬂ*k‘l’l)e

Theorem 2 k € [n]y, in the kth section where p*(8,€) is
flat within 8§ < § < 5y

N s€en=k=he L [n— k],
= {8

0, hen—k+1:mnj, (20)

In the portion of the kth section where p* (8, €) decreases
linearly with 8, which are within §,_; < § < 3%

. sen—k=hye he[n—kj,
Jin = { R (1 — %)he [n—k + 1:n].
(21)
and p*(8,¢) =1 —f(’(‘)).
Proof 'The proofisin Appendix 9. 0

From Theorem 2 we note that the boundary point &
determines the value of f(‘;_k), which is the smallest
non-zero probability mass in the kth flat region. Simi-
larly, the other boundary point 3; = eeéz indicates the
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value of f(:z—k—l)’ which is the smallest non-zero proba-
bility mass in the (k — 1)* flat region. Having calculated
the optimal PMF for the SD neighborhood case in The-
orem 2, the (¢,8) curves correspond to f*(0) =1— p*
for all its n+ 1 possible expressions or, better stated,
they are the level curves p(3,€) = p*. The trend of §

curves is monotonically decreasing with respect to € for

a given p*. Let eg* be the solution obtained setting f*(0)
in (17b) to be equal to 1 — p*:

o*
* 1-— 3760

€  pr=1- (22)

1 — e—ntDey

Then we must have that § = 0 for € > eg . Because this
corresponds to a flat region for f*(0), there has to be a

«
discontinuity moving towards lower values € < €}, and

*

8 must immediately jump to 5;0 when € is an infini-
tesimal amount below €} . This point is the edge of the

linear region. For a range of values of € < eg*, 8 with
respect to € must have the negative exponential trend
8 = (1 — p*)e "¢ obtained from Eq. (21) for h =0,k =1
until the next jump occurs, for a value €’ " which is
obtained by setting f*(0) for # = 0 and k = 1 in (20) to
be equal to1 — p*:

)
1—e¢4

N o *
ef': pr =108 e =1 - (23)

1 _ e*!’lEio
Following this logic, one can prove that the optimum
(¢, 6) curve for a given error rate p* is:

Corollary 1 For a given € > 0, the privacy loss for the
SD neighborhood case with the optimal noise mechanism,
is a discontinuous function of €, where:

5€ — e—(n—k)e(l — oM, E/f* <e< 6,'?:1 (24)

when p* =1 —f(’(‘)) is in kth section, k € [n]+ and e,f* are
the solutions of the following equations:

*

1—e
1— e—(n—&-l—k)e,f* )
(25)
Proof As discussed before the Corollary, for § =0,
the level curves of p*(8,€) = p* as a function of € must

* o* *
Glf =1 —é;k e(n—k)e;j —1_

be monotonically decreasing for ¢ zeg* (see (22))
as € increases. Then the curve will have discontinui-
ties that correspond to the flat regions and the trend
between these discontinuities is obtained through the
equation (1 — p*) =f*(0) = se %€ which implies
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§ = (1 — p*)e~ "=k The kth interval starts at the point

" —"
€= e,‘: such that § = QZ k ensures that fr0)=1-—p%
thus, € = e,f* must be the solution of (25). O

The BD neighborhood
Also in this case we first start with the optimum noise

for § = 0. First, let us express # as:
n=>bi+r (26)

where b = |n/in] and r € [z — 1]. For this case, the ine-
qualities in (14c) can be written as the following:

S —ef*(h+p) <0, Vh e [n], Vi € [Al4.
(27)

Lemma 4 [n the case of a BD neighborhood of size
[, the optimum PMF f*(n) has the following form for
ieb+1]4

Fr) =f*(0e = ¢;, (i—1)jt+1<n < min(if, n).

(28)
and the mass at zero is:
b -1
£*(0) = (1 +aY e+ re—“’“)f) = ¢o.
- (29)

The PMF has, therefore, a staircase trend with steps of
length £; = [ifori € [blyand Ly 1 = rand p* =1 — ¢,.

Proof The proof is similar to that of Lemma 3 because
it recognizes that it is best to meet the inequalities in (27)
as equalities, since that allows for the largest f*(0). The
only difference is that the masses in the first group [t]+
are equal to ¢ = e~ ¢f*(0), thus they constrain a second
group to have value ¢» = e “¢; and so on. There are b of
them that contain & masses of probability and only the
last group includes the last r values. f*(0) is obtained
normalizing the PMF to add up to 1. O

The PMF for § > 0 has staircase pattern (see Fig. 3),
similar to Lemma 4 and, also in this case, for § > 0 the
p*(8,€) has a piece-wise linear trend that alternates
between flat and linear regions. However, the BD neigh-
borhood case has an intricate pattern in which the con-
straints become violations, as the privacy loss § — 1.
Rather than having k = n, the number of sections k is
quadratic with respect to b. To explain the trend, it is
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Fig. 3 The PMF of the optimal noise mechanism for the BD
neighborhood follows a staircase pattern. In the flat region, it
has b + Tsteps and /"' step height is ¢X. Similarly, in the linear region,
the PMF has b + 2 steps and i step height is / (8)
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Fig. 4 The variation of f*(0) as a function of & for BD neighborhood
showing b segments with the alternate flat and linear regions

best to divide the section of the f*(0)=1— p*(§,¢€)
curve vs. § in b segments, indexed by % € [b]; as shown
in Fig. 4. Except for the last interval corresponding to
h = b, the other segments, indexed by 4 € [b — 1]4, are
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further divided into % segments, indexed by j € [4]+ and
this index refers to one of the alternating flat and linear
regions within the 4% interval. This results in k = @
alternating flat and linear regions. Instead, in the seg-
ment indexed by /& = b, there is only one linear region
i.e., f*(0) = 4. The optimum distribution is specified in
the following theorem:

Theorem 3 Let b+r < ji. For a given € > 0 and for
txx € [ils, VX € X,VX € X" (i.e. the BD neighbor-
hood), f*(0) versus § features flat and linear regions as
shown in Fig. 4. In the first (b — 1) segments, indexed by
h € [b— 1]y, each alternating a pair of flat and linear
regions indexed j € [hly, with respective boundaries

QZI. <§< SZJ and 52,1;1 <8< QZ]., with the convention

810 = Op_1_1- The following facts are true:

(@) In the kth flat region, k = Zh_i/ +j = bk Dh +J,

the optimum PMF (c.f. Fig. 3a) fori € [b+ 1]y is:
o) = e “=¢fn,_ <n<n,n,=0,

(30)

where what distinguishes the distributions for each k are

the intervals n,_,<n= ﬂi’i € [b + 11+ with equal prob-

ability mass ¢l[‘. More specifically, considering the kth flat
region, corresponding to the pair h, j with h € [b — 1]4,

J € [hl4, the intervalsn, | < n < n,of the optimum PMF,

fori € [b+ 114, have lengths £; = n,—n,_;
1, fori=0
i, fori e [b—hl4
) -1, fori e [b—h+1:b],
ti= i#£b—h+j+1 (31)
i fori=b—h+j+1 whenj#h

r+h—uyfori=5b+1.

) 1, forj # h,

Uhj { 0, forj =h. (32)
The corresponding indexes sets are obtained as:

n,=0 n=n_,+&, i€lb+1]. (33)
To normalize the distribution f*(0) = ¢l(§ must be:

1 -1
k __ N €
4 = S = (B A) 39
ofy =8 — (L—uyy)e” OIS, (35)

Page 10 of 19
a—1
where & = Ze“e,‘v’a e Nt
i'=0
(36)

ﬁZI = 1 + e—(b—h+l)€ (e—je _ é_—hé)

+@+h— uhj)e_(}’“)E

and the PMF is valid within Qz,j <8< g;,j where:

J
_ "
52' — d)kef(bfh)e 2 :67] €
J 0
j'=0

(37a)
=gpe e i e th—1]
8y = b TV, 5G o = goe”PTDE, (37b)
€ k —(b—h)ese d)](; <€
8, = doe § = = 8pj—1 (37¢)
0

(b) In each of the linear regions, i.e., 32,1;1 <8< Qz,j, the

PMF values vary linearly in groups with respect to §. The
group lengths are:

1, fori=0
i, forie [b—h]4

-1, forie[b—h+1:b],

ti= itb—h+j+1 (38)
1, fori=b—-—h+j+1

r+h—1, fori=b+2

each with probability ¥¥ (8) (as shown in Fig. 3b):

. seb=h=De g€ e [b—h+j]
¥ () = b—h—i+1 / . .
i Selb—h—it >€/s;;e [b—h+j+2:b+2],

b+2
v e=1- Y wfe.
i=0
itb—h+j+1

(39)

(c) In the b segment, i.e. 8, 1, | <8 <1, the objective

function maximum f*(0) = §. So any set of f*(n), n € [n],

n

that satisfy > f*(n) =1—38 and uxy(0) = 1, uxy (n)
n=1

=0, n € [nly, provides the optimal PMF. One of the pos-
sible solutions is:

f1(0) =3, (40)

-5
fr) = ——, n€lnly. (41)
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Note that, in the last segment, the optimal PMF no longer
follows the staircase pattern.

Proof The proofis in Appendix 10. U

In Theorem 3 we cover the case b+ r < 1. When
b+ r > [i the result is not conceptually difficult, but the
optimal PMF is hard to express in a readable form. We
discuss the general case towards the end of Appendix 10.

Corollary 2 For a given € > 0, the privacy loss for the
BD neighborhood case with the optimal noise mechanism
is also a discontinuous function of €, where:

5 =gfe PP - p, hSe<en (42)

when p* =1 — w(])‘(é) is in kth section, k € {@} and
+

6;1),;' h e [b— 1]y, j € [hl4, are the solutions of:
* * _1
o* * k Gy | oCh
€t P = 1—¢g=1—| jia, +ﬁhj . (43)

Proof The proof is a direct extension of that for Corol-
lary 1 and is omitted for brevity. O

Optimal error rates asn — oo

In this section, we study the limit for » — oo of the dis-
tributions for the two cases we studied, the SD and BD
neighborhoods. First, we discuss the § = 0 case. The goal
is to find the relationship between € and p when n — oco.
From Lemma 3 (17b), we see that for SD neighborhood
case, [f*0)=1—p* ) >1—e ¢ = p*(e) > e ¢
as n — o0o. Since, p*(€) is also constrained by 0.5, we have
that the limit function p_ (¢):

* 0.5, € € (0,In 2]
Poo(€) = {eé, € >1In2. (44)
And the optimum PMF is zero for all  # ki, and:
fohf) = (1= pi(e)e™™, heN (45)

Similarly, for the BD neighborhood case and § =0 in
Lemma4asn — co = b — oo, from (29) we get:

. |
do=1—p*(e) — <1 + 1M_ee€) (46)

pre”

= o¥e) > ————
P& = e A =e

(47)

Hence, the expression for p*(¢) for any € > 0 is:
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€ € (0,In(1+ )]

0.5,
Poo(€) = { e €= In(1+ D), (48)

Each of the PMF staircase steps becomes of size 1 and
the values have an exponentially decaying trend:

J3(0) =1— pi.(e) (49)

fm) = f@e™™, (h—1)ji < n < hjt, h e N*.

(50)
For 0 < § < 1, it is convenient to use the indexi =n — k
looking at the trend of the distortion from § = 1, where
f*(0) = 1backward. Because the discontinuities between
flat and linear regions happen at the points where
8§ =67 _,, i € [n— 1] we can see from Theorem 2 the dis-
tortion fori € [n — 1]

1—e~€ l1—e

) < 1 e—GiDe = p*,6) >1— 1 e—GiDe’

(51)

and the size of the intervals shrinks like an o(e™ ), as

i — 400 quickly leading to the same result as § — O,
where the distortion tends to e € as stated before.

Similarly, for the BD neighborhood case, to find the

expressions for ¢3° and ¢;°, it is convenient to use a

new index ¢ = b — h, looking at the trends of the dis-

tortion from 8§ = 1, where f*(0) = 1, going backwards

towards § = 0. In the b* segment (part (c) of Theorem 3,

Sy — 0asb— ooand n — oo for n € [n]; and thus

—€

Jy(0) — 1. For § ~ 1, in the ¢ region we get the follow-
ing expressions by using (34):

. e € . e—(c+j+1)e
U™ T e—f; ,Bb_CJ—> 1— T (52)
— 00 )) — L-e” 53
C, — - )
0@ = e T Ao ey 53
¢ — e, ie[b+1]4. (54)

Now, as ¢ — o0, the expression of ¢3°(c,/) in (53) con-
verges to ¢ as shown in (46), i.e. the result for § — 0.

Optimal noise mechanism for vector queries

Next, we briefly discuss the optimal noise mechanism
design for vector queries to explore what difference it
makes to optimize after mapping each vector onto a
number in [#] vs. adopting the mechanism on an entry-
by-entry basis. In fact, let each entry of a vector query be
in the set Q. In the first case, the MILP formulation of the
problem defined in (13a)—(13g) can be applied directly to
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Fig. 5 Comparison of the proposed optimal mechanism in terms
of the expected distortion costs with those proposed in Ghosh
etal. (2009), Canonne et al. (2020), Sadeghi et al. (2020), McSherry
and Talwar (2007), Ravi et al. (2022). In plot (a), the optimal noise
mechanism is compared in terms of MSE, o, with the discrete
geometric mechanism, discrete Gaussian mechanism, and Gumbel
mechanism for a fixed a value of § = 0.3and n = 8. In plot (b),
the optimal noise mechanism is compared in terms of error rate, ptf,
with the discrete geometric mechanism, discrete count mechanism,
and data independent mechanism for a fixed a value of § = 0.5
andn=7

vectors of queries considering the masses of probabilities
as a joint PMF, with arguments corresponding to all pos-
sible tuples in QX. In Section “Numerical results’, we pro-
vide two examples for 2D vector queries—one for the BD
neighborhood and another for an arbitrary neighborhood
(see Fig. 13). We observe that for the BD neighborhood
case, the optimum noise mechanism follows a staircase
pattern in 2D as well and for the arbitrary neighborhood,
the optimum noise mechanism has e™“f*(0) values at
) = Wy, where boldface letters are vectors.

Remark 4 In general, the optimal multidimensional
noise mechanism does not amount to adding inde-
pendent random noise to each query entry. In Section
“Numerical results” we corroborate this statement by
showing a counter-example obtained using the MILP
program for the vector case, considering a two-dimen-
sional vector query.

Numerical results

First, we compare the performance of our proposed opti-
mal noise mechanism with the discrete geometric mech-
anism (Ghosh et al. 2009), discrete Gaussian mechanism
(Canonne et al. 2020), classical exponential mechanism
(McSherry and Talwar 2007), discrete count mechanism
(Sadeghi et al. 2020), and data independent mechanism
(Ravi et al. 2022). In plot 5a, the performance is com-
pared in terms of pM5E vs. ¢ for a fixed value of § = 0.3.
Similarly, in plot 5b, the performance is compared in
terms of pER vs. € for a fixed value of § = 0.5. From the
plots, it is clear that the proposed optimal noise mecha-
nism significantly outperforms all these mechanisms.
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Fig. 6 This plot shows the adverse effect of clamping operation
on the (¢, §) trade-off for discrete geometric and discrete Gaussian
mechanisms. The following parameters are used:n = 8, = 0.7
ando? = 3.38

Popular mechanisms for discrete queries are adding a
random variable from a geometric distribution (Ghosh
et al. 2009; Balcer and Vadhan 2019) or a quantized
Gaussian distribution (see e.g. Canonne et al. 2020).
Clamping is an operation in which the query response
q is projected onto the domain [#] for any n € Z (Ghosh
et al. 2009), i.e.:

é = min(max(O, q+ 7)), I’l) (55)

Let F,(n) denote the cumulative distribution function of
n; then the distribution of g in terms of the distribution of
n after clamping is as follows:

Fn(_q)x k =0
Siklg) =1 folk —q), keln—1]4 (56)
1-F(n—q) k=n

From (56) one can compute the (¢,8) privacy curve
using (2), (3) and (56). After clamping the (¢, §) guaran-
tees provided by the said DP mechanisms are different
from the ones calculated for n = 400 as shown in Fig. 6,
reported for the same MSE = 3.38. From the figure, it
is clear that clamping increases § for the same € budget,
and this effect is particularly pronounced in the case of
the Gaussian mechanism. Hence, it is not advisable to
use infinite support-based noise mechanisms, such as
discrete geometric and discrete Gaussian, in tandem
with clamping operations to publish the discrete query
response with finite support.”

® The clamped Geometric mechanism has only one predefined parameter,
«, from which one can choose, whereas we choose all probability masses, so
we do not have a single distribution, but we define a class of optimal distri-
butions as the output of the optimization problem.
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Fig. 7 Comparison of the proposed optimal mechanism

in terms of (¢, 8) trade-offs with those proposed in Ghosh et al.
(2009), Canonne et al. (2020), Sadeghi et al. (2020), McSherry
and Talwar (2007). In plot (a), the optimal noise mechanism

is compared with the discrete geometric mechanism,
discrete Gaussian mechanism and Gumbel mechanism

for a fixed MSE, i.e, plr = e, = Pl = Plpt. = 06101
and n = 8. In plot (b), the optimal noise mechanism

is compared with the discrete geometric mechanism, discrete
count mechanism, and data independent mechanism, i.e.
f0)y=1- p,EﬂRd_,f(n) = p/En’jj'/n, n € [nl4, forafixed ER ie,

R _ R _ R _ FR _ _
PGeo. = Pcne. = Popt. = Ppg. = 0.3andn =7

0.6

0.2

0o 1 2 3 4
n
Fig. 8 This plot shows the PMF of the optimal noise mechanism
compared with both the Gaussian and geometric mechanisms. The
following parameter values are used:n = 8, = 0.7,¢ = 1,6 =0,
and o? =338

t
D

7

Next, we now test the modified MILP problem (15a)
of minimizing 8, constraining the error rate p = pR
and solve the MILP numerically using Gurobi as the
solver. For a fair comparison, we consider the measure of
errors vs. the ER and MSE, and respective parameters of
the noise mechanisms viz., & in Ghosh et al. (2009), o2
in Canonne et al. (2020), 8’ in Adams (2013)°, and p in
Sadeghi et al. (2020), Ravi et al. (2022); the results are
shown in Fig. 7. In plot 7a, we show the comparison of

6 To realize the classical exponential mechanism based DP (McSherry and
Talwar 2007), we utilize the addition of Gumbel(e, B’) distribution to the
query inputs (Adams 2013), where g’ is a parameter.
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Fig.9 These plots show the PMF of the optimal noise mechanisms
for the SD neighborhood case and the following parameter values
are used for both n = 7,e = 0.75. i = 3is used in plot (a), whereas
i = 2in used in plot (b)
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Fig. 10 These plots show the PMF of the optimal noise mechanisms
for BD neighborhood case and the following parameter values are
used:n = 8,1 = 3,€ = 1.5.In plot (a) we see that the optimal noise
mechanism follows staircase pattern starting fromn = Twithb = 2
steps of length & = 3and one last step of length r = 2. In plot (b) we
show how staircase pattern and step lengths change with §. It can be
seenatd = 58 =0.1212,6 =85 =0.1238,and § = 85 = 0.1522step
lengths are: (1,3,3,2) (blue coloured bars), (1,3,2,3) (red coloured bars),
and (1,3,2,2,1) (yellow coloured bars), respectively

the proposed optimal noise mechanism with the discrete
geometric, discrete Gaussian, and Gumbel mechanisms
for a given MSE = 0.6101. Similarly, in plot 7b, we show
the comparison of the proposed optimal noise mecha-
nism with the discrete Gaussian mechanism, discrete
count mechanism, and data independent mechanisms
for a given ER = 0.3. From the plots, it is clear that the
proposed optimal noise mechanism significantly outper-
forms all these mechanisms Ve > 0.

Now, we provide the comparison between the PMFs
of optimal noise distribution with regard to Gaussian
and geometric distributions in Fig. 8 for the same MSE
parameter for all the distributions. From the plot, we
can observe that the probability mass at n = 0 is maxi-
mum for the proposed mechanism, which validates our
claim of the least error rate among these mechanisms.

In the following figures, we show the structure of the
PMF associated with the optimal noise mechanism.
First, we consider the SD neighborhood case. More spe-
cifically, the plots in Fig. 9 show the PMF of the optimal
noise mechanisms, f*(n),n € [n], for SD neighborhood
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Table 1 The PMF of the optimal noise mechanism for different
valuesof§forn=8,u =3, =15

§=0 § =0.1212 § =0.1238 § =0.1522
*(0) 0.5432 0.5432 0.5548 0.5575
(1) 0.1212 0.1212 0.1238 0.1244
*(2) 0.1212 0.1212 0.1238 0.1244
*(3) 0.1212 0.1212 0.1238 0.1244
*(4) 0.0270 0.0270 0.0276 0.0278
*(5) 0.0270 0.0270 0.0276 0.0278
*(6) 0.0270 0.0270 0.0062 0.0062
*(7) 0.0060 0.0060 0.0062 0.0062
*(8) 0.0060 0.0060 0.0062 0.0014

case for i = 3 in Fig. 9a and for it = 2 in Fig. 9b. In the
left plot, we see that f*(n) is non-zero for all n € [#]
since (m+1,[1) are relatively prime but in the right
plot, we see that f*(n) is zero for n € {1,3,5,7}, since
(n+ 1, ) are not relatively prime (see Fig. 1 for the rea-
soning). From the plots we observe that as § increases,
f*(0) increases and since error rate, pt&, is 1 — f*(0)
it decreases with increase in §. And in the right plot,
at some of the n € [n]; values, zero probability mass is
assigned. Hence, we see a higher value of f*(0) com-
pared to the corresponding values in the left plot, thus
having a lower error rate in the right plot for a given
S value. Recall Lemma 2 and Lemma 3, to see that
fr0) = f*B) = f*6) = f*(1) = f* () = f*(7) = f*(2)
> f*(5) in Fig. 9a which are represented using f, i € [n],
respectively. Similarly, we observe f*(0) > f*(2) > f*(4)
> f*(6) and rest f*(1) =f*(3) =f*(5) = f*(7) =0 in
Fig. 9b. Next, we consider the BD neighborhood case.
The plots in Fig. 10 show the PMF of the optimal noise
mechanisms, f*(n),n € [n], for BD neighborhood case
for 6 = 0 in Fig. 10a and for § > 0 in Fig. 10b. In the left
plot, we clearly see the staircase pattern with step sizes
equal to i1, except for the last step. In the right plot, we
see that step widths change as § increases its values while
the staircase structure is maintained. Note that the verti-
cal height of each step is e€ times higher than the previous
one, as can be seen in Fig. 10b and in Table 1. Also, from
the plot in Fig. 10b and Table 1, one can observe as the
value of f*(0) increases (thus the value of p“R decreases)
as § increases, as it is expected.

Next, we consider the vector query case and pro-
vide a counter example to support Remark 4 for a two-
dimensional vector query. Let n =4,¢; = 1.5,63 = 1.5,
€ =3, uxx ={0,1,2},6 = 0. The optimal noise mecha-
nism for (€1, 0) and (e, 0) DP are: f*() = f5 (n) = [0.6469
,0.1443, 0.1443, 0.0322, 0.0322]; the values of the optimal
noise mechanism PMF f*(n1, n2) for (¢, 0) are in (57):
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0.6954: 0.0346 0.0346 0.0017 0.0017
0.0346 0.0346 0.0346 0.0017 0.0017
0.0346 0.0346 0.0346 0.0017 0.0017 (57)

0.0017 0.0017 0.0017 0.0017 0.0017
0.0017 0.0017 0.0017 0.0017 0.0017

The marginal distributions happen to be equal,
which makes sense in terms of symmetry:

Sfilm) =32 _of*(n1,m2) = f2(n2) and they have masses
[0.7681, 0.1073, 0.1073, 0.0086, 0.0086]. We can observe

that f*(n1,m2) # fi()f2(m2).
The plots in Figs. 11, 12, 13 and 14 are self explanatory.
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Fig. 11 These plots show the error rate for the BD neighborhood
case v/s parameter 1. In the left plotn = 9, § = 0.2, and in the right
plotn =9, € = 2are used
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Fig. 12 Error rate p for the SD and BD neighborhood cases
Vv/s parameter §, respectively, confirming the trends predicted
by Theorems 2 and 3. Inplot (@)n = 9, o = 3and in plot (b)
n=29, ix = 3are used

Fig. 13 The optimal noise joint PMF for two-dimensional vector
query case for a BD and arbitrary neighborhoods, respectively. In
plot (@) the parameters are:n = 4, € = 3, i1 = iy = 2.Inthis BD
neighborhood example, the staircase pattern is similar to the scalar
query case in Theorem 3. In plot (b) the following parameters
areused:n =6, € = 3, uy = {1,3}, w2 = {2,5}. In this arbitrary
neighborhood example, the second largest peaks can be
observed at the union of distance one set of each dimension, i.e.,
[1,2], 11,51, 13,21, [3,51
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Fig. 14 These plots show the PMF of the optimal noise mechanisms
when the Advanced Metering Infrastructure (AMI) database

is queried from 1416 houses that belong to 12 distribution circuits
across California, USA. We use it = Uyyex va'exx‘” xy- In the left

plot, 11 quantization levels are used, hence n = 10. In this example,

o =1{1,2,3,4}is observed. In the right plot, 17 quantization levels are
used, hence n = 16.In this example, &t = {1, 3, 5,6} is observed. From
these figures we observe that f*(n) is considerably larger

forn € {ft U0} than those n € [n]\{/t U 0}

Conclusions and future work

Considering queries whose domain is discrete and finite,
in this paper we proposed a novel MILP formulation to
determine what is the PMF for an additive noise mecha-
nism that minimizes the error rate of the DP answer for
any (€, §) pair. The modulo addition between the noise
and the queried data is modulo n + 1 equal to the size
of the query domain. For two special cases, which we
referred to as the SD neighborhood and bounded differ-
ence (BD) neighborhood, we have provided closed-form
solutions for the optimal noise PMF and its probability
of error versus § for a given € and studied the asymptotic
case for n — co. We also compared the proposed opti-
mal noise mechanism to state-of-the-art noise mecha-
nisms and found that it significantly outperforms them
for a given ER or MSE. In the future, we plan to leverage
these results in several applications that have to do with
labeling data as well as a building block to study theoreti-
cally queries with finite uncountable support as well as
the case of vector queries, whose optimum PMF can be
calculated with our MILP and does not appear to be the
product of the optimum PMFs for each entry.

Appendix

Proof of Proposition 1

Let us define the domains of ¢, g, and g(g) to be Q1, Qa,
and Qs, respectively. The given function is g : Oy — Q3.
We can prove that (¢,5) — PDP is preserved in general
under post-processing if g(g) is bijective. In fact, in this
case Qy = Q3 and the probability mass of g(g) in QO3
domain, i.e., fy(5)(g(g)), is equal to the probability mass of

the corresponding argument g. So, VX € X, VX' € x®,
it is trivial to see that:
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Lyx (g(@) = Ly (9)

and that the probability § of the leakage event
Lxx'(g(q)) > € remains the same. If § =0 then the
€ — PDP is always preserved. The case |Qy| > |Q3| is the
interesting one (e.g. clamping): in this case multiple val-
ues of g € V; map onto a single value g(g) = g. Next,
we show that Lyy/(q) < € with probability one implies
Lxx(g(q)) < e with probability one. In fact, since for all

4, f@X) < ef(@X):

(58)

- 1X) > gev, S (@1X)

L}O(/(g(q)) — log f(g - — log qE€Vyg _ -

SglX") 2 qev, S (@IX)
N 59
Sy, €F@IX") (59)

<log—=—"—— =
S ien, [ @X)
Proof of Lemma 2

When the objective is minimizing error rate, it
is natural to introduce the inequality constraint

Joy=r"0)=05=1- oFR, . Hence, S0y = suPvkepm fky
Now, substitute = 0 and pxx = [t in (14c) we see that
f*(0) < ef*(fr). Since we are minimizing the sum of the
mass away from zero, we assign f*(ft) to the minimum
possible value, which is f*(ft) = e~ ¢f*(0) in this case.
Similarly, from (14c) we see that f*(k) < eSf*((k + 1)),
k € [n — 1]4, and we are minimizing the sum of the mass
away from zero, we need to assign f*((k + 1)/i) to the min-
imum possible value, which is f*((k 4+ 1)j1) = e~ ¢f*(k1).”
Since € > 0, f*(ki1) > f*((k + 1)f1), Yk € [n]. Hence, we
can write f&) = f*(kp), Yk € [n]

Proof of Lemma 3
Case 1: ({i, (n + 1)) are relatively prime.

The prooflogic is as follows. Since minimizing the error rate is
equivalent to having the maximum mass possible atn = 0, we
expect f*(0) = sup, [,/ " (). The constraint (16), implies
f*() = e <f*(0). Also that for any n = ki, k € [2: n],

frkp) = e ¢f*((k — D) > e kéf*(0) and f*((n + DA
> e “f*(nfr). From all these inequalities and the con-
straint (14a), we conclude that what would allow having the

7 Note that for f*(nj1), there is no choice to assign any value since it will be
automatically fixed once f*(kf1), k € [n — 1] values are fixed and it is trivial
to see that *(nt) = minf*(kf1), Yk € [n].
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largest mass of probability at 7 = 0 is meeting all constraints
as equality, starting from the first. Since i and # are prime,
the multiples of /i eventually cover the entire range [n] and
therefore: f*(kji) = e’kef *(0), k € [#n] This result leads to
the optimum distribution in Lemma 3. Now, f*(0) can be
computed as follows:

fFO)+e 70 +...+e "f*0) =1 (60a)
. 1—e¢
= [0 = 1= o GiiDe" (60b)

Case 2: ({i, (n + 1)) are not relatively prime.

The same argument of Case 1 holds for k € [N; —1]4,

where Nj = % ie, f*(kp) =ekef*0), ke

[N; —1]+. However in this case, since for k =N,
S*(Ng 1) =f*(0) and the cycle repeats over the same
exact values covered from zero up to (N — 1) which
does not include all PMF entries. Since we are minimiz-
ing the objective function to satisfy all the inequality con-
straint f(:)) =f*0) > 05=1— pf® and (16) for all k
values that are not constraining f*(0), the best choice is
to assign them zero, ie., f*(k)=0,k € [n\[al
Vi€ [Ny — 11,

Proof of Theorem 2

We focus on Case 1, as Case 2 follows from Remark 3. In
Lemma 2, we clarified that it is best to deal with ordered
values, and in Lemma 3, we specified f&), heln), as a
function of € > 0 for § = 0. The best solution for p(¢, §)
initially does not change until violating an inequality in
(16) yields better accuracy. This happens as soon as the
second smallest value f(‘;hD corresponding to § =0 is
JGi—1) = 6, which is the upper-limit 5o from (). The rea-
son why it is fj,_;) and not f7, matters because surely

Sy < €/7(0) which in the modulo # sum is the value
that follows and that we aim at maximizing. At this point,
for 8o < 8 < &; the value of SGi—1) = 6, all the values for
0 <h <n—1 meet the constraints with equality and
thus fij, = e"=1=M 5, while the last value S(n) progres-
sively diminishes until it becomes zero, as shown in equa-
tion (21), at the start of the next flat region. This pattern
continues until eventually one by one all # — 1 masses
become zero except for f*(0) =1 = §¢.
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Proof of Theorem 3

In Lemma 4, we have the expressions for ¢;, i € [b + 1]+
for € > 0 and § = 0. The best solution for p*(8, €¢) does
not change w.r.t § > 0 until violating an inequality in (27)
to yield better accuracy. The key to the proof is under-
standing that the first inequality to be violated occurs
when considering § greater or equal not to the smallest
PMEF value but to the PMF values of the third to the last
group in § = 0 case, i.e., ¢p_1 = §, whose value equals
the first boundary point 38,0 (see (37b)). The inequal-
ity violated is with respect to the PMF of the second
to the last group, which is ¢, which becomes = § and
¢p—1 > e°S. The reason why the PMF of the last group,
i.e. ¢py1, does not violate the inequality in (27) is that
dpi1 < e“do (we use ¢ since we are doing modulo sum-
mation) is always true for all members of this group, due
to the fact that ¢ is the objective function which we are
maximizing. Similarly, the PMF of the second last group,
i.e. ¢p, does not violate the inequality in (27) because
some members of this group do not violate the inequal-
ity ¢, < e ¢ for the same reason as stated above. At this
point, for g < § < 8,1 the value of ¢_; = 6, the PMF
values for i € [b — 1] meet the constraints with equal-
ity and thus l/fl-l (8) = seb=1=9¢ for i € [b—1]. At this
point, the group with PMF ¢,, whose length is £, = 1,
splits into two groups, one of length ¢, = (it — 1) and
the other with a singleton step £;,; = 1. This split hap-
pens to assign more probability mass at ¥} (8), which is
our objective, while still violating the constraint in (27)
between § = w;_l((ﬁ) and %}H (8) in order to lower the
error further. For i = b and i = b + 2, the PMF values
satisfy the constraints with equality, hence wl} (8) = se~be
and 1/’1} 12(8) = se~(b+De while the unconstrained single-

ton step PMF Ipl} 41(8) decreases until it joins the next
group since it has matched its value, and becomes d)é ot
as shown in equation (30), at the start of the next flat
region, i.e, for §;; < 4§ < 81,1- In this region, the PMF of
every group is e~ € times the PMF of previous group sim-
ilar to Lemma 4; the only change here is the lengths of
b and (b + 1) groups which are now £, = (jz — 1) and
bpy1=r+1

Now we provide the reason for splitting only groups
of lengths i using contradiction. Suppose there is a
group i of length ¢ < i which splits at the beginning of
a linear region k € [b]1. As we know, for this group to
split there must be a violation of the inequality in (27)
between the PMF values ¢Ik__11 = 6§ and d)f ~1, Now, qbf -1

splits into ¥ (8) of length (¢ — 1) and y%, | (8) of length 1,
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which decreases as § grows. We see that wi]jrl(S) is< i

distance away from at least two members of the wl-lil(é)
group leading to at least two violations in the inequali-
ties in (27) which makes the actual privacy loss > 24, in
violation of the inequality constraint in (13c), which is a
contradiction.

From the discussion in the previous paragraph, for the
next linear region, we now search for a group of length
[ with the smallest possible PMF, which is found to be
(b—1t group, whose PMF is qbg_l. For this group to
split and enter into the linear region, we should have
8 =¢} ,. As explained in the first paragraph of this

proof, the same process follows in this linear region too,
ie., for 811 <8 < §85;. In the next flat region, ie., for
8,51 < 8 < 82,1 the step lengths, as compared to previous
flat region, which have been altered are ¢, ; = (& — 1)
and ¢, = ji. Now, observe that b7 group has length
i and from the discussion in the previous paragraph,
this group splits at the end of this flat region, i.e., when
§=¢ ,+¢? | =d2e ® V(1 +e ) =3,;. In this
case the inequality in (27) are violated by both ¢>§_2 and
¢Z_1’ hence the summation and the reasoning for (37b)
(this was missing in SD neighborhood case). For the same
reason, in the next linear region ie., for 831 <8 < §,,
the normalizing factor (1 4 e™¢) = &; is used while com-
puting the PMF values in (39).

These alternate flat and linear intervals are formed as §
increases and the process continues until all the remain-
ing groups of lengths & split into groups of lengths
(it — 1). The expression for éh,j’ helb—1]y,j€ M+
in (37¢) is computed using f*(0) vs. § curve (see Fig. 4)
in the linear region between qbg ~land d)lg , the slope cor-

responding to w(])‘ d)ie. e(h’h)e/éf from (39). i.e.,

8, = 81 + (@5 — ¢ e TS
— ¢(/§—1ef(h7h)€sj6 + (¢(]){ _ ¢g—1)67(b7h)€§j€
k —(b—h
= ¢Oe ( )egje'
(61)
Now, we find the simplified expression for the value of ¢>§
from the fact that q)l()( + Zf’:ll 14 i¢f = las following:

b—h b
go| 1+ Ay e +(i—1) > el
i=1 i=b—h+1
izb—h+j+1

+ ;Zuhjéf(b*thjJrl)e +(r+h— uhj)ef(hﬂ)e):l
(62)
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By further simplifying, we get:

b
¢(l§ =(1+ ﬁze—ie — a1 - uhj)e—(b—h+j+1)e
i=1
b -1
+ e~ (b—h+j+1e +(r+h—uhj)ef(h+1)e _Zefie
i=b—h+1

0f = (il + Bfy)  see (34)

The last group has length b 4 r which is less than x in our
case. This assumption simplifies the analysis, hence trac-
table. Even though the pattern is same, the case b +r > [
complicates the analysis because, for j € [h];+ and for
every /1 € [b]4, instead of increasing / when j = &, j must
be increased beyond /4 to accommodate the groups of
lengths [t created by the last group whenever its length
r + h exceeds ji. Hence, we do not discuss the analysis of
this case, but we do provide some numerical results in
Section “Numerical results”.

Abbreviations

N Set of natural numbers including zero
N+t Set of natural numbers excluding zero
Z Set of integers

R Set of real numbers

[n] {0,1,....,n},neN

[N+ {,..., n},n e NT

Lk] Floor function of k

k] Ceil function of k
lA| Cardinality of set . A

A\B  Setdifference between sets A and B

X Database

X Data point(s) in database X’

X' A neighboring dataset of X differing by a data record

Pr(A)  The probability of occurrence of an event A

Q Query function

Q Discrete set of query answers

q A query answer

g The randomized query answer

fa The PMF of a random variable A

fr The optimum noise PMF of random variable A

3 The optimum noise PMF as n — oo

fiky The (k + 1)th largest probability mass

€ DP budget

3 Probability of information being leaked

Ly Privacy loss function (Eq. 2)

A" Neighborhood set of dataset X

n Discrete noise random variable

X! Query distance between X and its distance one neighbor X’

Ux! Indicator function which is active when the privacy leakage function
is more than the privacy budget, e

Pn Distortion caused by noise value n

E[A] Expectation of a random variable A

ptR Error rate

p* Optimum error rate

ok Optimum error rate asn — oo

pME Mean Squared Error
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Auxiliary variable equal to f () ux (17)

Set of query distances,V X € Xand X’ XX(”

The constant query distance in the Single Distance case

The maximum query distance in the Bounded Difference case

The maximum query distance in the Bounded Difference case

K ith step height in the flat region of the PMF of the optimal noise
mechanism for BD neighbourhood case

TR :§§

lp/k (8)  ith step height in the linear region of the PMF of the optimal noise
mechanism for BD neighbourhood case

5 The instance of § at which p*(8, €) changes from kth linear region to
kth flat region

5 The instance of § at which p*(8, €) changes from kth flat region to
(k 4+ 1)th linear region

r Reminder when n is divided by 7z

b Quotient when n is divided by 1z

Ny Ratio between n + 1and gcd((n + 1), )

Fa The cumulative distribution function (CDF) of random variable A

o Parameter of geometric distribution used in the paper

B Parameter of Gumbel distribution used in the paper

AMI Advanced metering infrastructure

BD Bounded distance

DP Differential privacy

ER Error rate

LP Linear program

MSE Mean squared error

PDP Probabilistic differential privacy
PMF Probability mass function

SD Single distance

GCD Greatest common divisor

MILP Mixed integer linear program
2D Two-dimensional
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