Syntax: An AEAD scheme is a 3-tuple IT = (IC, &, D) where

o K is a probabilistic algorithm that returns a string;

o £isadeterministic algorithm that maps a tuple (K, N, A, M) to a
ciphertext C= &£(K, N, A, M) of length |M]+r; and

* Disadeterministic algorithm that maps a tuple (K, N, A,C) to a
plaintext M or the symbol L

IfC=&(K,N,A, M) = 1LthenD(K,N, A, C)=M

All-in-one definition

AdVT(A) = PrATS P 1) - PrAY ) 5

A may not repeat any N query to its Enc oracle.
It may not ask Dec(N, A, C) after an Enc(N, A, M) returned C.

Two-part definition

AdvaV(A) =Pr[A®" ) = 1] - Pr[A%) = 1]
A may not repeat any N query.

Adv™(A) = PrIA®™ ™) forges]
t Rd
It outputs an (N, A, C) where D(K, N, A, C) =L and

no prior oracle query of (N, A, M) returned C












K2 =2 E(0)
K3 =4 E(0)
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