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5. Refer again to problem 4. Several students provided the following elegant construction to turn an n-bit
blockcipher into a 2n-bit one:
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A. Does this construction provide a secure PRP if E is a secure PRP? Either prove that it does, using
a game-playing proof, or prove that it does not.

B. Consider the same construction but using different and indpendent keys for all four of the underlying
blockciphers. Does this construction yield a secure PRP if F is a secure PRP? Either prove that it
does, using a game-playing proof, or prove that it does not.

6. Consider the following notion of security for a symmetric encryption scheme II = (K, &, D), which we
might call indistinguishability from random bits:

AdvI®(4) = Pr[Af<0) = 1) — Pr[AY = 1]
where K is sampled from I and the second oracle, asked a query X, computes Y’ EEx (X) and returns

|Y'| uniform random bits. (Assume of II that |Ex (X)| depends only on |X|.) Formalize and prove that
security in the ind$-sense implies security in the real-or-random (ind) sense.



