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Main Result

The goal of the paper, due to Bellare, Cash, and Keelveedhi, is to provide efficient tweakable ciphers that
are proven to securely encipher their own keys. Specifically, they proposed a narrowblock design(data is n
bits long where n is the block length) StE (based on XEX [5]) and a wideblock design(data is mn bits long
for m > 2) EtE (based on [4]).

Conventional Symmetric-Key Encryption

The security notions of a conventional symmetric-key encryption that we usually consider are IND-CPA (or
stronger IND-$) security (in terms of chosen-plaintext attack), and IND-CCA (or stronger AE) security (in
terms of chosen-plaintext attack). The schemes to achieve them have to be randomized or stateful. In other
words, the length of a ciphertext has to be longer than its corresponding plaintext.

But there are applications which asks for length-preservation like disk encryption. In such scenario, we
consider using ciphers. Cipher is a family of deterministic, length preserving permutations over the message
space. For example, AES is considered to be a “good” cipher. We use the notion E : K x {0,1}" — {0,1}"
to represent a typical blockcipher in class. The security notions are PRP and strong PRP (SPRP, or PRP-
CCA). A tweakable blockcipher is a map E : {0,1}* x T x {0,1}™ — {0, 1}™ that takes input a k-bit key
K, a tweak T drawn from the tweakspace T and a m-bit message M to return an m-bit output E(K, T, M).
The security notions are tweakable PRP-CPA or tweakable PRP-CCA.

In this writeup, we consider both the conventional symmetric-key encryption and cipher.

Encryptions and Ciphers in the presence of Key-Dependent Mes-
sages

The above-mentioned notions for encryption and cipher are not adequate for circumstances where one en-
crypts messages that depends on the underlying secret key. We call the new notion as KDM security.

This is desirable in some areas such as disk encryption conducted by the Security in Storage Working
Group (IEEE P1619). The KDM security notions can be applied to ciphers, symmetric key encryption
and even public key encryption. For example, Camenisch and Lysyanskaya use KDM secure public key
encryption to construct anonymous credential (which is not the focus of this writeup).

This paper focus on a specific case of cipher that encrypts the key and I would like to focus on the
symmetric key setting in this writeup.
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Key-Dependent Messages (KDM)

KDM refers to an attack model that allows requested plaintexts to depend on the underlying decryption key.
It is a very strong definition of security that allows the adversary indirect access to hidden keys. I would like
to show the notion of symmetric KDM security under the standard model. For the notion of KDM security
in the public-key setting, please refer [2].

KDM Secure Encryption. Similar with IND-CPA notion, the notion of IND-KDM security defines two
experiments, Real and Fake. Initially, a vector of keys K = (K1, Ks,--+). Fori € {1,2,---} do K & k.
- Real: The Realk takes input j € {1,2,---} and a function g that maps K € ({0,1}*)* to g(K) €
{0, 1}*, probabilistically encrypts M = g(K) under key K.
- Fake: The Fakek takes input j and g, probabilistically encrypts |g(K)| zero-bits under key K.

Definition 1 (IND-KDM - standard model-symmetric setting). Let II = (K, &, D) be a symmetric encryption
scheme and let A be an adversary. For Ke ({0,1}*)°, let

Realk be the oracle that on input (j,g) returns C & &k, (9(K)) and let

Fakex be the oracle that on input (j,g) returns C & Ex,; (019

Advidm(A) ©priK & ks ARealk — 1] — pr[K & K AFakex — 1
I

A Caveat. Note that this definition is described in a way that a sector of keys are involved which
we call the multi-user setting. Indeed, it seems to entail a loss of generality by just assuming one sin-
gle key. An interesting example one usually consider in the reference is to circularly encrypt keys, i.e.
Ek,(K2), Ex, (K3), -, Bk, (K1).

Also this is not a problem for a conventional encryption, since single-user setting security implies multi-
user setting security (using hybrid argument).

Random Oracle Based Definition. It is proved in paper [2] that there exists a KDM-secure randomized
encryption scheme in the random oracle model, which is defined in the following.

Definition 2 (IND-KDM - RO model-symmetric setting). Let I = (K,&,D) be a symmetric encryption
scheme for the RO model, and let A be an adversary. For Ke ({0,1}*)%°, let

Reali be the oracle that on input (j,g") returns C & EII;IJ_ (¢ (K)) and let

Fakex be the oracle that on input (j,g") returns C & 5};17, (O‘QH(K)‘)

Advidm(A) € 1 PrK & K, H E QAR — 1] — PriK &K H & Qs ARk — 1))

KDM Secure Cipher. This paper does not use random oracles while still proves KDM secure PRPs. To
be specific, this paper defines and focus on ®-PRP-CCA security where ® is a class of functions that map
n-bit keys to mn-bit inputs. ® is an arbitrary function in the definition of security notions, when it comes
into the construction the author in [1] only consider ® as an identity function. (This is in light of the negative
result from [3] and due to the consideration of efficiency and, of course, the application driven.) Here we
slightly deviate the definition from [1] for consistency.

Definition 3 (»-KDM-PRP-CCA - standard model). Let E : {0,1}¥ x T x{0,1}™ — {0,1}™ be a tweakable
blockcipher and let A be the adversary. Let Perm(T,n) be the set of all mappings from T to permutations
on n bits. Let

Realk be the oracle that on input (T, $) returns C & E(K,T,¢(K)) and let

Fakex be the oracle that on input (T, ¢) returns C & (T, p(K))
AR (A) = PriK & K2 APCOET () Reale = 1] - Prin & Perm(T,n), A7) () Fakere — ),
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where, above, the adversary A is not allowed to deciphering query with (T, C) for C previously received from
the key dependent function oracle.

A Narrowblock Cipher Construction

First, the authors construct a narrowblock tweakable blockcipher StE that can securely encipher its own
key. Let E: {0,1}¥ x T x {0,1}" — {0,1}" be a tweakable blockcipher that has the same key length and
message length n. Fix an arbitrary tweak v € T and an arbitrary message o € {0,1}". Both v and « are
public parameters known to the adversary. The scheme transforms StE, , to another tweakable blockcipher
F =StE, ,[E] : {0,1}" x T\{7} x {0,1}" — {0,1}". The function F' and F~! are defined as follows:

F(K,T,M) F~YK,T,C)

01 H + E(K,v,q) 01Y «+ D(K,T,C)

02If M =K thenY «+ E(K,T,H) 02 H + E(K,v,«)

03 Else If M = H then Y «+ E(K,T,K) 03IfY = K then M < H

04 Else Y + E(K,T,M) 04 Else If Y = H then M < K
05 Return Y 05 Return M

Security Intuition. To sketch the proof of StE. The only line that encrypt the key K is the third line,
where M equals H, which is very unlikely and named “hidden” point in the paper. The reason comes from
the fact that H is the encryption of K, v, and « and the restriction that the tweak  is removed from the
oracle of the adversary.
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