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TS//SI//IRELto USA, FVEY

s/ren) IPhone Location Services

Uy Who knew in
1984...
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TS//SI//REL to USA, FVEY

s/rev) iIPhone Location Services

(U) ...that this would
be big brother...

TS//SI//REL to USA, FVEY
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TS//SI//IREL to USA, FVEY

s/ren IPhone Location Services

(U) ...and the
x: zombies would be
| |‘ ‘ paying customers?

TS//SI//REL to USA, FVEY
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SECRET/REL TO USA, AUS, CAN, GBR, NZL//20320108

New Collection Posture
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Quotes from the “SIGINT Philosopher”
Jacob Weber, 2012

(U) | found myself wishing that my life would be constantly and completely
monitored. It might seem odd that a self-professed libertarian would wish an
Orwellian dystopia on himself, but here was my rationale: If people knew a few
things about me, | might seem suspicious. But if people knew everything about
me, they’d see they had nothing to fear.

(U) | guess if we [the NSA] were a corporation, we could make our mission
statement ... this: “building informed decision makers — so that targets do not
suffer our nation’s wrath unless they really deserve it — by exercising deity-like
monitoring of the target.” Now that’s philosophy.

https://www.documentcloud.org/documents/2259077-the-sigint-philosopher-is-back-with-a-new-face.html 7135
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The basics are not known

Phone, Email
Skype, SMS,
PGP / Windows, ...

Phil Steven

How many copies of the communications are archived, by whom, for how long?
What algorithms are applied— or will be applied — to the data?
What is the data combined with?

When might a human analyst become involved?
What consequences might stem from the communications content?

Secrecy + Complexity
* Reduces the possibility of effective reform.

* Isitself an exercise of tradecraft.
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Cryptography — the science
of secure communications.

Mass surveillance — the spectacular failure
to secure communications.

So you might think that cryptographers would be aghast and embarrassed
about mass surveillance revelations.

N

—

You’d be utterly wrong.
My community thinks things are going great.
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A rosy assessment of CS

Computer science is marking an epical change in human history.
We are conquering a new and vast scientific continent. ...

Virtually all areas of human activity ... [and]

virtually all areas all areas of human knowledge ...

are benefitting from our conceptual and technical contributions. ...
Long live computer science!

Cryptographer

Silvio Micali

Turing Award acceptance
speech June 15, 2013
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A different assessment

ji-

Yes, computer science is at the center of major scientific and
societal changes.

But the chances of dystopian outcomes are large.
Computer science is at the center of transforming the Internet

into a frightening tool for total surveillance, but few of us say a
thing, and many help out.

Cryptographers could play a significant role in resisting this

change, but we don’t.
WHY?

12 /35



Answering the QUESTION
Provisos

* Academic + cryptographic + personal perspective
Inside-the-discipline view; I’'m not a technology-studies scholar

e  Communities are not monolithic

There are computer scientists who care deeply about mass surveillance,
privacy, and security.

* | know nothing about the situation in New Zealand

* There’s not one answer to the QUESTION

An answer. Gets dropped in a box.

13/35



While there’s no one answer,

there is one theme:

It’s the culture, stupid.

the crypto community

modern computer science
scientific & technical people
contemporary consumer society

14 /35



From where did cryptographers’

disciplinary culture come?
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«fﬁiﬁl“lulima'

MIT Lab for Computer Science

Theory of Computation Group
Cryptography — mid-1980’s

11\

Youthful Ron Rivest Shafi Goldwasser Silvio Micali
Iconic, paradigmatic works that
captured the imagination

[GM] Goldwasser, Micali — STOC 1982 (Jcss 84) Probabilistic encryption

and how to play mental poker keeping secret all partial information
[GMR] Goldwasser, Micali, Rackoff — STOC 85 (SIAM 89)

The knowledge complexity of interactive proof systems
[GMW1] Goldreich, Micali, Wigderson — FOCS 86 (JACM 91)

Proofs that yield nothing but their validity and a methodology of cryptographic protocol design
[GMW?2] Goldreich, Micali, Wigderson — STOC 87

How to play any mental game or A completeness theorem for protocols with honest majority

A branch of theory
Problem selection: aesthetics, philosophy

Founding ethos. Crypto is theory, philosophy, and imagination.

16/35



When this ethos dominates ...

Here for fun. Intellectuality as sport — pragmatism as small-mindedness.

Distanced from security. Cryptographers don’t see even prominent security
problems because of community structure.

Standardization non-participation. Crypto standards without the cryptographers.

17/35



And when this ethos dominates ...

Value-neutral view. The myth that science and technology is value-neutral.

Relatively
23 little
change
11 —>
8 9
1 2 1
|—_ T I
Start of term End of term

“Technology itself is value-neutral: it is what humans
do with technology that is right or wrong.”

Survey data from UC Davis ECS
188, Ethics in an Age of
Technology, Winger 2013
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Artifacts and Ideas are Routinely Political

iy e =il
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. . An Open Letter from US Researchers in
http://masssurveillance.info/ Cryptography and Information Security
January 24, 2014

Media reports since last June have revealed that the US government conducts domestic and international surveillance on a massive scale, that it engages in
deliberate and covert weakening of Internet security standards, and that it pressures US technology companies to deploy backdoors and other data-collection
features. As leading members of the US cryptography and information-security research communities, we deplore these practices and urge that they be changed.

Indiscriminate collection, storage, and processing of unprecedented amounts of personal information chill free speech and invite many types of abuse, ranging from
mission creep to identity theft. These are not hypothetical problems; they have occurred many times in the past. Inserting backdoors, sabotaging standards, and
tapping commercial data-center links provide bad actors, foreign and domestic, opportunities to exploit the resulting vulnerabilities.

The value of society-wide surveillance in preventing terrorism is unclear, but the threat that such surveillance poses to privacy, democracy, and the US technology
sector is readily apparent. Because transparency and public consent are at the core of our democracy, we call upon the US government to subject all mass-
surveillance activities to public scrutiny and to resist the deployment of mass-surveillance programs in advance of sound technical and social controls. In finding a way
forward, the five principles promulgated at http://reformgovernmentsurveillance.com/ provide a good starting point.

The choice is not whether to allow the NSA to spy. The choice is between a communications infrastructure that is vulnerable to attack at its core and one that, by
default, is intrinsically secure for its users. Every country, including our own, must give intelligence and law-enforcement authorities the means to pursue terrorists
and criminals, but we can do so without fundamentally undermining the security that enables commerce, entertainment, personal communication, and other aspects
of 21st-century life. We urge the US government to reject society-wide surveillance and the subversion of security technology, to adopt state-of-the-art, privacy-
preserving technology, and to ensure that new policies, guided by enunciated principles, support human rights, trustworthy commerce, and technical innovation.

53 signatories

* Nothing | know is relevant. Top reasons 58% acceptance rate
* These are political issues; given for not
| am not an expert on public-policy; signing:

this is not our professional concern.

Extreme specialization. Can rob scientists of any sense of agency.

Getting political as unprofessional. An unwillingness to engage in anything
“political” connected to ones work.
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Changing Motivations

The foundation is being laid for a dossier society, in which computers
could be used to infer individuals’ life-styles, habits, whereabouts, and
associations from data collected in ordinary consumer transactions.
Uncertainty about whether data will remain secure against abuse by
those maintaining or tapping it can have a ‘chilling effect,” causing
people to alter their observable activities.

David Chaum

Security without identification:

transaction systems to make big brother obsolete
CACM 1985

Nowadays, most computer scientists
would be uncomfortable by such speech

Changing motivations. Very few current-generation cryptographers and
computer scientists are in it for moral or political reasons.
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The strongest advocates of cryptography

The Cypherpunks

But we discovered something. Our one hope against total
domination. A hope that with courage, insight and solidarity we
could use to resist. A strange property of the physical universe that
we live in. The universe believes in encryption. It is easier to

encrypt information than it is to decrypt it.
Julian Assange, 2012

In words form history, let us speak no more of faith in man, but

bind him down from mischief by the chains of cryptography.
E. Snowden, 2014.

Steven Levy, “Crypto Rebels”, Wired,
May/June 1993.

Above: Tim May — Eric Hughes — John
Gilmore

Missing attitude. We lack the philosophical drive, and verve, of the cypherpunks.
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DoD Funding in Cryptography, 2000-2015

100

Percentage of CRYPTO papers that acknowledge US
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Sensibilities for sale. You don’t bite the hand that feeds you.
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The “ethic of responsibility” —
the “doctrinal norm” for scientists and engineers

- Do not contribute with your work to social harm.
A negative right. Obliges inaction.

- Contribute with your work to the social good.
A positive right. Obliges action.

- These obligations stem from your professional role.
For us: as a cryptographer, computer scientist, and scientist.
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A norm that never was

e Easy to find scientists for military work

* UCruns WMD labs. Universities run on federal/military funding
e Social-utility of work nearly unconsidered by students

* In academia, having a normative vision deprecated:

do your job; don’t try to do someone else’s job ... and don't let anyone else do
your job. In other words, don’t confuse your academic obligations with the
obligation to save the world; that’s not your job as an academic

Marx famously said that our job is not to interpret the world, but to change it.
In the academy, however, it is exactly the reverse: our job is not to change the
world, but to interpret it. Stanly Fish, 2004

False norm. The “doctrine of responsibility” was never embraced.

Anti-norm. Taking a moral stance is routinely seen as un-academic.
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Two-Cultures Explanation

| think much of the problem we face today represents the culmination of a
problem diagnosed 55 years ago by C.P. Snow in his essay “The Two Cultures”: the
absence of dialogue between the scientific-technological and the humanist
traditions. When Snow wrote his classic essay, he bemoaned that neither culture
understood or impinged [upon] the other. Today, bereft of understanding of
fundamental issues and writings in the development of liberal democracy,
computer geeks devise ever better ways to track people... simply because they
can and it’s cool. Humanists on the other hand do not understand the underlying
technology and are convinced, for example, that tracking meta-data means the
government reads their emails. C.P. Snow’s two cultures not only do not talk to
each other, they simply act as if the other doesn’t exist.

Two-cultures. Computer scientists are inadequately
grounded in humanistic concerns.

Estonian Pres.
Toomas Hendrik
Ilves (2014)
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Radical Individualism

The belief that ones personal
interests are more important
society’s.

Michael Douglas as Gordon Gekko in
Wall Street (Oliver Stone, 1987)

Greed, for lack of a better word, is good. Greed is right. Greed works.
Greed clarifies, cuts through, and captures, the essence of the
evolutionary spirit. Greed, in all of its forms; greed for life, for money,
for love, knowledge, has marked the upward surge of mankind and
greed, you mark my words, will ... save ... that other malfunctioning
corporation called the U.S.A.

Radical individualism. Makes ethical-based motivations seem antiquarian.
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Compartmentalization and dissociation

Could you describe your personal view
on the social responsibilities of computer

scientists? ~_—

Phil

-

=
p— \ I’'m a body with@
s )

—§

Data-mining faculty candidate

Compartmentalization & dissociation. Life is lived in separated realms.
Ethics and work are far apart.
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Technological optimism
Technological contextualism

Technological pessimism

Technological optimism. Makes the exertion of moral agency pointless.
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Misframing: Law-Enforcement Narrative

Privacy is a
personal good

MYSELF

g ME
1©
A <

K
|

U.S. FBI Director [y
James Comey [

Security is a
collective good

g

Inherently in
conflict

Encryption
has destroyed
the balance.
Privacy wins

The bad guys
may win

Risk of
Going
Dark.
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Mass surveillance always

oy . orture in Bahrain Becomes
becomes political surveillance |Ri outinew“hﬂe,pmm:

. Nokia Siemens
A ST A Ciak et s poracaal Debavets T —
A e ot R l i - Q
ol o
A equ e ne § it nt v
iped it ¢ amormal mac Activist
four Fcnorr ved Abdul Ghani Al Khanjar
anthe vemord for ALl time your riltuy, aterieviy " Student activists at
o Goape1, Satan sould net do more, Vnat incredible eviinese. UC Berkeley, 1964
baormal P nl gyt

S et e e s e s EBI’s “suicide letter”
b drpaes S et 7 tocivil rights leader
U8 15, You'bave Juat 3 deys io whioh 1o do (Vs eisst Martin Luther King, Jr Free Trade Area of the
Jo ey patier takp it beters your flirhy,abnermel rracsmtane seit| 1964 Americas summit
o Miami, 2003

Misframing. Accepting a fictitious storyline of what mass surveillance is for.
The correct framing emphasizes human rights and liberal democracy.
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Sanitization of a dystopia

The original

— all-seeing all

powerful
CEWNVALIGIENE Big Brother

Synopsls Big Brother |s aliseeing, all powerful and getting even bigger across the
globe. There is no limit to the Big Brother phenomanon ) This site waes cockies

WAR IS PEACE -
=== FREEDOM IS SLAVERY 1999 — present
1949 GNORANCE IS STRENGTH

- . 1 | Routinization. People quickly accept their new reality, and even
sc » | come to think it’s good.

{" HYevgeny Zamyatin

oo & (1921
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Closing Comments
Five-Eyes = one ENORMOUS eye, one small eye, andsome noise
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Closing Comments

Our failure to avert mass surveillance
isn’t just a social curiosity,

but an ethical failure of technologists, “Truth is Coming and Cannot be Stopped” (2013)
. Sarah Lynn Mayhew & D606
as well as governments, worldwide. Street art in Manchester, UK

It portends, | fear, a broad failure of
liberal democracy.

| am not optimistic, although there is some cause for hope:

Disciplinary culture is mutable.

Communications technology is mutable.

The surveillance net is not yet complete.

It is never easy to predict how things will play out.
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